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PREFACE 



The role of the Internet captured the atten- 
tion of journalists and academia worldwide as 
the tumultuous events surrounding the 2004 
Ukrainian presidential elections and the Orange 
Revolution unfolded. The World Wide Web was used 
as a weapon in an environment of all out informa- 
tion warfare by journalists, free speech activists and 
political strategists. 

The Internet's role did not escape the attention of 
Development Associates, a firm closely aware of the 
developments of the 2004 Ukraine presidential elec- 
tion through its Strengthening Electoral Administra- 
tion in Ukraine Project (SEAUP)— a major democracy 
and governance initiative in the country supported 
by the United States Agency for International Devel- 
opment (USAID). 

Development Associates (DA) sponsored an investi- 
gation into the fascinating topic of the battles fought 
on the electronic frontier of democracy and presents 
its findings in this report. DA President Peter B. 
Davis suggested the study, reflecting his interest in a 
similar study on the role of the Internet in the 2004 
U.S. Elections published by the Institute for Politics, 
Democracy & Internet (IPDI) at the Graduate School 
of Public Management of the George Washington 
University. In the U.S. Study, the IPDI examined the 
politically-active segment of the U.S. Internet audi- 
ence in terms of the categories of on-line political 
citizens and influentials. The results of an on-line 
poll and a telephone poll provided the basis for that 
study. The same questions were asked in both polls. 

The same two-poll approach provided the basis for 
the Ukraine study. Like the U.S. on-line poll, the 
Ukraine Internet poll provided an incentive for par- 
ticipation, and was popularized via targeted Internet 
advertising. For the Ukraine study, a personal inter- 



view poll organized by Democratic Initiatives Foun- 
dation provided the feedback necessary for compar- 
ing the on-line population with the general public. 
A comparison of the results of the U.S. and Ukraine 
polls provides additional findings. 

This study of political influentials online is supple- 
mented by seven case studies that illustrate some of 
the ways the Internet was used— and abused— dur- 
ing the 2004 Ukraine presidential campaign. Not 
all websites and instances of Internet activism are 
contained in this study. Most notable perhaps, is the 
absence of a history of the Ukrayinska Pravda web- 
site. In many ways, this entire study is intertwined 
with and reflects the history of the site founded by 
journalist Heorhiy Gongadze. Reports from Ukrayin- 
ska Pravda provide the backbone sources for much 
of the study, and the sequence of events that began 
with the murder of an Internet-journalist are an 
integral part of the entire story of the events that 
culminated in what the world has come to know as 
the Orange Revolution. Other grandfather sites like 
Obkom.net also require further study, as do separate 
websites from the country's regions. 

In the background section, the way the Ukrainian 
election's caught the Internet world's attention is 
considered. The pre-election information environ- 
ment in Ukraine is also examined in the introductory 
section of the study. 
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INTRODUCTION 



Media observer Lesia Voloska perhaps best 
summarized the role of the Internet in 
Ukraine's presidential elections in an article 
she wrote for Ukrayinska Pravda when the Orange 
Revolution was already en route to victory in the 
presidential elections. She wrote: "The vlada (ruling 
governmental regime) felt that it controlled every- 
thing. That may have genuinely been the case if not 
for one 'but.' 

"The country, along with the rest of world, gradually 
entered the informational era. As telecommunica- 
tions technologies developed, more and more people 
became immersed in the worldwide Internet net- 
work, and every year mobile communication provid- 
ers reported that they have reached record numbers 
of new subscribers. The computer was no longer a 
status symbol— it became an element of everyday 
life, just like a refrigerator. 

"It was precisely modern information sharing tech- 
nologies that played a bad joke on the vlada. So- 
ciety and business obtained an alternative channel 
of information. This channel allowed users to both 
send and receive information. And day by day, hour 
by hour, the number of 'those liberated by informa- 
tion' grew. 

"Every smart, thinking person was faced with the 
question: Why does the information provided by 
newspapers and televisions differ from reality? The 
reality we saw with our own eyes and the thoughts 
evoked by this reality were reflected in a new and 
powerful media source: the Internet. 

"In fact, traditional media depicted a Virtual real- 
ity,' while the Internet was the only true reflection of 
socio-political processes." 1 

Most (if not all) observers agreed that the Internet 
was the primary vehicle for providing alternative 



sources of information to the Ukrainian public. But 
the Internet was also a battleground for an informa- 
tional war waged between the various candidates 
and players in the elections. The speed of the 
Internet was used both to spread news, rumors, 
half-truths and cynical lies. In addition to a purely 
information-provider role, the lightening fast speed 
of the Internet had a more practical application. It 
allowed people across the country to communicate 
instantly and organize. 

The Internet, in combination with other technologies 
(faxes, cell phones, etc.) allowed democracy activ- 
ists to stay in touch more frequently, and that made 
them more disciplined and less prone to provoca- 
tions as a result. The Internet also provided limited 
anonymity. 

Thus, the Internet played a twofold role: it was a 
source of information and a tool of coordination. 
And because of its role in the success of civil society 
in the Orange Revolution, the Ukrainian Internet 
enjoys a very healthy on-line political citizenry. 

This paper contains several case studies that discuss, 
in detail, the way the Internet was used in a variety 
of innovative ways to inform and misinform, coor- 
dinate campaign activities and distribute campaign 
materials. The paper also includes an attempt to 
identify Ukraine's on-line political citizens, by apply- 
ing survey methodology developed by the Institute 
of Politics, Democracy & Internet. The findings of 
the Ukraine survey are compared to results of an 
earlier survey conducted for the 2004 U.S. presiden- 
tial elections. 

Recollections of events from the entire campaign, 
and details of the more scandalous episodes are in- 
terwoven throughout. Detailed background, history 
and sociological findings are used to provide context 
and some of the "political flavor" of the campaign. 



1 "The Orange Revolution with a hint of grapefruit" by Lesia Voloska, Ukrayin- 
ska Pravda, December 12, 2004, pravda.com.ua. 
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BACKGROUND 



The pre-election political environment 




he Ukrainian people had had enough after 
ten years of rule by President Leonid Kuchma 
and his cohorts. Even with a steadily growing 



national economy, the mood for change remained in 
the air. 

Many Ukrainians had grown cynical about their coun- 
try's politics. People doubted their voices and votes 
actually mattered at the ballot box. Democracy was 
at risk: Ukrainians stopped believing that they could 
have an impact on government. 

Internally, the country was still fighting the Second 
World War— or Great Patriotic War as it is called 
in Ukrainian and Russian. WWII continued to be 
fought in the arts, culture, popular entertainment, 
media, and politics as the Kuchma government 
sought to keep the country divided and thus con- 
quered. 

Internationally, the country was associated with 
Chornobyl, Natashas, dead journalists, shady arms 
dealers, cyber-criminals and cheap illegal labor. The 
only bright spots of Ukrainian's place in the "world's 
mental map" were provided by athletes and musi- 
cians. 

Against this background, outgoing president Leonid 
Kuchma announced that the 2004 presidential race 
"will be the dirtiest elections ever." It was as if he 
were granting permission for an "anything goes" 
contest. 

State censorship, clandestine scenarios, alleged as- 
sassination attempts, smear and disinformation cam- 
paigns, foreign political intervention and corruption 
all resulted in the falsification of election results that 
led to the actions of massive and non-violent protest 
the world came to know as the Orange Revolution. 

The elections came down to a race between two Vik- 



tors: Yushchenko and Yanukovych, eerily reminiscent 
of the 1994 presidential elections when two Leonids: 
Kuchma and Kravchuk, squared off in the battle for 
top spot in the country three years into indepen- 
dence. 

A year before the elections, veteran politician Ana- 
toliy Matvienko said that either one of two people 
will win the elections: Viktor Yushchenko or Russian 
president Vladimir Putin. He said that if Yushchenko 
does not win, the president of Ukraine will essentially 
become a governor of a Russian region. Yanukovych 
was backed by the entire Kuchma system that had 
strong ties with Moscow and nomenklatura leftovers 
from Soviet days. Yushchenko was depicted as a 
geo-political evil, serving American masters who 
where the 21 st century equivalent of fascists invading 
from the West. 

Isolated, kleptocratic and bordering on authoritar- 
ian, what had truly become a Kuchma regime began 
to reign in freedoms of the media and attempt to 
control the information environment and engineer a 
Yanukovych victory. The Kuchma government almost 
succeeded. The country's "informational space" was 
dominated by subordinate national media outlets. A 
large part of the country was bombarded relentlessly 
by information coming directly from Moscow. 

Lies, half-truths and propaganda in the media led 
to an increase in the level of social tension. People 
stopped believing. Those who cared about the fu- 
ture had to "go underground" in search of the truth 
and real information. The Internet provided that 
underground. Ukraine caught the world's attention 
and redefined the role of the Internet in politics. 

Global Attention 

Ukraine made it onto the radar screens of the people 
running informational labs at the Google search 
engine company in November of 2004. One of 
Google's free services is a running collection of the 




most popular words and phrases used in the millions of searches per- 
formed by Google's engines. That service is called Google Zeitgeist and 
is provides "search patterns, trends, and surprises according to Google." 
A combination of the Germanic words for "time" and "spirit", the word 
Zeitgeist indicates "the general intellectual, moral, and cultural climate 
of an era." 

For the month of November 2004, the most popular query for people 
in the United States was "election results." Ukraine was the sixth most 
popular item people searched for using Google. The other two coun- 
tries on the list for that month were Iraq at number two and Cuba at 
number seven. Fears that the U.S. election race would eclipse devel- 
opments in Ukraine proved unfounded: despite a heated presidential 
race back home, Americans felt that events in Ukraine (and Iraq, and 
Palestine, and Cuba) were interesting enough to warrant their Internet 
browsing attention. 

The following month, a Ukraine related search term was detected by 
Google Zeitgeist. The word dioxin was in the weekly list of top ten de- 
clining queries in the third week of December. That suggests dioxin was 
a very hot search term the previous week, when medical confirmation of 
Yushchenko's dioxin poisoning had emerged. 

Arguably, the poisoning of the presidential candidate was the singular 
election event that caught the world's attention. The now famous jux- 
taposition of Yushchenko's handsome looks with his post-poisoning face 
that emerged as a result of consuming enough dioxin to kill an ox. In 
the United States, the dramatic change in Yushchenko's looks in a mat- 
ter of months even provided material for host Jay Leno on the Tonight 
Show. 

Far more flattering of Ukraine was the mention that the country was in- 
cluded in the "top ten web moments that changed the world" list devel- 
oped by the International Academy of Digital Arts and Sciences. Every 
year, the academy's international panel presents "webby" awards to 
honor "excellence in web design, creativity, usability and functionality." 
The first "Internet Oscars" were presented more than a decade ago. 
To mark the tenth anniversary of the web awards show, the panel was 
asked to choose the top ten ways the Internet changed the world. 

The most significant event, according to the panel, was the "Dotcom 
boom and bust" in the six years between 1995 and 2001. The public 
offering of stock by the Netscape browser company was identified as 
the launch of the "boom". Although a bust impacted stock markets and 
economies worldwide, the hype surrounding the Internet resulted in a 
global population of more than 950 million "on-line" people. 

The second most significant "web moment that changed the world" 
occurred when enterprising journalists Matt Drudge broke the Lewinsky- 
Clinton scandal with his website Drudgereport.com. The panel consid- 
ered the naming of Amazon.com founder and CEO Jeff Bezos as Time 
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Magazine's 1999 "Man of the 
Year" as a sign that the on-line 
world was open for commerce. 

Ukraine is mentioned in the 
fourth web moment that changed 
the world under the general 
heading "elections worldwide 
(2004)." The academy credits 
U.S. presidential hopeful Howard 
Dean as the one who revolution- 
ized politics in 2004. 

"From Ukraine's Orange Revolu- 
tion, where the Internet and cell 
phones were used to circumvent 
state-run media and mobilize 
massive protests, to Howard 
Dean's groundbreaking use of the 
Internet to engage voters and 
raise millions, the web decentral- 
ized the political process in 2004, 
giving democracy around the 
world a much-needed shot in the 
arm," reads the Webby award 
site. 2 

Howard Dean may have symbol- 
ized the Internet revolution in 
U.S. politics, but he ended up 
losing the Democratic Party nomi- 
nation for the 2004 presidential 
race. The Orange Revolution, on 
the other hand, showed how the 
Internet could be used to win the 
informational battles of "the dirti- 
est elections ever." 

The pre-election information 
environment 

Prior to the Ukraine 2004 presi- 
dential elections, more than 70 
percent of Ukrainians said that 
not all candidates will have equal 
access to media. Ukrainians had 
grown accustomed to the fact 
that Ukrainian television channels 
rarely broadcast different points 

2 For the entire list of "ten web moments that 
changed the world", see: http://www.webby- 
awards.com/press/webby_top_10.php. 



Table 1 

Do you believe that during the elections all candidates will have equal access to 
campaign through the media? 

Yes 15.8% 

No 70.4% 

Difficult to answer 13.8% 

Table 2 

In your opinion, do Ukrainian television channels, in their news and socio-political 
programming, often broadcast different points of view from those in power and 
the opposition? 

Practically never 10.1% 

Very rarely 33.2% 

Very often 23.3% 

Practically always 5. 0% 

These issues do not interest me 1 8. 9% 

Difficult to answer 9.6% 

Table 3 

Would you like to be informed about different points of view on socio-political 
issues from those in power and the opposition? 

Yes, I want to know different points of view 62. 8% 

Only the point of view of those in power interests me 2. 6% 

Only the opposition 's point of view interests me 2.3% 

These problems do not interest me at all 24. 5% 

Difficult to answer 7. 9% 



Table 4 

In your opinion, which 
biased and one-sided 
more than three) 



of the following television channels broadcast the most 
information concerning socio-political issues? (Name no 



"1+1" 


13.5% 


"Ukrayina" 


0.8% 


ICTV 


1.9% 


Channel "12" 


0.1% 


"Novy Kanal" 


2.1% 


Channel "5" 


0.0% 


"Inter" 


11.2% 


Not interested/do not watch 


1.1% 


"Simon" 


0.1% 


Russian channels 


0.0% 


"UT-2" 


2.5% 


Others 


1.2% 


"UT-1" 


26.6% 


Difficult to answer 


19.4% 


"STB" 


1.2% 


Such channels do not exist 


0.8% 


Local TV channels 


2.5% 


All of them 


26.9% 



of view from both those in power ("vlada") and the 
opposition. Yet nearly two thirds of the population 
expressed the desire for alternative sources impartial 
("multi-sided") information (Table 3). The least ob- 
jective television channels, in the opinion of Ukraini- 
ans, included UT-1, Studio "1+1" and "Inter". 3 

Temnyky 

The work temnyki is a double entendre using the 
words for topics (temy) and dark (temni). The docu- 
ments were developed on a per-need basis at meet- 
ings that reviewed press releases and announce- 
ments of upcoming election-related events. The 
events were typically announced via daily e-mails, 
faxes and web-postings distributed by national wire 
services and news agencies like Interfax Ukraine, 
UNIAN, state-owned DINAU, etc. Meetings to dis- 
cuss the proper treatment of these news items be- 
fore they happened were frequently held at the Salut 
hotel in Kyiv, according to one account. The docu- 
ments produced were called analitychni zapysky— 
analytical notes or memos and were mostly written 
in the Russian language. Russian political technolo- 
gists were frequently seen in Kyiv in the company of 
the Ukrainian editors, journalists and opinion-makers 
throughout the campaign. 

Some of the temnyki were widely circulated via 
private e-mail at the end of August. A 24 page file 
contained several "analytical notes" on both news- 
worthy and non-news-worthy events from July 2 to 
August 29. Typically, the events that were consid- 
ered to not be newsworthy were Yushchenko cam- 
paign events. For example, item #9 in the temnik 
from July 2, 2004: 

1200 - Signing ceremony between 
Nasha Ukrayina and BYuT on cre- 
ating a coalition for the pres- 
idential elections. (Borychiv 
Tok St . , 22-A) 

Commentary: No commentary on 

3 These sociological findings were presented by Iryna Bekeshkina, resident 
academic at Kyiv-based Democratic Initiatives Foundation at a working 
lunch during the Ukraine's Quest for Mature Nation Statehood Roundtable 
V: Ukraine's Transition to a Stable Democracy at the Library of Congress 
in Washington DC (September 13, 2004). The data for the four tables was 
compiled during a poll conducted by DIF and SOCIS from April 1-12, 2004. 
1 ,200 respondents from all of Ukraine's regions represent the country's adult 
population according to demographic breakdown. The representative error 
does not exceed 3 percent. 



all information on this topic 

The next item, however, was deemed to be much 
more worthy of coverage by the "leading" media out- 
lets: 

1200 - The presentation of the 
book "Yushchenko: Istoriya Kh- 
■voroby" (Yushchenko: History of 
Illness) at "Club (Stoned) Ba- 
boon" (Bohdan Khmelnytsky St. 
39) . 

Commentary . . . 

The commentary for this news-item is one-and- 
a-half pages long. The commentary is essentially 
comprised of instructions. They include a twelve 
point list titled "Interpretation of Events and Details 
for Emphasis," and seven "desired questions" that 
a sympathetic journalist should ask of the author 
and the book's publisher: Dmytro Ponamarchuk. 
Ponamarchuk published several books— really bro- 
chures on newsprint— during the election campaign 
attacking Yushchenko's past record as National Bank 
Governor, his wife's American roots and work in the 
U.S. State Department. 

The temnyki were collected and sorted by journalist 
Vakhtang Kipiani working as the host of an investiga- 
tive TV show Podviyney Dokaz on the Yushchenko- 
bashing Studio 1+1 television channel. 4 At the time 
he distributed them via private e-mail among fellow 
journalists to alert them to the state of affairs in the 
pro-Yanukovych anti-Yushchenko government con- 
trolled media. Kipiani would later write "Temnyky: 
the Best for Ukrayinska Pravda," a report that was 
nominated for the "top 3 best Internet information 
materials" by the "Media pro media-2004" contest. 5 
Kipiani admitted to being the source of the leaks, 
distributed as compilations of various temnyky in 
Word documents that showed how information is be- 
ing spun, mani pulated, ignored or discredited. 6 

4 On the eve of parliamentary Election Day in 2002, the same Studio 1 +1 
carried a news report on Nasha Ukrayina candidate Roman Zwarycz, who was 
already in the media spotlight because his primary opponent from the SDPU(o) 
was gunned down just days before the election in the Ivano-Frankivsk electoral 
district N°89. The TSN news report featured veterans from the Soviet war in 
Afghanistan claiming that Zwarycz had tried to recruit them to work for the 
Taliban. 

5 "Temnyky. The Best." by Vakhtang Kipiani http://www.mediareform.com. 
ua/article.php?articlelD=446 

6 In 2005, Kipiani published fifty "best of temnyky he collected in the last four 
years of Kuchma's rule entitled "Vlada tmy in temnykiv: khrystomatiya politych- 
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In one case, a news presenter was sacked after 
refusing to abide by the temnyky. On November 9, 
Voloymyr Holsnyak, presenter of the Visti (News) 
program on state-owned Channel 1, was suspended 
from work because he refused to read a statement 
provided by the Yanukovych campaign without 
presenting the Yushchenko's camp's stance on the 
same issue. According to the UNIAN news agency 
report, Holosnyak was one of two hundred journal- 
ists already in their second week of protest against 
censorship of television news. 7 

Rising Social Tension 

The Index of Destabilization of Protest Potential was 
developed in 1998 by sociology academic Natalya 
Panina as a method for measuring social tension. 
The author of "Ukrainian Society 1994-2005: Socio- 
logical Monitoring" calls it the Social Scale of Ten- 
sion. 

According to Panina's research a score of 4.4 or 
higher is related to massive civic protest. The scale 
was based on a list of 11 actions of civic activities, 
including protest actions. Each respondent was 
asked which of the actions she or he is prepared to 
undertake. The question asked was, "If your rights 
and interests are violated, what means and mea- 
sures of defense would you consider sufficiently ef- 
fective and acceptable, that you would be personally 
prepared to use them?" The options included: 

• Participation in election campaigns 

• Collection of signatures for petitions 

• Lawful meetings and demonstrations 

• Threatening to strike 

• Boycott decisions of the administration and 
other bodies of power 

• Unauthorized meetings and demonstrations 

• Illegal strikes 

• Hunger strikes 

• Picketing of government offices 

• Seizure of buildings 

• Establishment of armed forces independent 
of presidential and governmental control 

Every protest action has a "coefficient of destabili- 
zation" that Panina used to calculate the per capita 



noyi censury v Ukrayini 2001 -2004." 

7 Ukrainian State TV presented sacked after conflict over restricted new 
coverage, UNIAN news agency, Kyiv, in Ukrainian, 9 Nov 04 BBC Monitoring 
Service, UK, in English, Tue, Nov 09, 2004, Action Ukraine Report. 



Figure A: Index of Destabilization of 
Protest Potential (IDPP): 1994-2005 




1934 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 



IDPP. "The prevalence in society of individuals with 
a high rate of protest potential destabilization is an 
indicator of social tension. This indicator is the foun- 
dation for gauging the stability level of a government 
system at the moment of calculation," she wrote. 

Since the scale's introduction, Ukrainians broke the 
four percent societal tension barrier on three occa- 
sions. The graph illustrates IDPP peaks in May 1998, 
January 2001 and March 2005. 

The survey in May of 1998 was conducted two 
months after parliamentary elections were held that 
year and the economy suffered a blow caused by 
the Russian ruble default. The following year, the 
IPDD fell, but remained at the "tense" 4 percent 
level. The next peak detected by the survey came in 
January of 2001, after the disappearance of journal- 
ist Heorhiy Gongadze and revelation of the so-called 
"Melnychenko tapes" and two months before mas- 
sive actions of civic protest in March that year. The 
lowest level of IDPP was detected in February 2004. 
In an e-mail interview, Panina asserted the low of 
protest potential was due to the country's positive 
economic performance. 

The survey found that highest point of "protest 
destabilization potential" came in March 2005, two 
months after the inauguration of President Yush- 
chenko. Panina said that the high IDPP was a "direct 
result of the intense election campaign and Orange 
Revolution, which demonstrated the effectiveness of 
protest actions as a means for people to stands up 
for their interests." 

Societal tensions continued to rise throughout the 



Table 5: Internet Use (at home and at work) 2003—2005 (%) 





November 
2003 


April 
2004 


May 
2004 


July 
2004 


September 
2004 


November 
2004 


April 
2005 


Users 


10.1 


11.4 


12.9 


12.8 


12.6 


12.9 


14.1 


Non-users 


78.3 


78.8 


78.1 


80.0 


78.1 


79.1 


85.7 


Never heard of Internet 


11.6 


9.8 


9.0 


7.3 


9.4 


8.1 


0.2 


Total 


100.0 


100.0 


100.0 


100.0 


100.0 


100.0 


100.0 





Source: Kyiv International Institute for Sociology; margin of error does not exceed 2.2 percent 

month of August of 2004 and the next widely re- 
ported incident of violence came on August 20, when 
two homemade devices were detonated in an open 
air market in Kyiv. One person was killed and doz- 
ens were injured when the bombs filled with nails 
and screws went off minutes apart in two trashcans. 
Initial media reports quoted police sources as saying 
that the blasts were likely related to an ongoing turf 
battle in Kyiv's underworld or a protest against the 
presence of Ukrainian troops in Iraq. A week after 
the blasts, five people were arrested, and the police 
suggested that the motive behind the bombs were 
purely political. Two of the people arrested allegedly 
belonged to the Ukrainian People's Party, a member 
party of Yushchenko's parliamentary caucus. The 
state-controlled national media ensured that the 
whole country associated the blasts with Yushchen- 
ko's politics. On the same day of the blasts, the 
editorial office of the opposition newspaper Postup in 
Lviv was firebombed. 

The day after the blasts a Yushchenko supporter 
set himself on fire in protest to local government 
pressure forcing him to stop campaigning for Yush- 
chenko. Alik Aslanov, a father of five from the 
northwestern region of Zhytomyr died a week later. 
Yushchenko attended the funeral. 

The Ukrainian Internet Population 

At the same time when Ukrainians expressed the 
desire to consult alternative sources for information, 
more and more were going on-line. In the year prior 
to the presidential elections, the number of Ukrai- 
nians who had access to the Internet both at home 
and at work had grown by nearly 3 percent, from 
10.1 percent in November 2003 to 12.9 percent in 
November 2004 (Table 5). 



more dramatic story. According to Bigmir.net— a web 
service that counts hits and hosts for some 50,000 
websites— the "Ukrainian Internet audience" had 
grown by 39.6 percent to 5,566,897 unique users 
in the period between October 2004 and November 
2005. In terms of geography, the capital city of Kyiv 
provided over 55 percent of unique website visi- 
tors. Web surfers from Ukraine's six largest urban 
centers— Dnipropetrovsk, Donetsk, Zaporizhya, Lviv, 
Odesa and Kharkiv— comprised 30 percent of the 
Internet audience. 

There was a significant increase in Internet activ- 
ity during the events of the Orange Revolution. In 
November 2004 alone, the Ukrainian Internet audi- 
ence grew by 39.6 percent (or by 1,572,078 unique 
users). By the end of November, one estimate of 
the total number of people who had access to and 
actually used the Internet was 5.6 million— well over 
10 percent of total population. In 2002 that number 
was estimated at just 2 to 3 percent. 

Ukraine's Internet Zeitgeist 

The types of information Ukrainian Internet users 
were looking for during this time period was differ- 
ent from the usual search engine queries. Between 
October 2004 and April 2005, Bigmir.net tracked the 
top 20 search terms for each month. Typically, the 
top search terms have nothing to do with politics, 
except for queries submitted in November 2004. 
The nature of the search terms also provide a clue 
concerning the age and education of the people us- 
ing search engines— the predominance of the search 
term "referat" the Ukrainian and Russian language 
word for "school paper" (essays, reports, etc.)— sug- 
gests that high school and university students were 
the primary people searching for specific information. 



Statistics from on-line statistics counters tell an even 



In November 2004, five of the top ten search terms 
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Figure B: Top search terms in Ukraine: October 2004 — April 2005 



Oct-04 


Nov-04 


Dec-04 


Jan-05 


Feb-05 


Mar-05 


Apr-05 


Kereraiy 
(school paper) 


Yushchenko 


Referaty 


Referaty 


Referaty 


Referaty 


Referaty 


Znakomstva 
(meeting service) 


5 kanal 
(Channel 5 TV) 


Referaty 


Chat 


Referaty 


Referaty 


Referaty 


Horoskonv 
(horoscopes) 


Referaty 


Referaty 


Referaty 


Chat 


Referaty 


Referaty 


Rabota 
(employment) 


Referaty 


Veseli Yaytsia 
(election humor) 


Rabota v 
Kievi 


Rabota v 
Kievi 


Rabota v 
Kievi 


Rabota v 
Kievi 


Mp3 


Referaty 


Obozrevatel 
(news site) 


Referaty 


Rabota 


Rabota 


Rabota 



Source: Global'na Staystyka Ukrayinskoho Interneta, SputnikMedia.net, October 2004— April 2005 



were related to news and the elections. In addition 
to "Yushchenko," the terms "5 Kanal," "Obozreva- 
tel" (a news website), "Yanukovych," and "vybory v 
Ukrayini" ("elections in Ukraine") were among the 
most-frequently searched. In contrast, in October, 
none of the top ten search terms had anything to do 
with news or politics. In December, four of the top 
ten search terms were news or election-related; by 



the time statistics were compiled for the month of 
January, only one news site (Obozrevatel) was listed 
in the search terms. The names of the candidates 
Yushchenko and Yanukovych fell to 14 th and 26 th 
places respectively. The Ukrainian Internet audience 
returned to its regular pattern of searching after the 
elections. 



CASE STUDY: THE VIRTUAL MAIDAN 



Throughout Ukrainian history, the maidan has 
been a meeting place for people to exchange 
information and views, introduce new ideas 
and, in some cases, make deals. Some trace the 
word back to the Ukrainian equivalent of the ancient 
Greek word agora that means marketplace, similar 
to the Persian word bazaar. In more recent history, 
as the Soviet Union was falling apart, people would 
gather on maidans across the country, exchange 
literature, newspapers and information. Public 
discussions and lively debates on Ukraine's future 
were the norm on the maidan in Kyiv. A section of 
the maidan was closed when the large Lenin statue 
in the city center was removed. Another part was 
fenced off because crumbling blocks were falling off 
the post office building and causing physical damage 
to people. Some came to listen, and take in the dif- 
ferent ideas being bandied about. Ideological police 
would fall into the latter silent participant category. 
They collected information about public moods. 

Ukraine's first post-independence president, Leonid 
Kravchuk, was the top ideological cop in the Ukrai- 
nian Soviet Socialist Republic while under the employ 
of the Communist Party. Reflecting on the way the 
state gathered information at the time of indepen- 
dence, Kravchuk said that formal sociology was not 
the fastest method for gauging societal moods and 
attitudes. A nationwide network of agents "polled" 
people's moods as they stood in breadlines and then 
called in the findings to the center for analysis and 
further decision-making. 

A similar nationwide network of information dissemi- 
nators was required to implement another tried-and- 
true Ukrainian political technology: the simultaneous 
spread of false rumors and disinformation through 
market places where large numbers of people con- 
verge on a regular basis. The setting was ideal to 
sow doubt and disdain concerning political events 
and personalities. In 1991, the ideals of the maidan 
won over those proposed by the government, but 
the government was quick enough to take the 



maidan ideal of independence and make it its own. 
Some would claim that the maidan finally beat the 
government fourteen years after independence, with 
the victories of the Orange Revolution. 

Maidans also provided places for like minded people 
to meet, network and organize. 
Democracy has arguably taken root in those cit- 
ies and towns where different people representing 
different parties and ideologies gathered and ex- 
changed information in a public, socially-open en- 
vironment, available to anyone who needed access 
to a societal tension release valve to blow off some 
political steam. 

Maidan.org.ua 

The origins of the first national and virtual maidan 
can be traced back some four years before Kyiv's 
central square became the site of the orange "ac- 
tions of mass protests against the falsification of 
election results." The site appeared late, as previ- 
ously inexperienced activists and politicians first 
began collecting and exchanging information using 
the Internet. It appeared approximately a half year 
after the grandfather websites (Pravda.com.ua, 
proua.com and obkom.net) began being widely used 
as information sources. Maidan.org.ua was born on 
December 20, 2000 two weeks after protest actions 
began in connection with the murder of Ukrayinska 
Pravda founder Heorhiy Gongadze. It became a vir- 
tual meeting place for activists and monitors of the 
"Ukraine without Kuchma!" and "Za Pravdu!" move- 
ments. 

Diaspora Ukrainians contacted the site and offered to 
host an exact mirror of the Maidan site outside of the 
country." That risk was worth taking," recalls Myka- 
hilo Svystovych, one of the site's founders. Maidan's 
backbone was anonymous and thus unbreakable- 
some of the early virtual maidan pioneers had never 
met in person. Should the government have tried to 
close the site down, a complete and current archive 
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was stored on a "friendly server" on the other side of 
the globe. This allowed the site to stay alive, active 
and popular for the next four years leading up to the 
Orange Revolution. 

By the 2004 presidential elections, Maidan was 
recording tens of millions of hits a month. The site's 
core was the "free forum"— an instantaneous way to 
spread information and gather opinions on events 
and issues. The site had twenty seven specific 
ranging from history and humor to English language 
pages and photos. The site periodically hosted on- 
line discussions with politicians and opinion makers. 

The site developed a news reporting service that 
provided a particularly useful archive for planning 
election observation missions. In the first round of 
elections, Maidan's news service was flooded with 
reports. Regional volunteer correspondents provided 
quick updates and precise information; for example, 
license plate numbers of vehicles that were trans- 
porting repeat voters. Detailed accounts of elec- 
tion violations and irregularities were recorded that 
allowed observation mission planners to pinpoint 
election problem areas down to specific polling sta- 
tions. This was particularly useful for journalists and 
observers who traveled to Kirovohrad for the second 
round to track the shooting incident and massive 
flight of election commission members on the eve of 
the voting. The results from Kirovohrad TEC #100 
were not counted in the first round election tally. 

The best of virtual maidan writings during the revo- 
lution were published in a soft cover book called 
"Novellas from the Orange Revolution." Articles, 
reports, opinion pieces posted on Maidan.org.ua 
comprise the lion's share of the book's hundreds of 
entries. Instead of a copyright in the book, Maidan. 
org.ua provided its copyleft imprimatur. 8 

The site was the source of practical information, 
including detailed advice like "methodological rec- 
ommendations for creating mobile election observer 
groups" and "what to do if you are stopped by a 
police officer." The news service provided telephone 
numbers to pol ice precincts where democracy activ- 

8 "Novely Pomaranchevoyi Revolutsiyi," published by the Drohobych-based 
Virodzhenia publishing house in April, 2005. The book includes hundreds of 
web postings from dozens of different websites: maidan.org.ua, obkom.net. 
ua, pravda.com.ua, doslidy.narod.ru, politikan.com.ua, yanukovich.nm.ru, 
tak.infomincer.net, obozrevatel.com, lvivrem.org.ua, domivka.net, zaraz.org, 
ua.proua.com. 
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ists and campaign workers were 
being held. Maidan also provided texts for sending 
out SMSes urging "peaceful mobilization" and answer 
Yushchenko's call to come to Kyiv's central square at 
9:00 a.m. on November 22 nd . 

All of the humor, satire, danger, tragedy and victory 
of the elections can be found in the Maidan.org. 
ua searchable archives. They contain references to 
obscure facts like who, back in 2002, provided the 
Ukrainian language translation of the slogan that 
eventually became the hip-hop "razom nas bahato" 
chant from the Spanish "el pueblo unido jamas sera 
vencido!" 

The library contained links to the latest democracy 
activism literature, like Gene Sharp's 
"Lessons Learned" account from the successful Otpor 
campaign in Serbia "From Dictatorship to Democra- 
cy: A Conceptual Framework for Liberation." A series 
of books would be required to analyze the gigabytes 
of information stored on the virtual maidan, and 
this description of the site does not do justice to the 
site's depth. 

Maidan developed a number of innovations, including 
Maidan.org.ua access via WAP cellular phone tech- 
nology, information hotlines, regular polling, article 
grading systems (that have sometimes led to censor- 
ship), the drafting of the "Maidan Memorandum" and 
free dial-up access to the site. One innovation that 
was tested and proved very effective for the purpos- 
es of this study was the Maidan "direct action line" 
on the site's primary page. 

The Online Political Citizens in Ukraine section of the 
study provides an interesting glimpse into the virtual 
"soul" of the Maidan.org.ua site. Despite banner 
promotions on some of the country's most popular 
news sites, the majority of respondents in the Online 
Political Citizen poll came to take the web survey 
following a simple text link from the Maidan.org.ua 
website. 



On-line Political Citizens: Ukraine 2004 Presidential Elections 



The term "On-line Political Citizens" was devel- 
oped by the Washington-based Institute for 
Politics, Democracy & Internet in a study of 
Internet user activities prior to the 2004 presidential 
elections in the United States. The findings were 
presented in a report entitled "Political Influential 
Online in the 2004 presidential campaign". 9 The data 
for the IPDI study was compiled using two polling 
methods: a traditional telephone poll and an on-line 
poll that encourage participation by offering a prize 
as an incentive. 

For the purposes of this study, the IPDI methodol- 
ogy for determining "Online Political Citizens" (OPCs) 
and "Influentials" was adopted with a view towards 
gauging Internet-based political activity in Ukraine 
during the 2004 presidential race. 

OPCs and Influentials in the U.S. Experience 

In the 2004 study IPDI explained that OPCs "are a 
group of people who have defined the early part of 
the 2004 campaign" and predicted that OPCs wield- 
ed "great influence in its outcome. OPCs are not 
merely people online reading the news, nor are they 
just occasional viewers of a political Web site. OPCs 
use the Internet in a variety of ways to be politically 
involved," according to IPDI. 

OPCs were identified according to respondents' 
choices when presented a list of Internet-based ac- 

9 Political Influentials Online in the 2004 Presidential Campaign The Graduate 
School of Public Management, The George Washington University, Washing- 
ton, D.C., February 5, 2004 Institute for Politics, Democracy & Internet p. 37: 
"We defined Online Political Citizens with several indicators. First, a respon- 
dent had to report that he or she had visited the Web site of a candidate or po- 
litical party within the last two or three months. We believed that respondents 
must have taken an early interest in the campaign online in order to qualify as 
OPCs. Second, they had to be politically involved online in a variety of ways. 
To be defined as OPCs, respondents had to indicate that, within the last two 
to three months, they had participated in any two of the following activities: 
donated money using the Internet to a candidate or political organization, vis- 
ited a news Web site for news about politics and campaigns, visited a political 
discussion group or chat room online, visited a Web log that discusses politics 
or current events, received any kind of political e-mail, and sent or forwarded to 
someone else any kind of political e-mail." 



tivities they performed. Those activities included: 

• Visiting websites with news from about the 
election campaign 

• Receiving political news via e-mail 

• Transferring funds, make donations to the 
presidential campaign via the Internet 

• Visiting election candidate or political party 
website 

• Sending or forwarding e-mails on political 
topics 

• Visiting or posting messages on websites 
that discuss politics and current affairs 

• Participating in on-line chat discussions 

"In defining Online Political Citizens by their activities, 
we were able to exclude the occasional viewer of a 
political Web site, as well as those who just read the 
news online. We were also able to encompass un- 
committed activists," IPDI found. 



Table 6: On-line Political Citizen* Activities 



Activity 


Percentage 


Visit websites with news from about the 
election campaign, like Pravda.com.ua or 
Korrespondent.net 


100 


Visit or post messages on websites that 
discuss politics and current affairs 


76 


Send or forward e-mails on political topics 


68 


Receive political news via e-mail 


59 


Participate in on-line chat discussions 


32 


Transfer funds, make donations to the 
presidential campaign via the Internet 


3 



* All OPCs "visited the website of a presidential candidate or political party" be default 
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The IPDI study also found that most OPCs in the U.S. 
experience fulfilled the criteria for being defined as 
influentials. They are identified according to another 
list of political activities. Both Internet and telephone 
poll respondents were asked to choose all of the ac- 
tivities they had performed in a list that included: 

• Writing or calling any politician at the 
state, local or national level 

• Attending a political rally, speech or orga- 
nized protest of any kind 

• Attending a public meeting on town or 
school affairs 

• Holding or running for political office 

• Serving on a committee for some local 
organization 

• Serving as an officer for some club or or- 
ganization 

• Writing a to the editor of a newspaper or 
magazine or calling a live radio or TV show 
to express an opinion 

• Working for a political party 

• Writing an article for a magazine or news- 
paper 

• Making a speech in public 

• Being an active member of any group that 
tries to influence public policy or govern- 
ment. 

The entire IPDI study of the 2004 U.S. presi- 
dential election campaign is available on 
the institute's website: www.ipdi.org . 

OPCs and Influentials in the Ukrainian 
Experience 

The IPDI simultaneous two poll methodology was 
applied in Ukraine in the fall of 2005, nearly a year 
after the historic presidential election campaign of 
2004. Generally speaking, the IPDI methodology 
identified a large number of OPCs in the general In- 
ternet population, while the numbers of influentials, 
both on-line and in the general public was relatively 
low when compared to the U.S. experience. 



Ukraine "Influentials" Question: 
In the last year, have you... 





Internet 

P n || 0/ n 
rUII /O 


General 

PnhlirO/n 


Written or called any politician 
at the state, local or national 
level 


18 


1 


Attended a political rally, 
cnppph or ornani7Pd nro- 

test of any kind 






Attended a public meeting 
on town or school affairs 


21 


3 


Held or run for political 
office 


4 


0.5 


Served on a committee for 
some local organization 


7 


1 


Served as an officer for some 
club or organization 


14 


0.5 


Written a letter to the editor of 
a newspaper or magazine or 
called a live radio or TV show 
to express an opinion 


24 


1 


Signed a petition (appeal) 


25 


1 


Worked for a political party 


20 


1 


Written an article for a maga- 
zine or newspaper 


13 


0.1 


Gave a speech in public 


8 


0.3 


Been an active member of 
any group that tries to influ- 
ciioc puunu punuy ui yuvciii 
ment 


20 


1.5 


Donated money to a candi- 
date or political party 


8 


0.4 


Did not engage in any form of 
political activity 


32 


86.5 



Ukrainian "On-line Political Citizens" 

Practically all (96 percent) Internet poll respondents 
visited news web sites in search of the latest de- 
velopments in the politics of the election campaign. 
Ukrayinska Pravda and Korrespondent.net were pro- 
vided as examples for the purposes of the survey. 

Looking for political news is one of the criteria used 
by IPDI to define an OPC. If a person: a) visited the 
website of a presidential candidate or political party, 
and b) performed at least two of the remaining five 
OPC activities, then, she or he qualified for the OPC 
designation. Using the IPDI methodology more than 
two-thirds of Ukraine Internet poll respondents are 
OPCs. 

More than 80 percent of OPCs performed between 
two and four of the defining OPC activities listed 
above. One fifth (19 percent) engaged in five or 
more activities. 10 In descending order, the list of 
preferences of activities related to politics for OPCs 
comprises Table 6: 

Ukrainian "Influentials" 

The IPDI study found that, in the U.S. experience, 
most OPCs fit the "Influentials" category. As noted 
above, Influentials are identified according to an- 
other list of political activities. These activities are 
performed at the local level; they are hands-on and 
require personal initiative. According to IPDI, In- 
fluentials are "opinion leaders and trendsetters with 
their friends and neighbors." The term was coined 
by authors Ed Keller and Jon Berry, in their 2003 
book "The Influentials." They describe the influential 
people as those who tell their friends and neighbors 
what to purchase, where to travel and who to vote 
for. 

An Influential is an individual who performed at least 
three out of the list of 13 "influential" activities. The 
survey in Ukraine added two questions to IPDI's 
original eleven: signing a petition (declaration) and 
donating money to a candidate or political party. 
Signing petitions is a widely practiced form of both 
support and protest in Ukraine, although to qualify 
for the "leadership" aspect of being an Influential, 
the question might be worded "organized the sign- 
ing of a petition " in the future. Donating money to 

10 All activities 1 percent, five activities 1 7 percent, four activities 27 percent, 
three activities 30 percent, two activities 25 percent. 



a political cause is as arguably a sign that a person 
is "influential" as it is a relative innovation in Ukrai- 
nian society to have enough disposable income to 
make donations to political parties and candidates. 
The people making political donations at this stage 
of Ukraine's political development are enterprising 
individuals who are exerting their influence with their 
wallets. 

Among Ukraine's OPCs, 39 percent qualify for the 
realm of the Influentials (compared to 69 percent in 
the United States). Yet because nearly 70 percent 
of the on-line community surveyed in Ukraine fit the 
OPC category, the number of Influentials among the 
entire on-line community is 26 percent. In other 
words, one-quarter of the Ukrainian Internet audi- 
ence polled performed at least three of the grass- 
roots political activities necessary to qualify for the 
Influentials designation— a number comparable to 
the U.S. experience 

The most popular activity among all poll respondents 
was attending a political rally, speech or organized 
protest (36 percent). A third claim to have not 
engaged in any form of political activity; one-quarter 
signed a petition (declaration); one-fifth: a) worked 
for a political party, b) was an active member of a 
group that tries to influence public policy or gov- 
ernment or c) attended a public meeting on town 
or school affairs (20 percent). Between 13 and 14 
percent wrote an article for a magazine or newspa- 
per or served as an officer for some club or organi- 
zation. Less than a tenth held or ran public office 
(4 percent), served on a committee for some local 
organization (7 percent), gave a speech in public (8 
percent), or donated money to a candidate or politi- 
cal party (8 percent). 

The traditional personal interview method found that 
only seven of 1,800 respondents fit the OPC mold. 
Although statistically insignificant, there were 21 
respondents that qualified for the Influentials cat- 
egory when it included signing a petition and donat- 
ing money to a political cause as defining activities. 
Only 17 respondents were calculated to be Influen- 
tials using the IPDI Eleven-Question method. 

The small, even statistically insignificant number of 
OPCs and Influentials within the general Ukrainian 
population pales in comparison to the OPCs and 
Influentials that were part of U.S. society in 2003. 
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Then, the U.S. recorded that 7 percent of the gen- 
eral population were OPCs, while 10 percent of the 
general public qualify as Influentials. Compared 
to the Ukraine, the United States has a far greater 
ration of Influentials per capita. Arguably, this is 
because in the United States, people more frequently 
assume leadership roles in civic and political activi- 
ties than they do in Ukraine. Among the entire on- 
line population, however, both Ukraine (2005) and 
the U.S. (2003) share roughly the same number of 
on-line Influentials: a quarter of all respondents in 
both on-line polls can be classified as Influentials. 

UA and U.S. OPC polling summary data 

A comparison of the polling data from a study con- 
ducted in the U.S. in 2003 with a set of data gen- 
erated from the same set of questions in Ukraine 
in October, 2005, does have the drawback of the 
surveys being conducted two years apart. However, 
at the time IPDI conducted the survey, the Internet 
penetration rate of the US was 63.3 percent, accord- 
ing to Internetworldstats.com. That same agency 
rated the penetration of the Internet in Ukraine at 
the time the poll was conducted in October 2005. 
That figure stood at 11.3 percent. At the time, 
Ukraine's rating was below the "World" penetprop 
number of 14.9 percent. In the two years that 
passed between the surveys, the Internet population 
in the US grew by more than 5 percent. 11 

Still, Ukraine's 2005 rate of 11.3 percent is far below 
the analogous figure for the 2003 United States. 
Despite the disabilities of having only one-tenth of 
the population on-line, Ukraine scored admirably in 
the comparison of both sets of survey response data, 
OPC and Influentials calculations. In 2005, Ukraine 
had the same Internet penetration rate that World 
recorded in 2003: just over 11 percent, or more than 
one-tenth, according to Internetworldstats.com. 

Poll Timing 

Both polls were conducted at nearly the same time 
of the year. The 2003 U.S. on-line poll was conduct- 
ed by Nielsen//NetRatings from November 20 until 
December 31, 2003. The survey was active on-line 
for 41 days. The Internet poll in Ukraine was active 
for only 20 days from September 26 until October 
16, 2005. Anot her consideration is the timing of the 

11 http://www.internetworldstats.com/stats.htm, http://www.websiteoptimiza- 
tion.com/bw/0402/ 
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polls in relation to elections in both countries. In 
the U.S., the poll was conducted a year before the 
country's presidential elections. In Ukraine, the poll 
took place 10 months after the 2004 presidential and 
six months before general elections in March 2006. 
Because the poll in Ukraine was held after Viktor 
Yushchenko was elected president, respondents 
were asked to answer a question about their choice 
as a voter on second round Election Day. 

Completion Rate 

The survey page in the United States poll had eight 
times the number of hits received by the poll in 
Ukraine. Yet it did not generate the same completed 
survey rate as did the Ukraine survey. Ukraine's 
completion rate of 18 percent is more than four 
times greater than the U.S. poll's 4 percent rate of 
completion. 

On-line Political Citizens & Influentials 

In terms of all of the responses in both surveys, 
Ukraine has a greater number of OPCs as a percent- 
age of the entire sample: more than two-thirds of 
all respondents in the UA poll displayed sufficient 
on-line political activism to be an OPC compared with 
the U.S. 35 percent OPC rate. 

In the United States, more than two thirds of OPCs 
fall into the Influentials category. In Ukraine, that 
number is just under 40 percent. In the United 
States, the number of Influentials is generally higher 
in both the Internet and traditional polls. Ukraine 
does not register nearly as many Influentials in ei- 
ther the on-line or traditional type of survey. Howev- 



Table 7: Who did you vote for in the 
second round of the presidential 
elections? 





Internet 

Dnll fO/ n \ 

KOII l"/0 ) 


General Public 

Dnll f0/ n \ 

KOII l"/0 J 


Voted for Yushchenko 


78 


51 


Voted for Yanukovych 


7 


33 


Against both 


4 


5 


Did not vote 


3 


3 


Would not disclose 


7 


8 



er, the number of Influentials among Ukrainian OPCs 
is nearly ten times higher than the same ratio among 
the general public. Ukraine may have more on-line 
political citizens than the United States, but the U.S. 
OPCs are 30 times more likely to be Influentials com- 
pared to 100 of their Ukrainian counterparts. 

If Influentials are considered to be the elite segment 
within the politically active on-line population, then 
the United States has a greater number of leaders 
per OPC. Ukraine has fewer leaders within the politi- 
cally active on-line community, but the OPCs form 
the greater part of the entire on-line segment. Note- 
worthy also is the fact the survey found that both 
Ukraine and the United States share almost the same 
percentage of Influentials: in both countries roughly 
one-quarter of the on-line communities fit the influ- 
ential mold. According to the IPDI methodology, the 
Influentials are one part of the entire OPC category. 

Who are Ukraine's On-line Political Citizens? 

During the period of the polling in September and 
October, 2005 the main survey page was visited 
4,035 times. The survey was completed 742 times, 
generating a response rate of 18.4 percent. The in- 
centive for participating in the survey was entry into 



Figure C: Percentage OPCs* Influentials in 
Ukraine (2005) and United States (2003) 



United States of America 



Ukraine 




□ Influentials 

■ Other respondents 

□ OPCs 




a draw for a new cell-phone and accessories. 12 The 
poll was promoted by banners, button, e-mails and 
forum postings. 

The most effective promotion in terms of total sur- 
veys browsed was the inclusion of a text announce- 
ment as a "direct action" item on the front page of 
the Maidan.org.ua site. That site alone sent nearly 
50 percent of web traffic to the survey, suggesting 
that the poll may have a "maidan bias". A front-page 
banner ad on Pravda.com.ua for one week during 
the survey generated 20 percent of the traffic. 13 

Compared to the general public, the on-line poll 
respondents were predominantly male and single, 
tended to be better educated and earn more 
money compared to the general public. The aver- 
age age of online poll respondents was ten years 
younger than the general public. The online com- 
munity was more flexible in language usage: 
half of Internet respondents said they used both 
Ukrainian and Russian languages depending on the 
circumstance. In the general population, the corre- 
sponding number of bilingual speakers was less than 
a quarter of respondents. At the same time, more 
Internet poll respondents tended to identify their 
nationality as Ukrainian than the general public. 

More than 40 percent of Internet poll respondents 
said they lived in the capital city of Kyiv, com- 
pared to less than 6 percent in the general popula- 

BHrftf) liOEOO H ©Bluetooth' 4, 

Banner link that appeared on the Ukrayinska Pravda 
website 



' Total OPCs = OPCs + Influentials 



12 The prize winner ended up being 37 year old Oleh Vadymovych Tsytovych, 
a communications engineer from Myronivka, Kyiv oblast. See: http://www. 
myronivka.com.ua/index.php?subaction=showfull&id=1130159580&archive=&s 
tart_from=&ucat=1& 

13 Of 4,035 total "hits" of the survey URL: 2,005 visitors came from maidan. 
org.ua site, 849 from pravda.com.ua, 78 from search engines 1 ,103 from other 
locations including links in emails, "copy'n'paste URLs", blogs, etc. A banner 
ad was up for one week on Ukrayinska Pravda, another banner for two weeks 
on the Internet Reporter website. Banners were also sent to telekritika.kiev.ua, 
ostro.org and kuchmizm.info. A "button link" was placed at the bottom of the 
front page on 5 Kanal's website. The poll announcement link was also distrib- 
uted via e-mail and posts on site forums, including fraza.com.ua, for-ua.com, 
pora.org.ua, president.org.ua and maidan.org.ua. The text-only announcement 
of the poll that appeared between September 27, 2004 to October 17, 2004 in 
the "direct action" section— a front-page link on the Maidan site— sent nearly 
50 percent of total survey browses and responses. 
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Chart 1: Internet and Media Use among 
Ukraine's on-line community (Percent daily 
time spent on the Internet, watching TV, 
listening radio and reading newspaper) 



no time 
less than 1 hour 
3 to 5 hours + 
2 to 3 hours 
1 to 2 hours 



□ Internet 

■ watching TV 

□ listening radio 

□ reading newspapers 



0% 



50% 



100% 



tion. The Internet poll also detected an apparent 
"Lviv bias": more than 13 percent of Internet poll 
respondents said they resided in the Western Ukrai- 
nian oblast, while just over 5 percent of the general 
public said they came from Lviv. 
More than half of Internet poll respondent said they 
worked in the private sector, compared to under 
a quarter of private sector employees among the 
general population. One of the most significant 
differences detected by both polls concerned voter 
preferences. More than three-quarters of Internet 
poll respondents said they voted for Viktor Yush- 
chenko, while the traditional, interview method poll 
found that just over half said they cast their vote for 
the current president. 

By default, Internet poll respondents spent far more 
time using the World Wide Web than the general 



population. The findings of the traditional poll sug- 
gest that 11 percent of the Ukrainian popula- 
tion is on-line. 

More than half of the Internet poll participants spend 
at least two hours on Internet activities. Thirty-eight 
percent spends more than three hours on the world 
wide web; one-fifth of Internet poll respondents (20 
percent) spend more than five hours visiting web 
sites, sending e-mail, etc. 

After Internet use, watching television is the next 
"most-preferred" media activity. Fifty-three percent 
spend at least one hour with their TV; nearly a third 
(31 percent) watch the tube for less than an hour 
every day; and 93 percent watch television and 89 
percent of respondents read newspapers on a daily 
basis. Nearly two thirds (64 percent) devoted up to 
one hour of their day with the printed press. Nearly 
a quarter of Internet poll respondents (22 percent) 
have no time to listen to the radio, but more than 
a tenth of respondents spend at least three hours 
listening to the radio. 

The number of hours Internet poll respondents 
spend with the Internet exceeds the number of 
hours in all of the traditional media categories. 
Thirty-eight percent spend at least three hours on 
the web; less than 10 percent spend more than 
three hours watching, listening and reading tradi- 
tional media. Fifty-seven percent devote at least 
two hours on the Internet every day, less than 20 
percent spend more than two hours with television, 
radio and newspapers on a daily basis. 
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Ukraine Internet Pol 
(Sept.-Oct., 2005) 




Sex 

Female 
Male 

Average age of respondents: 37 
Family Status 



119 
623 



16.0% 
84.0% 



Single 


234 


67.24% 


Married (registered) 


6 


1 .7% 


Married (unregistered) 


54 


15.5% 


Separated, not divorced 


11 


3.2% 


Divorced 


35 


10.1% 


Widow (widower) 


8 


2.3% 


Nationality 






Ukrainian 


628 


84.8% 


Russian 


82 


11.0% 


Other 


31 


4.2% 


What language do you use in your family? 




Only Ukrainian 


258 


34.7% 


Only Russian 


129 


17.4% 


Both, depending on circumstances 


350 


47.2% 


Other 


5 


0.7% 


Native language 






Ukrainian 


497 


67.0% 


Russian 


237 


31.9% 


Other 


8 


1.1% 


Place of residence 






Kyiv 


303 


40.8% 


City: larger than 500,000 inhabitants 


164 


22.1% 


City: 100,000-499,000 


157 


21.2% 


City: 50,000-99,000 


62 


8.4% 


City-type village 


41 


5.5% 


Village 


15 


2.0% 



General Population Poll Data 
(Interview method, Sept., 2005) 



Sex 

Female 
Male 

Average age of respondents: 47 



1028 
805 



43.9% 
56.1% 



Nationality 

Ukrainian 

Russian 

Other 



What language do you use in your family? 

Only Ukrainian 
Only Russian 

Both, depending on circumstances 
Other 
No answer 



Native language 

Ukrainian 

Russian 

Other 

No answer 

Place of residence 

Kyiv 

City: larger than 500,000 inhabitants 

City: 100,000-499,000 

City: 50,000-99,000 

City-type village 

Village 



1443 


78 


7% 


332 


18 


1% 


57 


3 


1% 








747 


40 


8% 


667 


36 


4% 


409 


22 


3% 


6 


0 


3% 


4 


0 


2% 


1121 


61 


2% 


660 


36 


0% 


38 


2 


1% 


14 


0 


8% 


102 


5 


6% 


339 


18 


5% 


434 


23 


7% 


216 


11 


8% 


169 


9 


2% 


573 


31 


3% 
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Oblast 



Crimea 


6 


0.8% 


Crimea 


Vinnytsia 


16 


2.2% 


Kyiv City 


Volyn 


10 


1 .3% 


Vinnytsia 


D n i n ronpfrov/^ k 

1 ' 1 1 1 V-i 1 \J 1J t/ L 1 \J V O 1 \ 


29 


4.0% 


Volyn 


Donptek 

I ' \_/ 1 iuloi\ 


20 


2.7% 


Dninronptrox/^k 

1 ' III | — J 1 W \ J > LI V O l\ 


7h\/tnm\/r 

£—\ IV LUI 1 I y 1 


7 


0 Q% 

\J . Z) /0 


1 ' U 1 ICLOI\ 


7akarnatt\/a 

i—CX PvCl 1 LJCHlyCl 


« 


1 1% 


7h\/tnm\/r 

^_i i y l\_/i i iv i 


Zaporizhya 


15 


2.0% 


Zakarpattya 


Ivano-Frankivsk 


18 


2.4% 


Zaporizhya 


Kyiv 


327 


44 1% 

^T^T. 1 /U 


Ix/ann-Frankix/L^k 

IVul IU 1 1 al IiMVjix 


Kirn\/nhraH 

1 \l 1 UVUI II C1U 


8 


1 1% 


Kyiv 


Luhansk 


13 


1 .8% 


Kirovohrad 


Lviv 


99 


13.3% 


Luhansk 


Mvkolaviv 

i v i y i\u i C4 y i v 


7 


0.9% 


Lviv 


OHp^a 

V/UUOG 


19 


2 6% 

.u /u 


M\/knl?i\/i\/ 

i v i y i ci y i v 


Poltava 


15 


2.0% 


Odesa 


Rivne 


19 


2.6% 


Poltava 


Sumy 


10 


1 .3% 


Rivne 


Ternopil 


16 


2.2% 


Sumy 


Kharkiv 


29 


4.0% 


Ternopil 


Kherson 


1 


0.1% 


Kharkiv 


Khmelnytsk 


15 


2.0% 


Kherson 


Cherkasy 


15 


2.0% 


Khmelnytsk 


Chernivtsi 


10 


1 .3% 


Cherkasy 


Chernihiv 


10 


1 .30% 


Chernivtsi 
Chernihiv 



Employment activity 

Director (deputy director) commercial firm 186 25.1% 

Technical specialist (with higher or spe- 
cialized education) 208 28.0% 
Specialist in humanities: education, cul- 
ture, health, etc. (with higher or special- 
ized education) 112 15.1% 
Law enforcement, military 14 1.9% 
Entrepreneur (businessman) 47 6.3% 
Service industry (no special education) 6 0.8% 
Qualified laborer 38 5.1% 
General laborer 4 0.5% 
Student, pupil 62 8.4% 
Unemployed pensioner 2 0.3% 
Home care 5 0.7% 
No fixed job, piecemeal work 10 1.3% 
Unemployed and no source of income 5 0.7% 
Other 43 5.8% 

Average monthly wage: UAH 2,716 per month 



Oblast 



Employment activity 

Director (deputy director) commercial firm 

Technical specialist (with higher or special- 
ized education) 

Specialist in humanities: education, 
culture, health, etc. (with higher or special- 
ized education) 
Law enforcement, military 
Entrepreneur (businessman) 
Service industry (no special education) 
Qualified laborer 
General laborer 
Student, pupil 
Unemployed pensioner 
Home care 

No fixed job, piecemeal work 
Unemployed and no source of income 
Other 

Average monthly wage: UAH 329.31 



90 
102 
67 
38 
137 
188 
52 
45 
74 
50 
67 
43 
99 
97 
48 
94 
63 
42 
50 
43 
114 
43 
54 
54 
34 
45 



4.9% 
5.6% 
3.7% 
2.1% 
7.5% 
10.3% 
2.8% 
2.5% 
4.0% 
2.7% 
3.7% 
2.3% 
5.4% 
5.3% 
2.6% 
5.1% 
3.4% 
2.3% 
2.7% 
2.3% 
6.2% 
2.3% 
2.9% 
2.9% 
1 .9% 
2.5% 



38 2.1% 
137 7.5% 

133 7.3% 



29 
59 
81 
270 
68 
77 



1 .6% 
3.2% 
4.4% 
14.7% 
3.7% 
4.2% 
608 33.2% 
113 6.2% 
62 3.4% 
118 6.4% 
39 2.1% 
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Do you work in the private or public sector? 




Do you work in the private or public sector? 




Public 


189 


25.5% 


Public 


451 


24.6% 


Private 


436 


58.8% 


Private 


414 


2? 6% 


Both 


54 


7.3% 


Both 


42 


2.3% 


Neither (student, pensioner, etc.) 


bo 


o.O la 


Neither (student, pensioner, etc.) 


773 


42.2% 






153 


8.3% 








No answer 






Education 






Education 






Higher (incomplete higher) 


680 


91.6% 


Hiaher (IncomDlete hiaher^ 


545 


24.7% 


General 


20 


2.7% 


General 


560 


30.6% 


Primary (incomplete general) 


2 


0.3% 


Primary (incomplete general) 


267 


14.6% 


Specialized 


40 


5.4% 


Specialized 


548 


29.9% 


Do you use the Internet at work? 






Do you use the Internet at work? 






Yes 


583 


78.6% 


Yes 


78 


4.3% 


No 


159 


21.4% 


No 


1755 


95.7% 


Do you use the Internet at home? 






Do you use the Internet at home? 






Yes 


438 


59.0% 


Yes 


62 


3.4% 


No 


304 


41.0% 


No 


1771 


96.6% 


Do you use the Internet at an Internet cafe? 




Do you use the Internet at an Internet cafe? 




Yes 


71 


9.6% 


Yes 


36 


2.0% 


No 


671 


90 4% 


No 


1797 


98.0% 


Do you access the Internet at your friends' 




Do you access the Internet at your friends' 




(acquaintances') house? 






(acquaintances') house? 






Yes 


56 


7.5% 


Yes 


23 


1 .3% 


No 


686 


92.5% 


No 


1810 


98.7% 








Do not use the Internet 












Do not use 


1632 


89.0% 








Use 


201 


11.0% 


On a typical day, how much time do you spend in the 


On a typical day, how much time do you spend 


in the 


Internet? 






Internet? (percent those who use Internet) 






5 hours or more 


152 


20.5% 


None 


3 


A ""70/ 

1 .7% 


1 to 2 hours 


168 


22.6% 


Less than 15 minutes 


28 


15.8% 


15 to 30 minutes 


28 


3.8% 


15 to 30 minutes 


42 


23.7% 


2 to 3 hours 


277 


37.3% 


30 to 60 minutes 


41 


23.2% 


30 to 60 minutes 


90 


12.1% 


1 to 2 hours 


41 


23.2% 


Other 


16 


2.2% 


2 to 3 hours 


12 


6.8% 


Less than 15 minutes 


11 


1 .5% 


3 to 5 hours 


5 


2.8% 








5 hours or more 


5 


2.8% 
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If you access the Internet at home, what type of 




If you access the Internet at home, what type of 




connection do vou use' 






connection do vou use' 

w V 1 III w w L 1 V-/ | | VI V-^ y Vf U Uww ■ 






Dial-up 


365 


55.2% 


Dial-up 


56 69.1% 


High speed - cable or digital modem, DSL 


259 


39.2% 


High speed - cable or digital modem, DSL 


19 23.5% 


Do not know 


56 


8.5% 


Do not know 


6 


7.4% 


On-line Political Citizens: Which of the following 


On-line Political Citizens: Which of the following 




activities did you perform during last year's 




activities did you perform during last year's 






presidential elections? (Choose all that apply) 




presidential elections? (Choose all that apply) 




Visit websites with news from about the 






Visit websites with news from about the 






election campaign, like Pravda.com.ua or 


712 


96% 


election campaign, like Pravda.com.ua or 


32 


1 .7% 


Korrespondent.net 






Korrespondent.net 






Receive political news via e-mail 


330 


44.5% 


Receive political news via e-mail 


16 


0.9% 


Transfer funds, make donations to the 


18 


2.4% 


Transfer funds, make donations to the 




0.2% 


presidential campaign via the Internet 


presidential campaign via the Internet 


4 


Visit election candidate or political party 
website 


593 


80% 


Visit election candidate or political party 
website 


20 


1.1% 


Send or forward e-mails on political topics 


383 


51.6% 


Send or forward e-mails on political topics 


6 


0.3% 


Visit or post messages on websites that 
discuss politics and current affairs 


430 


58% 


Visit or post messages on websites that 
discuss politics and current affairs 


11 


0.6% 


Participate in on-line chat discussions 


189 


25.5% 


Participate in on-line chat discussions 


8 


0.4% 


No interest in political sites 


12 


1 .6% 


No interest in political sites 


123 


6 7% 

\J . 1 /U 








Influential Questions: In the last year, have you. 




Influential Questions: In the last year, have you... 


(Choose all that apply) 






Written or called any politician at the 


134 


18.1% 


Written or called any politician at the oblast, 


23 


1 .3% 


oblast, local or national level 


local or national level 


Attended a political rally, speech or orga- 
nized protest of any kind 


267 


36% 


Attended a political rally, speech or orga- 
nized protest of any kind 


83 


4.5% 


Attended a public meeting on town or 
school affairs 


159 


21.4% 


Attended a public meeting on town or 
school affairs 


51 


2.8% 


Held or run for political office 


27 


3.6% 


Held or run for political office 


3 


0.2% 


Served on a committee for some local 


51 


6.9% 


Served on a committee for some local 


22 


1.2% 


organization 


organization 


Served as an officer for some club or orga- 
nization 


102 


13.7% 


Served as an officer for some club or orga- 
nization 


8 


0.4% 


Written a letter to the editor of a newspa- 






Written a letter to the editor of a newspaper 






per or magazine or called a live radio or TV 


175 


23.6% 


or magazine or called a live radio or TV 


20 


1.1% 


show to express an opinion 






show to express an opinion 






Signed a petition (appeal) 


186 


25.1% 


Signed a petition (appeal) 


20 


1.1% 


Worked for a political party 


145 


19.5% 


Worked for a political party 


13 


0.7% 


Written an article for a magazine or news- 
paper 


94 


12.7% 


Written an article for a magazine or news- 
paper 


1 


0.1% 


Gave a speech in public 


58 


7.8% 


Gave a speech in public 


6 


0.3% 
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Been an active member of any group that 






Been an active member of any group that 


tries to influence public policy or govern- 






tries to influence public policy or govern- 28 1 .5% 

I i y d 


ment 


152 


20.5% 


ment 


Donated money to a candidate or political 






Donated money to a candidate or political 


party 


63 


8.5% 


party 8 0.47o 


Did not engage in any form of political 






Did not engage in any form of political 


activity 


234 


31.5% 


activity 1585 86.5% 


Who did vou vote for in the second round of 




\A/hrt rlirl \tr\i i fnr in tho cornnrl rr\i ■ nH nf 

Wills LI III yUU VUlC 1 KJ 1 III LI IC 9CUUIIU 1 UUIIU Ul 


presidential elections? 






pi colUcllllcll ClcULIUIlo s 


Viktor Yushchenko 


582 


78.4% 


Viktor Yushchenko 938 51.2% 


Viktor Yanukovych 


50 


6.7% 


Viktor Yanukovych 598 32.6% 


Against both 


33 


A A 0/ 

4.4 /o 


Anainct hoth Q 1 c; 
Myalllol UUul <J. I v).U/0 


Did not vote 


22 


3.0% 


Did not vote 140 7.6% 


Prefer not to disclose 


55 


7.4% 


Do not remember 60 3.3% 


On a typical day, how much time do you spend 






reading newspapers? 








None 


80 


1 u.u /o 




More than 3 hours 


15 


£..0 /o 




Difficult to answer 


40 


S 4% 

O.H /O 




1 to 1.5 hours 


78 


1 U.J /o 




2 to 2.5 hours 


11 


1 .4% 




2.5 to 3 hours 


7 


0.8% 




30 to 60 minutes 


275 


Q7 A 0/ 
O / . 1 70 




1.5 to 2 hours 


39 


5.2% 




Less than 30 minutes 


197 


26.5% 




On a typical day, how much time do you spend 






watching television? 








None 


53 


7 1% 
/ . I /o 




More than 3 hours 


42 


R 7% 
O.l /o 




Difficult to answer 


24 


o .z. /o 




1 to 1.5 hours 


159 


91 4% 

C- 1 .*T /O 




2 to 2.5 hours 


59 


8.0% 




2.5 to 3 hours 


44 


5.9% 




30 to 60 minutes 


147 


19.8% 




1.5 to 2 hours 


132 


17.8% 




Less than 30 minutes 


82 


11.1% 




On a typical day, how much time do you spend listen- 




ing to the radio? 








None 


165 


22.2% 




More than 3 hours 


84 


11.3% 




Difficult to answer 


61 


8.2% 




1 to 1.5 hours 


51 


8.9% 




2 to 2.5 hours 


17 


2.3% 




2.5 to 3 hours 


12 


1 .6% 


The traditional interview method poll was commissioned through the Kyiv-based 


Democratic Initiatives Foundation. The fieldwork was conducted by the Kyiv International 


30 to 60 minutes 


131 


17.6% 


Institute of Sociology from September 18-21, 2004. The sample of 1 ,803 respondents 


1.5 to 2 hours 


23 


3.1% 


was representative of the adult population of Ukraine. The statistical error did not exceed 


Less than 30 minutes 


198 


26.7% 


2.24 percent. 
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CASE STUDY: 5 KANAL'S WEBSITE FOR HONEST NEWS 



Background 

5Kanal's role in the events of the 2004 presi- 
dential campaign has been celebrated, praised, 
analyzed and criticized in the tide of reports, 
studies, newspapers, radio and television program- 
ming, all emerging as the nation prepares to mark 
the first anniversary of the start of the Orange 
Revolution. The "channel for honest news" caught 
the world's attention as both part and video parcel 
of the entire Orange Revolution. At first, the young 
start-up's problems attracted the attention of media 
rights watchdogs and free speech activists. Five was 
the first all-news format channel of the market. By 
the time the Orange Revolution was in full swing, 
5 Kanal was carrying live footage from the Maidan 
in Kyiv, 24/7. In between marathons of news pro- 
gramming, the channel would be the eye in the sky 
over the Maidan. Broadcasting on television and the 
Internet, 5 Kanal provided the internationally-acces- 
sible security cameras broadcasting live footage from 
perches atop Kyiv's city-center. 

Part of the 5 Kanal story was the channel's ability to 
generate news and hype in the face of limitations 
that resulted from both being on the short end of 
the stick of the administrative resource and having 
limited access to physical, technical and, at times, 
financial resources. 5 Kanal managed to overcome 
these hurdles thanks to alternative broadcasting 
technologies that included broadcasting on the Inter- 
net, also known as "web casting". The channel was 
one of the vital assets contributed to the Yushchenko 
campaign by long time ally and "godparent" Petro 
Poroshenko. 

The channels reach and subsequent audience were 
initially limited: the signal was simply unavailable 
outside of many major cities, and oblast adminis- 
trations would occasionally order the scrambling 
of 5 Kanal's signal within local television networks. 
From hunger strike to marathon news and analy- 
sis programming, 5 Kanal's story is tightly knit with 



the general push for free speech by the country's 
journalists. Marking one year of the hunger strike 
against the blockage of 5 Kanal's financial assets, 
the channel aired the documentary Prava na Pro- 
feisyu (Professional Rights) that chronicles the way 
Ukrainian journalists bound together, burst forth and 
secured unassailable freedoms of speech and the 
press. 

Reflecting on the way the government handled the 
media when he headed the presidential administra- 
tion for three years, Viktor Medvedchuk admitted to 
journalists in October that there was already more 
freedom of speech under Yushchenko than there was 
under his watch. Medvedchuk admitted to making 
mistakes, which evoked laughter among journalists 
who attended his briefing for the press. 

When the events of the election campaign were oc- 
curring a year earlier, they did not seem as funny, 
and Channel 5 was the only TV resource the Yush- 
chenko campaign could consistently rely upon to, at 
the very least, the opposition's sides to various stories 
and points of view. Late in the campaign, Yushchen- 
ko was granted fair air time by the TRK Era radio and 
television concern belonging to Andriy Derkach, son 
of former SBU chief Leonid. Era was broadcasting its 
signal on the state-owned UT-1 channel and provided 
significantly more reach for Yushchenko. 



Chart 2: 5 Kanal Website hits and hosts, 
May 2004— October 2005 




The website 

Most TV channel websites are essentially detailed 
"TV guides" for each channel. Beyond programming, 
bios on channel hosts and viewer forums, some 
television channel sites provided news reporting 
service based on information collected throughout 
the day by teams of editors, researchers and televi- 
sion camera crews. 5 Kanal's website provided that 
service, and allowed subscribers to sign up to an 
e-mail list server that sent out news reports as they 
happen or in daily digests. Small scripts allowed 
for the sharing of 5 Kanal's news, and those reports 
were automatically exported to dozens of websites. 
By December, single sentence news summaries from 
5 Kanal and leading news agencies were scrolling 
right to left across the bottom of televisions and 
computer screens in Ukraine and beyond— thanks to 
a satellite signal and the Internet. The reports were 
monitored and translated texts of reports facilitated 
the monitoring and translation of 5 Kanal's news 
reports. Five's website also provided a video archive 
and transcripts from sixteen investigative journalism 
episodes of Volodymyr Ariev's award-winning Zakryta 
Zona— complete with hidden cameras, home video, 
crime reenactment and muckraking inquiries. 

Egg Attack 

What separated 5 Kanal's site from the rest was the 
placement of video that was viewable online. And 
not just any video— the exclusive content was key to 
breaking at least one huge event whose timing was 
a Godsend for the Yushchenko campaign in poking 
a significant hole in the already tarnished "image 
armor" worn by the Yanukovych camp candidate. 
Yanukovych's prison time aside for the moment, his 
ratings were growing in the hyper-tense last two 
months of the campaign. 

On the grey and wet weekday morning of Septem- 
ber 24, the Yanukovych campaign bus, escorted by 
police because it was transporting the prime min- 
ister, pulled up to an obviously orange crowd lining 
one of the streets in Ivano-Frankivsk. That city was 
a declared bastion of Yushchenko support. Yanu- 
kovych had delivered a speech in the city, in which 
he warned the gathered citizens of the dangers of 
nationalism. Nationalism is not a taboo political 
concept in this part of the country, where people 
are fiercely proud about the role played by nation- 



alist organizations and military formations and the 
battles waged against both Soviet and Nazi forces in 
the quest for national statehood. Yanukovych had 
committed the type of error in campaign judgment 
equivalent to say, Howard Dean going to the Bronx 
and telling voters that "black power" is a bad idea. 

As Candidate Yanukovych climbed down the cam- 
paign bus stairs, a lanky student made his way to a 
place in the crowd where he could take aim at the 
candidate. When Yanukovych took the last step off 
the bus, a single brown egg flew through the air and 
pelted him in the chest. The 17 year old was not 
happy about being forced by the university to stand 
and greet Yanukovych on Friday morning. The can- 
didate's bodyguards were close by enough to catch 
Yanukovych as he tumbled to the ground after feel- 
ing something wet and sticky on his coat. His hand 
reacted first: he felt the spot the egg hit him on his 
proud chest. He looked down to look at the source 
of the sudden intrusion of personal space and, upon 
doing so, keeled over backwards. His bodyguards 
were close enough to get their hands around the 
premier but not strong enough to prevent Yanu- 
kovych's large frame from tumbling backwards onto 
the pavement. They picked him up off the ground 
and dragged him to a back-up van waiting to make a 
quick getaway should it be necessary. But that ver- 
sion of events would only surface later that day. 

An anxious Kyiv audience had almost instantly 
heard that some kind of incident had occurred in 
Ivano-Frankivsk. In Kyiv, campaign director and 
spokesman Serhiy Tyhypko offered the information 
that Yanukovych was struck by a blunt object, like 
a television camera part. By noontime, the public 
relations department of the Interior Minister told the 
Interfax news agency that the only thing that hit Ya- 
nukovych was an egg. And that the 17 year old son 
of the dean of the natural sciences faculty at a local 
university had been detained in connection with the 
case. Yanukovych had collapsed due to a rapid drop 
in blood pressure, Interfax reported. 

In retrospect, Tyhypko was partially right: a televi- 
sion camera was used to record an incident that 
would be used consistently, repeatedly, humorously 
and even mercilessly by both the Yushchenko cam- 
paign and a media that was beginning its campaign 
against censorship and strict editorial control. There 
were other cameras that recorded the incident, 
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but footage was reportedly confiscated in a perfect 
example of how the so-called administrative resource 
was used to one candidate's benefit. The g-men, 
however, failed to get one tape. In Kyiv, people 
working at the Studio 1+1 channel first got their 
hands on the recording. That footage was on the air 
in the "no comments" interludes that aired between 
news shows and commercials for pulsating butterfly 
bellies, prostrate drugs and zirconia bracelets. 

The video was also made available on the 5 Kanal 
website. Journalists and anyone with a high speed 
connection were able to view the "terrorist attack," 
as the Yanukovych campaign began referring to the 
incident. Russian NTV and the Euronews network 
also broadcast the incident that was completely 
taboo on all Ukrainian television channels, except for 
5 Kanal. The Maidan website team converted the 
foreign channels' footage and made the flicks avail- 
able as mpegs via FTP. 

5 Kanal's servers were not able to handle the amount 
of requests that came in for the video link and they 
went down on September 25. Ukrayinska Pravda 
offered room on their server for the video file, as did 
the folks at Uaportal.com. 

"Egg from God" were three words politician-poet 
Volodymyr Tsybulko used to describe the effect 
the "fainting from egg" incident had in the election 
campaign. Yanukovych has the reputation of being 
very forceful in his management style and relations 
with people. Reports about Yanukovych's capacity to 
bully and even deal physical blows to people around 
him dated back to his day as governor of Donetsk 
oblast. He was a tough character in a charged 
political environment where leading men maintained 
machismo by throwing ashtrays, pumping a ton of 
weights a day and occasionally smacking around a 
subordinate who has not delivered expected results. 
"Fainting by egg" showed Yanukovych's human side, 
with the accompanying frailties and vulnerabilities, 
beneath the tough-guy-macho-man veneer. 

The incident would result in a burst of on-line humor 
and creativity from egg-throwing web flash games, 
computer-generated cartoons and web movies. The 
web was used to distribute print-ready artwork for 
stickers, brochures and other printed materials that 
made fun of Yanukovych's unexpected fall from the 
grace provided by his record of being a PM at a 



time of solid economic growth. Yanukovych's prison 
record would also be exploited by the Yushchenko 
campaign and media in the efforts to undermine the 
opponent's public image. 

Egg terrorist and image impaler Dmytro Romaniuk 
would be charged with hooliganism. Charges were 
dropped after Yanukovych made a sweeping gesture 
and forgave the young man. Yanukovych would 
blame the Yushchenko campaign for the egg inci- 
dent. Days after the video had been made public, 
recently converted Yanukovych champion Taras 
Chornovil still maintained that a rock was thrown at 
Yanukovych in interviews with foreign media. Voters 
in Chornovil's Lviv riding began proceedings to recall 
Chornovil from their representative seat in the Rada. 
Having thus displayed fierce loyalty, Chornovil would 
go on to be the head the Yanukovych campaign after 
the term of Serhiy Tyhypko's contract ran out after 
the second round of voting. 

Live television coverage would provide moments 
of bane throughout the campaign and events that 
flowed. Yanukovych was caught on camera putting a 
piece of what presumably was chewing gum into his 
mouth while atop the marshal's stand of the Soviet 
"victory over fascism" parade in Kyiv, with Russian 
president Vladimir Putin in attendance. Yanukovych 
caught Putin's eye, and offered the chief of the 
Kremlin a piece of gum. Putin shook his head indi- 
cating "no thanks" to Yanukovych's gum in hand. 

One of Yanukovych's earlier "caught on tape" goofs 
was provided during his speech at the official launch 
of the campaign in Zaporizhya in early July. He 
was reading the speech wonderfully, pausing at 
mostly all the right places to allow for the requisite 
bursts of clapping of hands acknowledging that the 
premier had read every sentence correctly. Either 
Yanukovych misplaced a vocal accent or the crowd 
simply was not listening, because when he started 
to express the thought that "victory will be impos- 
sible without lots of hard work," he stopped in mid- 
phrase. "Victory is impossible," Yanukovych said and 
hundreds of hands clapped approval of his state- 
ment. 

Yanukovych was caught cursing at a pensioner, and 
those audio files were quickly up on the Internet. 
His wife Ludmyla did not help the Yanukovych cause 
at all when she provided Yanukovych supporters in 



Donetsk with her exclusive report of events in Kyiv 
in the early days of the Orange revolution. In a 
frenzied and frustrated tone she told Donetsk that 
Yushchenko supporters were high on spiked oranges 
and wearing Russian-style thick felt boots that were 
made in the United States. All of these episodes 
wore away at Yanukovych's image and what seemed 
very dangerous at the time comes across as hilari- 
ous a year after the events. But affairs did not seem 
that funny at the time. 

Site blockage 

Access to the site was blocked in Moscow and by 
Ukrtelecom servers in mid-October. According to site 
administrator Vlad Starovoytov, a network of servers 
was used to deny requests for the URL 5tv.com.ua, 
in much the same way a site devoted exclusively to 
jokes about Viktor Yanukovych (yanukovich.nm.ru) 
had been blocked. Atraceroute conducted by site 
administrator Oleksiy Samorukov in an Ukrayinska 
Pravda investigation of the site blocking report ran 
into two "walls" that prevented access to the Yanu- 
kovych joke site: one in Moscow (including servers of 
the ominous sounding Sovintel) and Ukrtelecom— the 
state owned telecom monopolist. 14 

"If the details of the intentional blocking of the web 
resource are true, then Ukraine falls into the wonder- 
ful company of 'democratic' states like China, Russia 
and Belarus," Samorukov warned in his investigation. 
He also noted reports that emerged from a Free- 
BSD conference that 5 Kanal's site was experiencing 
the same type of sabotage. On October 13, 2004, 
5.tv.com.ua's administrator confirmed that requests 
for the site were being sucked into black holes on 
Ukrtelelcom's servers. A traceroute confirmed the 
traffic blockage. This fact was deemed newsworthy 
and news host Natalya Yakymovych announced the 
affair as a news item on the air. Ukrtelecom contact- 
ed Starovoytov shortly after the report was aired, but 
quickly suspended communications when he con- 
fronted them with the traceroute data. The admin- 
istrator had cause for concern because the majority 
of visitors accessed the site from Ukrtelecom servers. 
The news announcement had the desired effect: the 
China-like information filters on Ukrtelecom's servers 
were quietly removed that day. 



14 "Blokuvannya saytu anekdotiv pro Yanukovycha - krok do lukasheniza- 
tsiyi", Oleksiy Samorukov for UP 13.10.2004, URL: http://www.pravda.com. 
ua/archive/2004/october/13/2.shtml 



If visitors wanted to work around those filters, they 
used the IP address anonymity service provided by 
"anonymizers": websites that do not reveal a visi- 
tors exact Internet identity to servers that may be 
otherwise blocked or may be actually blocking access 
to blacklisted sites. After the experience with Ukrt- 
elecom blockage, the "Yanukovych anecdote site" at 
the nm.ru domain included a list of eight "anonymiz- 
ers" for visitors to turn to if their electronic freedoms 
were being violated by a government toying with 
total information control. 15 

It later turned up that the anekdot site was the 
project of a thirty-something traveling journalist who 
spent most of his time in Russia. The site would 
continue churning out election and generally political 
humor after the elections. Visitors were encouraged 
to submit their jokes to the site and thus created 
a running record of all the clever hilarity, cynicism, 
mockery and just plain funny jokes. One visitor 
posted the following on the predominantly Russian 
language site: "A Moscow court today canceled two 
congratulations of victory offered by Russian presi- 
dent V. Putin to Ukrainian citizen V. Yanukovych. 
The court found no grounds for congratulations," 
referring to both times - after rounds one and 
two— Vladimir Putin called Yanukovych to extend his 
congratulations to the candidate whom the Kremlin 
considered the victor. 

Election Night Shutdown 

Within one hour of the polls closing in the hotly con- 
tested second round of election, the 5 Kanal site was 
"down." More precisely, it was hacked and blocked. 
All visitors saw when they came to the site's main 
page was the Russian language message in big black 
and bold letters: 

According to Russian mass media 

sources, as of 20:00: 
Yanukovych 54%, Yushchenko 44%. 

The site's closure was reported by the Podrobnosti 
news service of the pro-governmental Inter TV 
channel. This came as exit poll results announced 
a Yushchenko victory. 16 The overtly malicious intru- 

15 Links provided to the following anonymizers: http://www.negativepulse.net; 
http://anonymousproxy.safehouse.mine.nu; http://www.guardster.com; http:// 
www.anonymise.com; http://www.silenter.com; http://www.a4u.at; http://www. 
nethush.com; http://www.surfola.com. 

16 "V 20:50 vnezapno perestal rabotat site '5 Kanala'." Podrobnosti (Inter TV) 
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sion exploited a hole found in the site's forum. The 
forum on 5tv.com.ua was used by thousands 17 to 
exchange information, thoughts and ideas in the 
truly free, and, if necessary, anonymous, realm of 
the Internet. The source of the attack traced to an 
anonymous Argentinean server. The site was down 
for less than an hour before server administrators 
regained control by simply shutting down the forum. 
Because administrators performed two daily back- 
ups of the server day, all of the conversations, topics 
and threads from the forum were practically intact. 

Internet broadcasting and free access 

5 Kanal supplemented its limited domestic TV net- 
work reach via satellite TV signal and broadcasting 
on the Internet. This allowed the channel some 
limited reprieve from the technical shortcomings of 
not having enough local stations who would relay 
the signal. The channel's audience was expanded 
to include anyone with a high bandwidth Internet 
connection. At one point, the administrator received 
multiple anonymous offers of help for hosting mir- 
ror sites on servers located in both the United States 
and Canada. The mirror site and server that actually 

news website report, November 21 , 2004. 5 Kanal's front page was made inac- 
cessible, and in its stead appeared the following message (in Latin letters): Po 
Dannim Rosiyskih sredstv massovoy informacii na 20.00 V.F.Yanukovich nabral 
54 procenta. V.A.Yushcenko 44 procenta golosov. The report states "the site 
was shut down because of exit poll results which gave the lead to Yushchenko. 
According to the results of the National Exit Poll, Yushchenko - 54 percent, 
Yanukovych - 43 percent. According to Socis and Social Monitoring results, 
Yushchenko -49.4 percent, Yanukovych - 45.9 percent. URL: http://podrob- 
nosti.ua/ptheme/internet/2004/1 1/21/1 60657.html 

17 More than 5,500 registered forum users in October, 2005. 



broadcast the Internet video signal for 5 Kanal was 
located in Texas. Select newscasts and programs 
were captured and converted to web-enabled view- 
ing format by the UK-based ukrainatv.com site. The 
site also sustained D-DOS attacks, but those were 
dealt with by a few line of code provided by the on- 
line programming community. 

At one point in the campaign, Internet Service Pro- 
viders began providing free dial-up access to what 
can broadly be called pro-democracy websites. This 
was the case in Kyiv and in other cities. Those who 
access the Internet via telephone line using dial-up 
(69 percent in Ukraine according to a September 
2005 poll) were provided with free, limited time ac- 
counts to sites like Maidan.org.ua, Pravda.com.ua, 
and the 5 Kanal site. 

One year after the Revolution 

Over the past year, 5 Kanal's site has consistently 
been the number one website among all TV station 
websites that share the bigmir.net button counter. 
That list includes all of the country's major TV sta- 
tions, except for the Studio 1+1 television website 
which prefers not to disclose website visitor info. 5 
Kanal returned to live web-casts of its programming 
streamed through the live.5tv.com.ua website in Oc- 
tober 2005. This time, though, the service was not 
free— 8 hours for the equivalent of USD $9. 5 Kanal 
was planning to make the web-cast signal available 
for free within the Ukrainian segment of the Internet 
through a tariff-less web traffic arrangement. For- 
eign visitors, however, are required to pay. 



CASE STUDY: THE MANY SITES OF PORA 



Pre-Pora Protest 

Pora did not suddenly appear on the Ukrainian 
socio-political activist's landscape, nor was it an 
American creation, as many journalists, com- 
mentators, analysts and opinion-makers have sug- 
gested. Pora brought together activists including the 
veterans of mass protests and civil resistance ef- 
forts over the last 15 years of independent Ukraine's 
history. Indeed, Pora's seeds were sown while the 
Soviet Union governed the region. In an effort to 
secure their future, the USSR's political leadership 
pronounced a policy of glasnost (openness) thereby 
making possible (and tolerating) work by pro-democ- 
racy forces, which impacted all echelons of society in 
Ukraine and the other former republics. 

Glasnost came about in the wake of public disap- 
proval surrounding the Soviet Union's mismanage- 
ment of various crises including the explosion of 
Reactor 4 at the Chornobyl Nuclear Power Station 
north of Kyiv in 1986. The policy of openness was 
designed to provide catharsis for increasing social 
tensions brought about by waves of protests— some 
peaceful, others violent. The flood of protests that 
ensued surprised those who would, over the course 
of the next five years, try to keep the Soviet Union 
intact. By the time the putsch occurred in 1991, 
there was a general consensus in Ukraine that the 
time for change had come. 

During the early 1990s, Ukrainian society was willing 
to tolerate economic hardship while independence 
was consolidated. Nevertheless, protesting remained 
an acceptable vehicle to usher in political change, 
albeit piecemeal. By the mid-1990s, the payoff had 
changed: Ukrainians were now expected to tolerate 
"enduring material difficulties" and a "significant de- 
crease" in living standards to maintain "order, peace 
and harmony" (See Chart 3). The option, indeed the 
need, to protest against declining personal welfare 
however, continued gaining momentum. In 2001, a 
strike in protest of declining living standards coin- 



cided with mass protests in opposition to President 
Leonid Kuchma. The protests were the result of a 
synthesis of events that began with the revelation 
of recorded Kuchma conversations and ended with 
the murder of journalist Heorhiy Gongadze during 
the fall of 2000. Since then, protesting has trumped 
enduring hardship for the sake of peace and order. 18 
This increasingly societal pro-protest inclination ulti- 
mately contributed to the success of the events on 
Independence Square and the Orange Revolution. 19 

To claim that the mass protest actions were some- 
thing new or innovative for Ukrainians would be 
an egregious mistake. In fact, because a protest 
tradition was in place alongside a flourishing pro- 
test culture, there was a bevy of seasoned activists 
and leaders from past campaigns. These veterans 
and youthful recruits spent 15 years maturing in an 
environment of national independence. By 2004, the 
protesters were computer-sawy and capable of real- 
izing the opportunities offered by new technologies. 
Mobile phones, e-mail and websites allowed these 
groups to develop 
inter-activist 
communications 
networks facili- 
tating the coor- 
dination of their 
activities and the 
dissemination of 
campaign materi- 
als. 

Source: Pomaranch.info 




1 8 The highest point (over 45 percent) of those who supported the protest op- 
tion came in February, 2003. The 45 percent mark was crossed again by the 
beginning of 2005, a month into the Yushchenko presidency. Natalia Panina, 
"Ukrainian Society 1 994-2005: Sociological Monitoring" Question c7. P. 26, 
1800 respondents polled in February of each year 

19 Notes from speech delivered by MP Volodymyr Filenko, speaking at a PR 
roundtable devoted to elections organized by the Kyiv based PR association 
and the Kyiv School of PR Technologies held at the Institute of Sociology in 
July 2005. 
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Overview of Tent Cities and Mass Protests in 
Kyiv (1990-2002) 

A series of polls in early 2004 from different so- 
ciological organizations showed that the mood for 
change was in the air. That mood attracted new- 
comers as well as activists from as far back as the 
1990 "Student Revolution on the Granite" protest. 
Then, several hundred students pitched tents on 
the cold stone slabs of Independence Square (then 
called October Revolution Square) in the city center 
and declared a hunger strike that lasted almost three 
weeks. Their demands included new parliamentary 
elections, that Ukraine not sign Moscow's proposed 
"new Union agreement" and the dismissal of Prime 
Minister Vitaly Masol. After 17 days without food, 
the demands of hundreds of hunger strikers were 
met. 20 

In 2004, these senior activists began working 
with veterans of the Ukrayina bez Kuchmy (UBK) 
("Ukraine without Kuchma") and Za Pravdu! ("For 
Truth!") movements. These movements emerged 
in late 2000 in the wake of journalist Heorhiy 
Gongadze's murder and the revelations that Presi- 
dent Kuchma had discussed Gongadze's grisly fate in 
conversations allegedly surreptitiously recorded in his 
office. The movements tried twice to mount mass 
protests in Kyiv, neither of which ended entirely in 
their favor. On March 9, 2001 a handful of protest- 
ers from among the tens of thousands calling for 
Kuchma's impeachment clashed with police in Kyiv. 
The clashes resulted in massive arrests, dozens of 
convictions and thus began the UBK movement's 
gradual decline. 21 Activist coordinators from both 
movements assert the instigators of the clash were 
agents provocateurs. 

Notably in 2000, the idea for the Maidan.org.ua web- 
site was born and introduced new tools to an Inter- 
net market still in its infancy: forums, chat sessions 
and e-mail. In other words, the ability to instanta- 
neously share information with other protesters and 
activists became a reality (The role of Maidan.org.ua 
is discussed in a separate case study in this report). 
The pro-Yuliya Tymoshenko element of the move- 
ment re-emerged with Communists and Socialists in 
the latter half of 2002 as Povstan' Ukrayino! ("Arise 
Ukraine!"). That movement was inspired because 

20 Interview with Oles Doniy in Stolychni Novosti http://www.cn.com.ua/N181/ 
politics/legend/legend. html 

21 http://en.wikipedia.org/wiki/Ukrayina_bez_Kuchmy 



Chart 3: Ongoing 1994-2005 opinion poll: 
"In your opinion, which is better: to endure 
material difficulties of any kind in order to 
preserve order, peace, and harmony in the 
country, or, in the case of a significant de- 
crease in standard of living, to take to the 
streets in protest? " (Year%) 




'94 '95 '96 '97 '98 '99 '00 '01 '02 '03 '04 05 



♦ \t is necessary to preserve order, peace and harmony at any cost 
— - — Difficult to say 

It is necessary to protest actively against a constant decrease in standard of living 
No answer 



Source: Natalia Panina, "Ukrainian Society 1994-2005: Sociological Monitoring" Question 
c7. P. 26, 1800 respondents polled in February of each year. 



the parliamentary election that year had resulted in 
a pro-Kuchma majority. On September 16, 2002, 
some 15,000 protesters gathered on European 
Square in Kyiv and listened to their leaders: a Yuliya 
Tymoshenko radicalized by jail time, the whistle- 
blower Socialist Oleksandr Moroz, the anti-statist 
Communist Petro Symonenko and the leader of the 
largest caucus in Parliament, the affable Prime Minis- 
ter sacked by President Kuchma, Viktor Yushchenko. 
That evening, hundreds from among the 15,000 
gathered pitched more than 100 Soviet-era pipe- 
frame tents. The primary drawback to these tents 
is the absence of any interior flooring. The tents 
were pitched on the asphalt streets surrounding the 
Presidential Administration. The weather was wet 
and the rain cold, and, by morning the police had, in 
their own words, "liquidated 126 tents" and issued 
54 summonses to people for blocking traffic. Police 
estimated that some 53,000 people participated in 
the September 16, 2002 protest nationwide. 22 
The capital city witnessed other acts of mass protest 
with their concomitant tent city signature feature. 
For example, coal miners marched from the heavily- 
industrialized eastern regions with demands typically 
involving wages and payments. More often than 
not, those demands were met. At least one miners' 
strike and march to Kyiv of note had political reper- 
cussions: in the summer of 1993, hungry miners 

22 http://www.pravda.com.Ua/news/2002/9/1 7/24988.htm 



marched on Kyiv and did their part to force early 
presidential elections the following year. 

The original Pora website 

When the Civic Campaign Pora was created just 
before the spring of 2004, its diverse group of found- 
ers, veterans and newcomers had already agreed 
upon a common approach and goal. The approach 
was essentially one of non-violent civil resistance and 
the goal was to increase the amount of civic activ- 
ity (resistance) in Ukrainian society. The first time 
the name Pora appeared on the Internet was on the 
kuchmizm.info website. The site contained a mani- 
festo and examples of the stickers and literature the 
campaign was in the process of distributing. Initially, 
the messages were not explicitly election-related; the 
stickers simply asked, "What is Kuchmaism?" broadly 
referring to life in Ukraine during President Kuchma's 
decade-long rule (1994-2005). A well-coordinated 
distribution campaign prior to the night of March 29, 
2004 resulted in the simple, gray-scale stickers being 
pasted in some 17 major city centers across Ukraine. 
Two days later, print-ready artwork for the stickers 
was available on the kuchmizm.info site. 



By the end of April, the kuchmizm.info site was 
carrying English-language material. The "who 
we are" section stated: "Our friends and/or 
spiritual partners are Serbian Otpor (www.otpor. 
com), Georgian Kmara (www.kmara.ge), Alba- 
nian Mjaft (www.mjaft.org) and Belarusian Zubr 
(www.zubr-belarus.com)." This open partner- 
ship declaration would later by used by some 
journalists and propagandists to point to an 
international network of activists that was, at 
best, supported by the U.S. Or, at its worst, it 
was an international collection of sell-out lack- 
eys executing Washington's orders organizing 
"regime change" under the guise of "colored" 
revolutions. 



name Pora. 23 

The word worked well both in spelling and mean- 
ing in both the Ukrainian and Russian languages. 
The name also had historical significance for those 
who appreciated the works of writer Ivan Franko 
(1856-1916)— the only poet to have a city in Ukraine 
named after him. They recognized the word "pora" 
from the author's 1880 poem "Ne Pora." In the 
political poem written during the author's revolution- 
ary phase, Franko calls upon his fellow countrymen 
to stop serving foreign masters and start living for 
Ukraine. The latter sentiment is expressed in the 
Ukrainian language as: "Nam Pora dlya Ukrayini 
zhyt'" ("It's high time for us to live for Ukraine"). 
Thus, the very word "pora" provided a direct histori- 
cal, romantic and ideological link to Ukraine's revolu- 
tionary quest for national liberation. 

In January, when Pora activists were deciding be- 
tween logos, two designed by Olha Salo made it to 
the final cut. One was the "rising sun in a triangle," 
the other a clock, with time expiring (the hands 
approaching midnight). Both would eventually be 
used. Originally the sun-in-triangle logo was cho- 
sen for the "What is Kuchmaism?" campaign and 
therefore received considerable public expo- 
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The name Pora was selected from a list of 
20 choices by a focus group held in Ternopil 
in early February 2004. That list included: 
Dosyt'! ("Enough!"), Razom! ("Together!"), Krai! 
("The End!" "Aside!", or "Too Much!"), Vpered! 
("Forward!"), Varto! fit's worth it!"), Pora fit's 
high time!") and Opir molodi ("Youth resis- 
tance"). According to one participant in the 
session, activist Oleh Kiriyenko first suggested the 
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Pora's first public campaign 
venture: sticker and website distribution of the question 
"What is Kuchmaism?" 

Source: kuchmizm.info 



23 Source: forum post on maidan.org.ua by registered user "Yaryna" on April 
14, 2005, Title: "istorija brendu angl movoyu", URL: http://www2.maidan. 
orq.ua/n/free/1 11 3498377 
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Sources: pora.org.ua, kuchmizm.info, pomaranch.info. Two Pora Logos 
developed by Olha Salo. 



In January 2004, Pora activists had 
chosen the "rising sun in triangle logo" 
(center) for the civic campaign that came 
to be known as "black" Pora. Both would 
end up being used. The "clock with time 
running out" logo was used by the 
"yellow" brand of Pora. The two logos 
were combined into one later in the 
campaign, when the two Poras agreed to 
put their differences aside for the remain- 
der of the election campaign. 



sure. The clock version made its debut appearance 
on stickers and flags with a yellow background in a 
town called Mukachevo. 

Mukachevo 

During the first months of 2004, the Constitutional 
Court contributed to the increasingly tense political 
environment when it cleared incumbent President 
Kuchma to run for a third term despite a two-term 
Constitutional limit. The presidential election cam- 
paign was already de facto in progress, with front- 
runners Viktor Yushchenko and Viktor Yanukovych 
having already thrown their hats into the ring. 
Notably, the prospect of political reforms that would 
increase legislative authority at the expense of the 
executive further complicated the political environ- 
ment. 24 

These developments became the mise-en-scene for 
the presidential elections dress rehearsal, also known 
as the April mayoral elections in Mukachevo, a West- 
ern Ukrainian border town. Two distinct Poras were 
present in Mukachevo, Zakarpattya oblast, when 
the government (using the administrative resource) 
sent in hired goons to violently and blatantly falsify 
election returns. Exit poll and parallel vote count 
results showed the Mukachevo Mayoral elections had 
been falsified. 25 Zakarpattya was a stronghold of the 
United Social Democrats (SDPU (o)) and that party's 
leader, Viktor Medvedchuk, happened to also be the 
Chief of the Presidential Administration. Almost ev- 



24 Constitutional Reforms introduced by Leonid Kuchma in the presidential 
address for Independence Day 2002 when Viktor Medvedchuk was appointed 
the head of the presidential administration— a post he would hold for more than 
three years. The reforms are designed to expand parliament's powers in form- 
ing the Cabinet of Ministers at the expense of presidential powers. Sometimes 
referred to by politicians and in the media as transforming the country into a 
"parliamentary-presidential" republic from the Kuchma-era "presidential-parlia- 
mentary" model 

25 See "Mukacheve 2004: Exit Poll", Democratic Initiatives Foundation, 2004, 
http://www.dif.org.ua 



ery major activist from the last 15 years of Ukrainian 
democracy descended upon the town near Ukraine's 
border with Poland, Hungary, Slovakia and Romania 
for the April 18, 2004 primaries on the Western slope 
of the Carpathians. 

The "Yellow" Brand of Pora! 

During the summer of 1994, Kharkiv native Yevhen 
Zolotariov, one of Yellow Pora's generals, denied his 
organization was planning an Orange Revolution. 
"Not exactly," he said in an interview in March 2005. 
"We could not have planned something that big. But 
after the Mukachevo elections we knew that demo- 
cratic elections would be impossible without protest 
actions. We decided to call the campaign 'actions 
to protect the legal results of the elections.'" An- 
other veteran democracy activist in Mukachevo was 
Vladislav Kaskiv, whose experience dates back to the 
1991 Referendum on Independence. Pora, under 
the moniker of Wave of Freedom, held a training 
session in the nearby town of Uzhhorod starting four 
days before and ending in Mukachevo on mayoral 
Election Day. Yellow Pora's use of the black clock 
logo on a yellow background was revealed to sea- 
soned Pora activists for the first time that day. 

A month earlier, when the kuchmizm.info site was 
already on-line, Kaskiv's name appeared in the 
Internic registry of website domains. It was soon 
removed at the request of the original Pora organiz- 
ers, and Kaskiv's Pora created its own site: pora. 
org.ua. Kaskiv would go on to lead the Yellow Pora 
brand, effectively using print houses, designers, and 
mass marketing skills to promote revolution by mak- 
ing civic activism seem "sexy." 

"Pora: Vanguard of Democracy" Case Study 

Yellow Pora's version of history is well-documented in 



a case study called "Pora: Vanguard of Democracy." 
The study was authored by Kaskiv with three co- 
authors: Iryna Chupryna, Anastasiya Bezverkha and 
Zolotariov. In it, the writers trace the origins of Pora 
back to the 2001 resistance committee x Za pravdu' 
("For the Truth"). 

Za Pravdu's "participants and leaders contributed 
significantly to the emergence and organization of 
Pora, and for many of them, the activities of the 
Pora civic campaign became the high point of their 
long struggle for an independent and democratic 
Ukraine," according to the case study. 26 

The 19-page case study breaks down Pora's activities 
into five phases, prior to completion, between Janu- 
ary 2004 and January 2005: 

January/ March (2004) 

Development of campaign methodology 

March 

Organizational arrangements 
April/August 

Testing of campaign methodology, Elaboration of 
the informational strategy of Pora 

September/November 

Developing a volunteer network and conducting 
campaign Repressions against Pora (October) 

November/ December 

Protecting the Election: the Orange Revolution 

January 23 (2005) 

Completion of civic campaign Pora activities 

The case study claims that "the constituent assembly 
of the Pora campaign was held with the participation 
of 70 regional l eaders on April 14-18, 2004 in Uzh- 

26 Pora - Vanguard of Democracy: A Case Study of the Civic Campaign Pora 
and the Orange Revolution in Ukraine" p. 6. Pora certainly became a "high 
point" for Vladislav Kaskiv, who proved himself in a way that caught President 
Yushchenko's eye, earning him the title Advisor to the President after the 
events that have come to be called the Orange Revolution. By mid-September 
2005, after a series of high-level government dismissals and resignations, 
Kaskiv was holding press conferences at the Secretariat of the President (for- 
merly the Presidential Administration) and explaining to journalists the reforms 
to be implemented in the Secretariat. The plan was to cut down the number 
of workers by a third and introduce technological innovations to the way work- 
ers of the Secretariat communicate. The technological change was in turn 
explained as a means of increasing efficiency as well as combating corruption. 
URL: http://pora .org .ua/content/blogcategory/1 41 /206/ 



horod."The capital of Zakarpattya oblast, Uzhhorod 
is a short drive away from the town of Mukachevo, 
where Yellow Pora made its first public appearance 
on April 18. The case study states that by April 27, 
2004 "the official website of PORA is launched (www. 
pora.org.ua)." 27 The site is called "official" regardless 
of the fact the kuchmizm.info site had already been 
active and functioning for over a month. 

Looking back at March 2004, the Pora case study au- 
thors wrote that the "organizational arrangements ... 
stage consisted of establishing coordination between 
the different civic movements participating in the 
campaign ... the regional structure and the network 
of mobile volunteer groups were developed. The 
web site of the campaign was established at www. 
pora.org.ua, which served not only as a source 
of information but also as a practical tool for 
coordination among regional departments 
(emphasis added). A system of immediate dissemi- 
nation of information by SMS was put in place and 
proved to be important." 28 

The coordinating role of sending anonymous SMS 
(short message service) text messages via websites 
and from inexpensively purchased SIM cards was 
an important one. Zolotariov said that although the 
organization did not provide their activists with the 
mobile phones, they did purchase and activate "sev- 
eral hundred" mobile phone numbers by purchas- 
ing SIM cards for the equivalent of USD $10. Pora 
purchased "DJuice" cards, allowing members to have 
mobile network numbers assigned by a virtual opera- 
tor owned by the Kyivstar mobile phone network. At 
the time, new users of the pre-paid DJuice were en- 
titled to free text messaging and calls within the net- 
work, i.e. everyone with a DJuice number could call 
each other at no cost. If money ran out, one simply 
purchased a card and loaded the money into the 
phone's account. The irony was that "Kyivstar" was 
often referred to as "KuchmaStar" in popular conver- 
sation, because Kuchma's daughter Olena Franchuk 
was once an executive at the company. Zolotariov 
laughed at this and said (with a smirk) that in this 
way, even Kuchma helped the revolution. 29 

27 Ibid, p. 2 

28 Case study p. 7 

29 (Interview with author, March 22, 2005, Kyiv, Ukraine) After tents were 
pitched on the Maidan, Kyivstar employees, including a vice-president, joined 
the protests and spent time in the tent-city. Kyivstar also erected an additional 
two dozen (exact number) mobile phone signal relay stations. In a memo to 
Kyivstar employees, the president wrote that the company's official posi- 
tion during the events that came to be known as the Orange Revolution was 
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The Yellow Pora case study breaks down the organi- 
zation's membership into two categories. The first is 
comprised of "members of the five largest all-Ukrai- 
nian youth organizations: Christian-Democratic Youth 
of Ukraine, Union of Ukrainian Youth, Zarevo, Young 
Prosvita, Association of Law Students; local NGOs 
and student organizations in the universities and in- 
stitutes of higher education." The second category is 
the Kaskiv-assembled "member organizations of the 
Freedom of Choice Coalition of Ukrainian NGOs." 30 

Freedom of Choice Coalition 

The Freedom of Choice Coalition traces its origins 
back to 1998, when Kaskiv embarked upon a suc- 
cessful career of interfacing with Western donors 
and being a coordinator of activities between NGOs 
and democracy activists across the country. During 
the 2004 elections, the Freedom of Choice Coalition's 
prominent project was monitoring campaign adver- 
tising spending in the media. The findings were 
presented by Kaskiv on the coalition's Coalition.org. 
ua website and at press conferences. Civic monitor- 
ing of the financing of the 2004 campaign offered an 
interesting insight into how far the government was 
willing to go to discredit Viktor Yushchenko. Vik- 
tor Yanukovych took the top spot in direct political 
advertising in the media by late September, having 
spent and estimated $480,000. Yushchenko was 
second with $320,000. A long shot outsider, Ro- 
man Kozak, who barely managed to scrape together 
8,000 votes (0.02 percent of the vote) 31 in the 
first round of the elections, was in third place with 
$159,000. 32 

Kozak's effort in the presidential campaign is the 
archetypical example of "black PR" or dirty campaign 
tricks coupled with negative advertising used in the 
election, primarily by pro-government forces. Kozak 
was used to depict Yushchenko in a negative light as 
well as scare voters with the prospect that crazed, 
extreme-right xenophobes may come into power 

non-partisan; the mobile phone service provider's sole duty was to ensure that 
protesters and people traveling throughout the country were able to call home. 

30 PORA - Vanguard of Democracy: A Case Study of the Civic Campaign 
PORA and the Orange Revolution in Ukraine" p. 6 

31 Despite the fact that Kozak's campaign portrayed him as a radical national- 
ist from the western part of Ukraine, he received the greatest number of votes 
on October 31 , 2004 Election Day in eastern oblasts: Dnipropetrovsk - 964, 
Kharkiv - 584 and Odesa - 501 votes. Roman Kozak was supported least in 
Western Ukraine: Ternopil - 113, Ivano-Frankivsk -121 and Volyn - 160 votes. 

32 For the full final report, that includes campaign advertising for all three 
rounds of the presidential elections see : http://coalition.org.ua/index.php7optio 
n=content&task=view&id=120&ltemid= 



(in Kozak's case, he seemed to do so with glazed, 
seemingly well -medicated eyes). His TV commer- 
cials were shown before and after those of Viktor 
Yushchenko on prime time television. In the com- 
mercials, Kozak would point out that Yushchenko's 
wife is an American. He referred to Yushchenko as 
a fellow nationalist, but advised Yushchenko that 
having a U.S.-born wife was a "no-no." Kateryna 
Chumachenko-Yushchenko's roots in Chicago were 
exploited as a soft spot in Yushchenko's biography. 
Kozak's TV spots were supplemented by brochures 
that presented Chumachenko as a CIA agent sent to 
Ukraine to marry a man and install him as president. 
This connection fuelled the primary lie that the 
government used in their negative campaign against 
Yushchenko: that Yushchenko was an agent of the 
United States. 33 

The particular political hysteria Kozak's masters 
managed to stir in the country led to a level of social 
tension seldom before noted by political scientists 
and sociologists. 34 With the emergence of "techni- 
cal candidates" like Kozak, the gloves came off in 
the informational battleground, signaling the gov- 
ernment's willingness to use all means necessary to 
force an ugly showdown between Yushchenko and 
Yanukovych. The campaign indeed was "the dirti- 
est ever," as promised by Leonid Kuchma earlier that 
year. However, promoting the likes of Kozak to drive 
deeper the wedge of differences between Ukraine's 
regions, fostering anti-Americanism and forcing 
Ukrainians to relive World War II were all antecedent 
to the specter of separatism that appeared in No- 
vember and for several months thereafter. 

At the time they were released, the utility Kozak 
campaign finance numbers showed the government 
was not going to hold back money to force a Yush- 
chenko-Yanukovych showdown. By providing this 
type of information, the Freedom of Choice coali- 
tion did its part to alert activists, citizens and the 
international community that the election in Ukraine 



33 According to nationalists, Kozak is not a nationalist, although he was 
nominated to run for president in 2004 by the slyly named political party "Orga- 
nization of Ukrainian Nationalists in Ukraine." This was one of more than 100 
parties, many of which existed on paper and were used by political operatives 
working on behalf of the government to field "spoilers" and "jokers" in the presi- 
dential race. See Volodymyr Fesenko's Ukrainian-language article, "'Spoilers, 
'Jokers and other citizens" in the July 29, 2004 issue of Den' (N° 1 32) for an 
exploration of the different roles played by "technical candidates." 

URL: http://www.day.kiev.ua/29061 9?idsource=24029&mainlang=ukr 

34 N. Panina, Ukrainian Societyl 994-2005: Sociological Monitoring, Demo- 
cratic Initiatives, 2005 
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Anti-Yushchenko billboard, poster and sticker artwork. 
Here, the Yushchenko slogan "Tak!" ("Yes!) and orange 
campaign motif are used in a graphic depiction of "This 
is what their Ukraine looks like: Ukraine, open your 
eyes!" The country is divided into three sorts: the 
Yushchenko-friendly oblasts in the West belong to the 
orange and are the first, and consequently "best sort." 
The eastern oblasts are depicted in yellow and being of 
the third, and consequently "worst" sort. The "black PR" 
artwork was also distributed through the Internet. 
Hundreds of thousands of print copies of this and other 
posters were discovered in a Kyiv warehouse during the 
elections. Communicating via cell phones, pro-Yush- 
chenko and Yanukovych campaigners gathered for a 
standoff at the warehouse. TV cameras were there to 
film the heated conversations. Samples of the posters 
and stickers were extracted from the warehouse, 
promptly scanned and posted on the Internet for all to 
see. In 2005, the Yushchenko family copyrighted the 
"TaK!" slogan and logo as a preventative measure 
against similar malicious use and misrepresentation in 
the future. 

Source: maidan.org.ua. 



was becoming increasingly ugly. Coincidentally, this 
information was circulated at the same time that 
evidence of Yushchenko's poisoning was surfacing. 

Contacts with the Yushchenko campaign 

Yellow Pora leader Kaskiv had contacts at the top of 
the Yushchenko campaign, particularly with Taras 
Stetskiv and Volodymyr Filenko— two non-ambitious 
and unsung heroes of Independence Square. Filen- 



ko and Stetskiv assert that planning 
for a massive civic unrest campaign 
for the 2004 presidential elections be- 
gan in 2002. Speaking at a roundta- 
ble in Kyiv, Filenko displayed two thick 
binders: an encyclopedia of planning 
and managing massive civil unrest 
in Ukraine. The files contain every 
document, scenario, and plan for 
mass protests and demonstrations: 
everything from organizing mobile 
satellite TV receivers for simultane- 
ous broadcast in major cities nation- 
wide to portable toilets. 35 



Filenko nevertheless credits Roman 
Bezsmertnyj with the creation of a 
nationwide campaign network for 
Yushchenko. That task began dur- 
ing the 2002 parliamentary election 
campaign, when Yushchenko first began touring the 
country as a politician and meeting with voters in 
cities, towns and villages nationwide. Yushchenko's 
access to the television media was at best limited, 
while he was demonized and portrayed negatively. 
To counter this, the 2002 campaign brought Yush- 
chenko to the people. Before the campaign buses 
arrived, stages with large screens were erected. 
Crowds were first entertained with songs, followed 
by several speeches by well-known and well-liked 
local politicians. When Yushchenko addressed the 
crowd at the end of the show, he spoke free-form, 
without a speech prepared on paper. He would de- 
liver key messages using stories of personal experi- 
ences, humor and memorized slogans. Combined 
with the general mood for change, the face-to-face 
experience with Yushchenko won him and his politi- 
cal party Nasha Ukrayina more support than any 
other party in 2002. 36 Although the party was able 
to form the largest caucus in parliament in 2002, 
Nasha Ukrayina was unable to form a stable parlia- 

35 Speaking at a PR roundtable devoted to elections organized by the Kyiv- 
based PR association and the Kyiv School of PR Technologies held at the 
Institute of Sociology in July 2005, Filenko addressed the question most often 
put to him by Western officials. According to Filenko, the common belief is that 
the Maidan was successful in 2004 due to contacts the revolution's leaders 
enjoyed at the Interior Ministry and the State Security Service (SBU). Filenko 
said that the SBU planned provocations against the Yushchenko campaign and 
the police and bandits carried out those plans. Filenko sums up the revolu- 
tion's success succinctly: "There were simply too many of us" on the Maidan 
and across the country. 

36 (110 MPs at one point), a pro-Kuchma parliamentary majority was formed 
by MPs elected from other party lists and those MPs who were elected in 
single mandate districts. 
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mentary majority with Yushchenko as the leader. 
Wave of Freedom 

According to the yellow Pora case study, the Pora 
initiative was one of six under a program called 
"Wave of Freedom." The "wave" included six dis- 
tinct projects. Pora was described as "a large-scale 
informational and educational campaign." A sepa- 
rate project within the Wave of Freedom program 
was called "the hotline information resource covering 
the elections." The case study stresses that all six 
projects "made active use of modern communication 
systems in the campaign's management." 37 

Pora's self-described "primary tools for informing 
the public" included: a) print products (leaflets, 
brochures, stickers, and small souvenirs); b) public 
activities and demonstrations; c) visual presentations 
(posters and graffiti); d) media presentations (clips 
and interviews); and e) periodicals. 38 Websites and 
e-mails are not explicitly mentioned as tools, but 
they were an important means of communicating 
with the public. Together with mobile phones, Pora's 
Internet resources played more internal manage- 
ment and media relations roles. 

The yellow Pora case study claims that the "infor- 
mation campaign" distributed 40 million copies of 
37 different types of printed products that included 
newspapers, stickers, leaflets, brochures and post- 
ers. 39 The Internet was used to distribute print-ready 
artwork to Pora branches throughout the country via 
e-mail. Print-ready artwork was also readily avail- 
able on the web via the organization's "blog" pages. 
Activists all over the country could then reproduce 
these at local printing houses. 

In addition to the printed items, yellow Pora claims 
to its credit: 35,000 permanent participants and an 
even larger number of supporters; more than 750 
regional pickets and public actions; 17 mass rallies 
with more than 3,000 participants; a tent city on 
Kyiv's main street, Khreshchatyk, with 1,546 tents 

37 Case Study (p.5) In addition to Pora and Hotline, the other four projects in 
the "Wave of Freedom" were: "public monitoring of campaign finances in the 
run-up to the presidential elections public monitoring of the drafting of voter 
lists prior to the elections; training for commissioners of polling stations; and 
international public monitoring of voting at polling stations abroad." 

38 (p.6) 

39 The case study provides links to artwork at located at the following URLs: 
http://pora.org.ua/content/blogcategory/122/165/, http://pora.org.ua/content/ 
blogcategory/1 21 /1 64/, http://pora.org.ua/content/blogcategory/123/166/ 
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"Time to step 
on (attack) criminals, lies and 
corruption!" One of the 37 different print offerings 
distributed by Pora. Organizers claim to have distributed 
40 million printed items throughout the country. Both 
black and yellow Pora logos were used in most of the 
print materials distributed during the events called the 
Orange Revolution. 

Source: pora.org.ua 



and more than 15,000 residents; and 12 other tent 
camps. The case study also claims that their web- 
site was ranked the fifth most popular among all 
websites in Ukraine. 40 

Kaskiv's case study explains that by September 
2004, a stable network of 72 regional centers (kush- 
es), and field structures of around 150 mobile groups 
was in place throughout Ukraine. In the following 
months, mobilization of volunteers continued and 
resulted in Pora attracting more than 30,000 regis- 
tered participants. However, the general number of 
persons that took part in different Pora activities is 
estimated to exceed this figure. 41 



40 Case Study; p. 16 

41 (p.8) 



Repression against Pora 

In the last two weeks prior to the second round of 
presidential elections on October 31, Pora activists 
endured acts of repression by police. Like those 
of other organizations, Pora's offices in Kyiv were 
searched during police raids (see "Znayu" case study 
for another police raid account). On October 15, 
police showed up to Pora's Kyiv offices supposedly 
looking for explosives. "These were in fact planted 
to incriminate the organization" claim the authors of 
the case study. 42 Kaskiv's and other leaders' personal 
abodes were searched. 15 criminal charges stem- 
ming from the possession of explosives were laid 
("fabricated" according to Pora), and 150 activists 
and associates were arrested. This pattern of events 
would repeat itself all across the country in the ma- 
jor cities and smaller towns where Pora activists had 
offices. More than 300 activists would end up being 
detained before the first round of elections. 43 

Pora responded with a series of "We are not terror- 
ists" demonstrations. Photos were distributed via 
the website Pora.org.ua. 44 In Kharkiv, police seized 
5,000 stickers the day before President Leonid Kuch- 
ma was scheduled to visit the city. The police found 
the stickers under the pretext of looking for explo- 
sives. Police confiscated the stickers and arrested 
the owner of the property where they were found 
because the printed matter did not have proper 
labeling. The police were referred to as "sappers" in 
the English-language account of the incident, which 
was widely disseminated via Pora's websites and e- 
mail lists. 

The Internet proved to be a useful tool in informing 
other activists, journalists, human rights groups and 
officials about the arrests. In a widely used tactic, 
after activists were arrested, the phone numbers to 
local police offices were circulated as bulletins in e- 
mails and on websites. The bulletins were short and 
to the point. One example from the Pora website: 

22.11.2004 03:08:15 

Pora's coordinator in Kharkov 
is detained 

At 21 . 00 the car of office of 

42 http://pora.org.Ua/en/content/view/280/2/ 

43 (see http://pora.org.ua/en/content/blogcategory/94/111/) 

44 http://pora.org.ua/component/option,com_zoom/ltemid,162/catid,24/ 



combating of organized crime 
(UBOZ) arrived at a cafe where 
the coordinator of Pora in 
Kharkiv, Volodymyr Bogdanovs- 
kiy was meeting with activists. 
The car took Volodymyr to the 
Dzerzhinskiy regional police 
office. According to the latest 
information, Volodymyr Bogdan- 
ovskiy is still not released. 

If you can, please, call: 

The head of the Dzerzhinskiy 
regional office of police: 38 
(0572) 45-4052. 

The operator on duty: 38 (057) 
405-1200. 

Activists all across the country were taken away 
in cars. Pora called it a "vigorous, large-scale and 
well-prepared attack [that] was reinforced through a 
media campaign in almost all state-controlled mass 
media aimed at misinforming citizens about the 
goals and methods of Pora activities." Pora took aim 
at the state-controlled media with a series of stick- 
ers bearing the logos of the media outlets and the 
words "Time to Understand: They are Lying." This 
sticker campaign was launched against TV channels 
Studio 1+1, Inter and Channel 1 as well as Russian 
language newspapers Fakty and Segodnia. 

Hotline 

A separate project within the Wave of Freedom pro- 
gram was called "the Hotline information resource 
covering the elections." The hotline.net.ua website 
became the most-frequently visited site of all Pora's 
Internet offerings. Hotline.net.ua first appeared in 
April 2004. It was (and continues to be) primarily a 
re-publisher of links and texts of news reports that 
appeared on other websites. The reports were in 
the Ukrainian, Russian and English languages and 
stored on the hotline site. A one-sentence summary 
of the report was sent along with other reports from 
the day, together with links, in once-a-day e-mails 
that would sometimes contain several dozen links. 
Individuals were invited to subscribe to the free e- 
mail service and receive the messages on a regular 
basis. 

Hotline operated with a very low budget, and with 
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the absence of proprietary reporting and a news 
staff it was more of an information hub providing 
links and texts to sites in Ukraine and, later, to the 
world. According to hotline's server administrators 
the "lack of censorship in choosing the most interest- 
ing news by hotline's editors" was a "sharp indicator 
of the interests of the Ukrainian Internet commu- 
nity." 

Some 10,000 e-mail addresses harvested from the 
Pora.org.ua and Hotline.net.ua websites would later 
be used to send out information to as wide an audi- 
ence as possible in the shortest amount of time. For 
example, a group of 10 Canadian volunteer observ- 
ers spent the week before the first round of elections 
and Election Day in the eastern oblast of Luhansk. 
They produced an observers' report that summarized 
some 500 violations, many of which were caught on 
videotape. That report was circulated with the help 
of Pora's web resources: it was sent out to the entire 
database of addresses collected by Pora and posted 
on a site that registered 7 million "hits" during the 
month of November alone. A week later, a three- 
member Canadian parliamentary delegation traveled 
to Luhansk and announced that it was "shocked at 
the deliberate and widespread nature of election 
abuses in the October 31 first round of presidential 
elections. These findings are based on the observa- 
tions of 10 Canadian election observers assigned to 
the Luhansk oblast." 45 The delegation was comprised 
of Senator David Smith, and Members of Parliament 
David Kilgour and Borys Wrzesnewsky. 

Protecting the Election: the Orange Revolution 

The fifth and final phase of yellow Pora activities pri- 
or to its transition to becoming a political party came 
to encompass the events that came to be known as 
the Maidan and the Orange Revolution. When the 
tents were first being pitched on Khreshchatyk the 
day of the November 21 second round, yellow Pora's 
student tent encampment was located in Podil, down 
a long slope from the main street of Khreshchatyk 
near the Kyiv-Mohyla Academy. Yellow Pora was 
planning on moving the camp toward the Maidan, 
when they sent out a massive "spam" e-mail barrage 
the day before the elections. 



45 November 13, 2004 press release, press conference, UNIAN news 
agency. The Canadian parliamentary delegation in Ukraine from November 
8 to 1 3, 2004 was comprised of Senator David Smith, and Members of Parlia- 
ment David Kilgour and Borys Wrzesnewskyj. 



"Time to Understand: 

They are lying" sticker with the recognizable logo of the 
state-controlled First National Channel. 

Source: pora.org.ua 

The Spam was sent by a single individual introduced 
to the server administrator Victor Sovetov. Sovetov 
did not know what the sender was up to when he 
sent out the message to some 10,000 addresses. 
Sovetov was notified by the hosting company within 
half an hour after the e-mails were sent. Conse- 
quently, the pora.org.ua site was charged $1,700 in 
fines: the host received 170 SPAM reports that car- 
ried a penalty of $10 per report levied upon the site 
owner. Although the return address on the e-mail 
was "Procurement J. Unsnapping," the network ad- 
ministrators managed to pinpoint the Pora server as 
the offending source of the unethical mass mailing. 
A scanned document later appeared on the web that 
listed in three-page detail the duties and responsibili- 
ties of team "Orange". Kaskiv's name appeared next 
to the "pitching tents" duty item. 

By the time the tents were pitched on the main 
street and millions began to swarm around the Maid- 
an over a period of weeks, the events in Kyiv had 
caught the world's attention. Valid election results 
would end up being protected by millions of Ukraini- 
ans and friends of Ukraine across the globe, and his- 
tory was enriched by the great example of people- 
power and the successful exercise of civil rights that 
came to be known as the Orange Revolution. 

The Pora Political Party 

The yellow Pora "information and education" cam- 
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Spam e-mail calling for residents and guests of Kyiv to 
come out to the Maidan and "Protect the Vote" at 7 PM on 
second-round Election Day. Yellow Pora sent it out in the 
early evening of Saturday, November 20 - more than a half- 
day prior to the commencement of the second round of 
voting. Sent from the address: Procurement J. Unsnapping 
[maddog@fannclub.com] on 11/20/2004 5:07 PM according 
to the IP headers that accompanied the message. 

paign formally ended a week and a day after Viktor 
Yushchenko's inauguration in late January 2005. The 
yellow Pora organizers rented a hall at an upscale 
Kyiv hotel and hosted a glitzy official closing ceremo- 
ny. It was "attended by hundreds of activists, rep- 
resentatives of the diplomatic community, members 
of the Ukrainian parliament, members of the Central 
Election Commission, representatives of NGOs and 
think tanks, and a host of well-known public figures 
and journalists. 46 Ruslana, Ukraine's 2004 Eurovision 
winner, delighted all with a performance. 

Pora would then go on and fight, and win, a month- 
long battle with the new government over its 
registration as a political party. There was much 

46 Case Study, p. 11 The official closing ceremony organized by yellow Pora 
was "attended by hundreds of activists, representatives of the diplomatic com- 
munity (including the ambassadors of Canada, Japan, the Czech and Slovak 
republics), members of the Ukrainian parliament (Yuriy Pavlenko, Davyd 
Zhvaniya, Borys Tarasyuk, Petro Poroshenko and Yuriy Lutsenko), members 
of the Central Election Committee (Ruslan Kniazevych, Andriy Magera), rep- 
resentatives of the NGOs and think tanks (Ihor Kohut, Kost Bondarenko, Igor 
Zhdanov, Anatoliy Hrytsenko, Sergiy Taran, Ihor Popov, Serhiy Rudyk, Denys 
Bohush), and a host of well-known public figures and journalists." Pavlenko, 
Zhvania, Tarasyuk and Lutsenko would go on to become ministers in the Yulia 
Tymoshenko-led Cabinet assembled by Yushchenko; Poroshenko would be the 
Secretary of the National Security and Defense council until a series of high- 
level dismissals in mid-September 2005. 



discussion among the activ- 
ist community in general as to 
whether or not it was worth- 
while to create a political party 
based on the popular move- 
ment. Some recalled the 
precedent set by Rukh, which 
started as a popular movement 
after glasnost was pronounced. 
Rukh chose the political party 
route resulting in a plague of 
infighting that ultimately led to 
a split in the party. 



Yellow Pora chose the path of a 
political party, and the website 
pora.org.ua became the party's 
official site. The organization 
would attract businessmen and successful pro- 
fessionals by waging battle with Kyiv City officials, 
Justice Minister Roman Zwarycz and others. The 
website became a vehicle for promoting various Pora 
causes and new faces. Among them is Mykhailo 
Plotnikov, web administrator of the successful hot- 
line.net.ua site, who was formally listed as the first 
elected head of Pora when the organization submit- 
ted papers to the Ministry of Justice to register as a 
political party. 

The organization's best recognition came from Yush- 
chenko himself, who made Kaskiv an official advi- 
sor. Kaskiv also met President George W. Bush in 
Bratislava in early 2005, thanks to a connection with 
Pavel Demesh of the German Marshall Fund Bratisla- 
va. 47 When Ukraine's politics began to look shaky 
after a series of high-level resignations and dismiss- 
als, Kaskiv was presenting his vision of reforming the 
presidential administration and inviting ministers to 
join his political party. 

Civic Campaign (Black) Pora 

The name and subsequent brand identity "Pora" 
traces its origins to a series of meetings and focus 
groups and first introduced to a wider community of 
democracy activists in February 2004. The Yellow 
Pora Case Study timeline places the origins later; in 



47 According to Pora activist Yevhen Zolotariov, the German Marshall Fund 
Bratislava helped provide financing for the printing of Pora literature and 
Freedom House helped sponsor a training camp held in Crimea in the summer 
of 2004. Zolotariov made a point of stating the international financier George 
Soros had nothing to do with financing Pora. Interview: 
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Political Party Pora website-page banner: From the 1880 
Ivan Franko poem "Ne Pora": "Enough of the old woes, it 
is time for us to live for Ukraine!" 

Source: pora.org.ua 



March 2004: "the Pora civic campaign and its con- 
cept are publicly announced." Other sources trace 
the Pora pedigree to a focus group held in Ternopil 
in early February. Another set points to a December 
2003 two-day council meeting, while others site No- 
vember 2003 as the month of Pora's genesis. All of 
these sources however identify a core set of activists 
from the Maidan website, Opir Molodi (Youth Resis- 
tance), Otpor, Studentske Bratstvo (Student Brother- 
hood) as the pioneers of Pora. 48 

The distinction between a "Yellow" and a "Black" 
Pora became evident during the dirty mayoral elec- 
tions in Mukachevo in mid-April 2004. Yellow Pora's 
transition from an information-awareness campaign 
movement to political party is detailed above. Black 
Pora's plan was to remain a civic campaign move- 
ment. 

The two Poras differed in their approach to organiza- 
tion, management and subordination. While Yellow 
Pora's coordination center ensured "strict control 
over individual participants," 49 Black Pora's approach 
was decentralized and anonymous. Notably, Black 
Pora leaders were younger than their yellow coun- 
terparts. That youth also gave Black Pora a more 
romantic and idealistic streak compared to the Kyiv 
city slickers in Yellow. Black was "closer" in age and 
spirit to students, conducted more hands-on work 
with the student population and was on board earlier 
that Yellow in supporting students' issues, includ- 
ing the student protests in Sumy in July of 2004 and 
the pressure being exerted by deans, professors 
and institute administrators nationwide. Together 
with networks of other activists, Black addressed 
other student issues like corruption in the education 
system: bribe-taking had reached notorious levels in 




48 http://www2 .maidan .org .ua/n/free/1 1 1 3498377 

49 Lessons learned (Yellow Pora Case study, p.1 8) "1 . All campaign partici- 
pants have to fulfill the tasks and responsibilities they committed to, and the 
coordination center must be strict in controlling individual participants." 



universities throughout the country. 

The two Poras differed in their response to opportu- 
nities offered by the 2004 presidential elections. For 
example, Yellow Pora used the elections to "come 
into power." On the other hand, Black Pora saw the 
elections as an important tactical win toward the 
strategic goal of civilizing Ukrainian society. Black 
was closer to being in "constant opposition" mode. 
According to Oleh Kiriyenko, who is credited with 
initially suggesting the Pora name: "the long-term 
goal is a democratic, active civil society in Ukraine. 
The short-term goal is democratic elections" and 
"there was no single person or mastermind behind 
the creation of Pora." 50 

The two Pora also 
differed on the issue 
of formally entering 
Ukrainian politics as 
one of more than 
120 political par- 
ties registered with 
the Justice Ministry. 
Yellow Pora pursued 
the path that had 
been previously 
taken by the Rukh popu- 
lar movement, when leaders from the Independence 
movement opted for the structure offered by a 
political party for organizing their activists across the 
country. The Rukh experience advised against the 
option: the Rukh name was duplicated by so-called 
"technical" parties and the political organization 
eventually split into two distinct parties. 

Concerning the future of the entire movement, Pora 
conducted a nine-month-long poll on the Pora.org. 
ua website. Nearly 6,000 responses were registered. 
40 percent felt that Pora should become a nationally 
registered non-governmental organization. The next 
most popular option for Pora's future was becoming 
the basis of international democracy movement. The 
political party path was the third option supported by 

50 Interview conducted by Margreet Strijbosch carried by Radio Nederlands 
on November 25, 2004. Kiriyenko explained to Strijbosch that "there was no 
single person or mastermind behind the creation of Pora. The moving force 
came in the shape of young people, who believe it is high time Ukraine wakes 
up." Source: "Ukraine: the resistance will not stop," by Margreet Strijbosch, 25 
November 2004 

Radio Nederland Wereldomroep 

URL: http://www2.rnw.nl/rnw/en/currentaffairs/region/easterneurope/ukr041125 
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"Five hundred kreminchyks" was a dollar-sized 
piece of student propaganda. "Kreminchyks" referred to 
the Education Minister Vasyl Kremin (from SDPU(o)) and 
the sum 500 is the size of the bribe students were 
required to pay to advance their education. The three- 
finger combination with thumb under index fingers 
means "nothing, zero, zilch" and is used by Slavs as the 
equivalent of extending the middle finger in cultures 
further west. The signature appearing on the bribe 
reads "With love— the prime minister." Distributed via 
the kuchmizm.info website. 



more than a fifth of respondents. 

Nearly a quarter of poll respondents (22 percent) 
saw no future for Pora: 13 percent felt that Pora 
should dissolve after the third round of presidential 
elections. The fifth "I don't care what happens to 
Pora" option was chosen by nearly 500 respondents 
(or 9 percent of total respondents). Chart 4 sepa- 
rates the responses according to those that hold 
Pora has some form of future and those who do not 
see or care about the movement's future. 

Black Pora activities were basically identical to those 
described in the Yellow Pora case study. Indeed, 
some Black Pora activists feel that their work was 
included in the list of achievements outlined in the 
Yellow Pora case study. On at least one occasion, 
Black Pora activists moved beyond the purely politi- 
cal and sought to impact cellular phone service by 
organizing a "shut off your cell phone day" during 
the election campaign. 

Website Activity 

Black Pora's web resources primarily included the 
kuchmizm.info website, but activists made use of 
already tried-and-true resources like Maidan.org. 



ua, and other activist networks like Clean 
Ukraine's Chysto.com. Interestingly, three 
important Pora sites were hosted on the 
same server: Hotline.net.ua, Pora.org.ua 
and Kuchmizm.info. 

Chart 5 shows the monthly website dynam- 
ics of three Pora sites. These statistics can 
be used as a measure of visitor interest 
in Pora's various activities. Clearly, that 
interest grew during the two months when 
societal tensions in Ukraine were at their 
highest. By November, the Pora campaign 
had shifted their efforts from the voter education 
campaign to redirecting their resources for a con- 
frontation with the regime. A decline in website 
activity corresponds with the period immediately 
after elections. The original website log files servic- 
ing these sites were used for this analysis. 

Open Source CMS 

At different times, different volunteer groups devel- 
oped and managed all three websites. These people 
often had no special knowledge in web design and 
did not necessarily know or implement systems or 



Chart 4: Which of the following is the most 
acceptable choice for Pora's future? Pora 
should become:* 



17% 



21% 




40% 



□ national non-governmental organization 

■ the basis of international democracy movement 

□ a political force 

□ self-abolished after the presidential elections 

■ I don't care what happens to Pora 

The poll was conducted for a nine month period on the pora.org.ua website 5,780 
responses between December 15, 2004 and September 16, 2005. 
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technologies to attract visitors to the various sites. 
Several open source CMS (Content Management 
Systems) were used to run all three sites. This al- 
lowed Pora to minimize both the financial and the 
technological dependence of these projects. Pora. 
org.ua and Kuchmizm.info were dedicated to sharing 
important information between volunteers, recruit- 
ing new volunteers, soliciting donations, scheduling 
actions and discussing general campaign activities 
and events. According to an analysis of the server 
records all the three sites "shared mostly the same 
audience." 

Sites were promoted by placing banners and but- 
tons on friendly sites that supported the opposition 
during the 2004 election campaign. Site addresses 
also appeared on all printed materials, stickers, ban- 
danas, ribbons, flags which volunteers propagated 
everywhere. Other methods of promotion included 
sharing information between persons via e-mail, chat 
rooms and even rumors. Pora and their sites of- 
fered Ukrainians an easy and absolutely legal way to 
obtain unbiased information and thereby encouraged 
participation in non-violent protest actions. Pora 
sites were popular because they presented informa- 
tion in a positive, even humorous manner. 

The site Kuchmizm.info was chosen to closely exam- 
ine the daily and weekly dynamics of web activity for 
Pora. Black Pora's logs were the cleanest and the 
site numbers were not contaminated by the hacker 

attacks endured 
by the other Pora 
sites. Chart 6 
illustrates the 
peaks and valleys 
over the course 
of a 92 day time 
period between 
November 1, 
2004 and Janu- 
ary 31, 2005 for 
visitors to Black 
Pora's site. 



Chart 5: Three Pora sites: hits from Sep- 
tember 2004— January 2005 
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Nearly a quarter (23 percent) of the website's activi- 
ties came in the five days between November 22 
and 26, 2004. That is, beginning with the day after 
the second round of elections, Monday, and ending 
on the Friday. Internet activity generally fell on the 
weekends and holidays including the Eastern Chris- 
tian Feasts of St. Andrew and St. Nicholas, Christ- 
mas, and New Year's Eve. Activity also declined on 
the three election days, presumably because activists 
and citizens were out in the field monitoring polling 
stations. 

The website was hit between 374,000 and 873,000 
times every day for the top twelve days during this 
three-month period. On each of these days, the 
Kuchmizm.info site generated more than 2 percent 
of total hits over the course of the entire 92 days. 
Table 8 lists the top twelve days in descending order 
based on the number of hits received. Major elec- 
tion news from each of those days is noted as a pos- 
sible reason for the heightened interest in the Pora 
website. 

The top twelve traffic days fall between November 
21 and December 3. That is, from the second-round 
Election Day until the Supreme Court announcement 
that annulled the results from those elections. The 



"Students against terror" announce "a foot march in defense of our student 
brothers, which the vlada, using the hands of the militia and university rectors, 
in violation of Ukrainian law, are persecuting because they have honor and 
their own point of view. Come! Support! Voice your opinion! You are joined by 
'Chysta Ukrayina', 'Pora' and 'Studentska khvylia'. October 8th (Friday) 11:00 
by the Shevchenko monument." 



Source: Kuchmizm.info 



Chart 6: Website dynamic for kuchmizm. 
info, November 2004 to January 2005 




top five traffic days also happened during the first 
five days of the Orange Revolution. 

Hacker attacks 

The only possible countermeasures against the 
opposition's Internet activity were numerous hacker 
attacks, according to a Pora system administrator, 
but they were easily blocked by their Internet provid- 
ers. Other sites were attacked during the election, 
which appeared to be part of a focused effort on 



key opposition sites. Channel 5's (5 Kanal) website 
experience with Election Day attacks is dealt with in 
a separate case study. Professor Vladimir Golubev 
of the Computer Crime Research Center (CCRC) in 
Zaporizhiya devoted an article to the types of "denial 
of service" (DoS) attacks most commonly used by 
hackers. According to Golubev, a DoS attack essen- 
tially, "hinders or completely blocks servicing of valid 
users, networks, systems or other resources." 

A DoS attack is a distributed denial of service at- 
tack, meaning that many computers are involved in 
delivering numerous requests to the targeted server. 
According to Golubev, one vulnerable computer is 
designated as the "master" that "identifies... other 
systems that can be compromised" and loads a 
"cracking tool" on the compromised computer. The 
number of computers exploited by the DoS attack 
can range into the thousands. "With a single com- 
mand, the intruder instructs the controlled machines 
to launch one of many flood attacks against a speci- 
fied target," according to Golubev. The result is a 
DoS attack from many different servers, sometimes 
simultaneously, sometimes originating from different 
countries. 



Table 8: Top 12 days of "most hits" and major election news 



1 


24-Nov-04 


Day 3 of Orange Revolution, official election results give Yanukovych 49.46% Yushchenko 46.61% (second 
round). 


2 


22-Nov-04 


Day 1 of OR, Yanukovych declared winner by the Central Electoral Commission. 


3 


23-Nov-04 


Day 2 of OR, two days after second round, election tally drama. 


4 


26-Nov-04 


Day 5 of OR, Yanukovych and Yushchenko talk, agree to seek peaceful solution. Mr. Yushchenko demands a re- 
vote. 


5 


25-Nov-04 


Day 4 of OR, The Supreme Court suspends publication of official election results while it examines electoral fraud 
case submitted by Yushchenko. 


6 


29-Nov-04 


The Supreme Court begins considering Yushchenko's allegations of electoral abuses, and Yanukovych says he 
might accept re-vote in disputed areas. 


7 


30-Nov-04 


Outgoing President Leonid Kuchma agrees only new elections can resolve the standoff. 


8 


l-Dec-04 


Parliament narrowly votes non-confidence in the Yanukovych government but he dismisses the vote as illegal. 
Anniversary of 1991 Referendum on Independence. 


9 


27-Dec-04 


With nearly all re-votes counted, Yushchenko's lead becomes unquestionable. Yanukovych says he will never 
concede defeat, claiming election abuses. 


10 


21-Nov-04 


Day 0. Election Day, Round 2. First tents appear on the Maidan. 


11 


3-Dec-04 


The Supreme Court annuls the results of the second round of the elections, paving the way for fresh elections. 


12 


2-Dec-04 


Day 10 of OR, Continuing Supreme Court drama. 
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In his March 2005 article, Golubev related the story 
about "a curious offer (that) appeared on the Rus- 
sian Internet." A Russian journalist received an 
advertisement via e-mail that offered one day of 
blocking a website for USD $150, or six hours of 
downtime for the targeted server for USD $60. The 
journalist posed as a client and met with the hacker 
identified as "DoZ" in the article. DoZ reportedly 
agreed to attack Microsoft's website for USD $80,000 
per week, and Russian President Vladimir Putin's 
website Kremlin.ru for one thousand U.S. dollars a 
week. 51 

The Pora sites were subject to DoS attacks that 
were traced to cracked home computers located in 
the Eastern United States. All of them used high- 
speed DSL or cable connections. Pora administra- 
tors contacted the provider of the domain most 
frequently used by the attacks, who provided log 
files. Those pointed to an open Internet Relay Chat 
(IRC) channel where a Pora administrator confronted 
the offending hacker. "He mentioned that he's from 
Shanghai... Works for one of the Chinese mafia 
clans; they bought hacker attacks as 'a service for 
trusted clients.'" The attacks were promptly halted. 52 

Attacks from China are not a rare occurrence. An 
article in Time Magazine in August 2005 was titled 
"The Invasion of the Chinese Cyberspies." Author 
Nathan Thornburgh recalled the story of U.S. com- 
puter security expert Shawn Carpenter, and how he 
traced intrusions into U.S. Government (USG) com- 
puters originating in China. "Eventually he followed 
the trail to its apparent end, in the southern Chinese 
province of Guangdong. He found that the attacks 
emanated from just three Chinese routers that acted 
as the first connection point from a local network to 
the Internet." According to the article, the USG in- 
vestigation code name given to the cyber-espionage 
ring was "Titan Rain." 53 Even reformed grandmaster 
hacker and author Kevin Mitnick is afraid of Chinese 
hackers. He said "the people who are scary are the 



51 Golubev writes that his organization's crime-research.ru website was 
"temporarily unavailable" for four hours in an electronic onslaught whose "main 
share of attacks came from the territory of Ukraine through compromised 
computers of usual users." Apparently, the goal of the attack was to have 

an article removed from the CCRC's website. See: Golubev Vladimir "DoS 
attacks: crime without penalty" Computer Crime Research Center, http://www. 
crime-research.org, March 16, 2005, Article URL: http://www.crime-research. 
org/articles/1 049/2. 

52 Details of attack from an interview with Sovetov. 

53 Time Magazine, Sunday, Aug. 28, 2005. "The Invasion Of The Chinese 
Cyberspies (and the Man Who Tried to Stop Them)," by Nathan Thorburgh. 



people in China, like the X-focus group" when asked 
if he feared any hackers. "Don't forget that China 
has been oppressed; [people are] not even able to 
visit Western news sites," Mitnick said. 

When asked whether or not hacking is becoming 
more sinister, Mitncik said, "maybe the X-focus guys 
are purist hackers, but other exploits are being sold. 
Governments buy them. What about if Al Qaeda 
starts buying them? It all comes down to money 
now. In Russia, for example, a lot of guys target 
large e-commerce sites and steal their SQL databas- 
es containing credit card information." 54 

Research conducted by Golubev and the CCRC in 
September 2004 resulted in a profile of Ukrainian 
hackers. In Ukraine, two-thirds of hackers were 
men; one-third women. They range in age from 16 
to 57. Eighteen percent are bank employees, 12 
percent are programmers; high school and univer- 
sity students as well as high school employees each 
contributed 6 percent toward the understanding of 
the social status of Ukrainian hackers. According to 
CCRC data, "42.3 percent of unauthorized accesses 
to computer systems are committed by program- 
mers, engineers, and operators. 18.1 percent of 
these crimes are committed by other employees, and 
10.7 percent by former employees." 55 

Malicious programmers sent out a Trojan virus in 
October 2004, with a presidential election-related 
theme in the subject line. The Ukrainian Antivirus 
Center (UAC) sent an alert about a Trojan Spy virus 
delivered via e-mail disguised as spam. "This pro- 
gram is designed for stealing users' confidential data 
about electronic and bank accounts and also credit 
card PIN codes," the UAC warned. 

"The unique feature of this program is that hackers 
used a new psychological method to take advan- 
tage of the political situation in Ukraine," reads the 
center's report. The subject line in the message 
containing the virus was "Yanukovich is criminal! 
Want to make sure? Watch!" The text of the mes- 
sage read: "Do you want to know more about one 

54 "Kevin Mitnick and the art of intrusion - Part 2," Tim Phillips, vnunet.com 1 3 
Apr 2005 URL: http://www.vnunet.com/vnunet/features/2130030/kevin-mitnick- 
art-intrusion-part 

55 "Peculiarities Of The National Cyber Crime In Ukraine," Vladimir Golubev, 
January 19, 2005. Source: Computer Crime Research Center, "Vladimir Gol- 
ubev, Director of Computer Crime Research Center, professor at the University 
of Humanities ZIGMU talks to editor of Express newspaper in Lviv, Ukraine." 
URL: http://www.crime-research.org/interviews/909/ 




"Don't fool yourself - set your mind free!!!" The sign on 
the cage reads "Education" 



Pora leaflet artwork, Ivano-Frankivsk, October 9, 2004. URL: http://kuchmizm.info/ 
weblog/archives/000420.html 



of the candidates? WATCH THIS VIDEO!!! (See the 
attached file.) And this is the candidate for PRESI- 
DENT of Ukraine!!! We CANNOT let such a human 
govern OUR country." The UAC provided the appro- 
priate antidote to clean the virus. 56 

Lessons learned 

Pora's use of the web showed how Internet-based 
communication s can be used to organize legal and 

56 Source: Ukrainian Antivirus Center Report from 04.10.2004. Hackers use 
president elections in Ukraine for financial machinations. http://www.unasoft. 
com.ua/eng/news.php?id=157&sites=English 



successful protest actions against undemocratic 
regimes. They effectively used a global network 
to spread ideas about positive thinking and direct 
actions in a country where society was weary, hope- 
less, and cynical: characteristics of the ruling regime. 
By its very nature, the Internet is more resistant to 
attempts for total control by the regime. Its inter- 
national structure minimized the costs of distributing 
very large amounts of materials at the speed of light. 
Internet-based campaigns can be used to break in- 
formation barriers in countries where non-democratic 
regimes maintain a monopoly on information and 
exploit that monopoly to quash political opponents. 

Two of the 13 lessons mentioned in the Pora.org. 
ua case study deserve attention in reference to 
how Pora used the Internet in its activities. One of 
them states that "a civic campaign can be effective 
only if it ... integrates information, education and 
monitoring components, as well as protest actions, 
if needed" among other qualities. 57 A second les- 
son learned by Pora was the "critical need for using 
new communication and information technologies, 
such as the Internet, SMS, and others." According to 
the activists, "without these tools, Pora would have 
never succeeded!" 

A third lesson expressed a moral message: "Success 
is closest when times seem to be toughest." How- 
ever, "within hours, the first few demonstrators were 
joined by thousands of Kyiv residents; within days, 
millions of Ukrainians arrived from all parts of the 
country." Arguably, millions arrived because millions 
were informed and knew the truth about what was 
happening in the country. 



57 Case Study p. 1 8, "A civic campaign can be effective only if it a) analyzes 
the main risks; b) develops techniques managing those risks; c) prepares a 
comprehensive plan of activities; d) builds a coalition of competence; e) inte- 
grates information, education and monitoring components, as well as protest 
actions, if needed; and f) avails itself of a legitimate and efficient coordination 
center." 
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CASE STUDY: ROLLING POLL & EXIT POLL WARS 



The exit poll was not invented by sociologists or 
scientists, but by American television networks 
in the 1960s to provide voters with real-time 
information on elections. Over the past 35 years, 
exit polls have been tested and refined. They are 
now a mainstay in mature democracies and play a 
pivotal role during virtually all televised and print 
media coverage during elections. Exit polls form the 
basis for discussions on election night television and 
radio programs. 

Exit polls are an important resource in understand- 
ing and promoting a country's political develop- 
ment. They serve three purposes: 1) to provide an 
independent measure of the integrity of the voting 
process; 2) to make the balloting process more 
transparent and give news organizations something 
to report on election night when public interest is 
highest; and 3) to provide a profile of the elector- 
ate which is of substantial political and sociological 
value, (http://qev.com/reports.international.ukrain- 
e99exitpoll.htm) 

Exitpoll.org.ua 

Exitpoll.org.ua was the official website of the larg- 
est exit poll ever to be conducted in Ukraine. It was 
one of a number of informational offerings produced 
by Democratic Initiatives Foundation (DIF) based in 
Kyiv. The 10-year old NGO has developed several 
web-specific resources over the years, including the 
organization's own homepage (www.dif.org.ua), the 
NGO web portal (www.intellect.org.ua), and the 
election-specific (www.exitpoll.org.ua) website. 

DIF's media releases were republished by electronic 
media and think tank resources and on dedicated e- 
mail list servers. After the information was collected 
and analyzed, it was published in various electronic 
and print publications, including DIF's in-house pe- 
riodicals: the quarterly academic Politychney Portret 
(Political Portrait) and the more popular monthly 
Hromadska Duma (Public Opinion). DIF ensured 
that exit poll results were announced on the Internet 



and through on-air appearances on national TV and 
radio. 

The exit poll-only website model for distributing exit 
poll numbers and supporting sociological data was 
first tested and proven effective during the 2002 
parliamentary elections. The site offered the basic 
background information in a simple interface with 
few sections. The site provided an opportunity to 
promote public opinion poll data running up to the 
elections, and it was extensively promoted prior to 
the elections as the first source to check 
for exit poll results on election night. 

"THE VLADA IS AFRAID THAT EXIT POLL 
RESULTS WILL PREVENT FALSIFICATION." 

Viktor Yushchenko, September 2, 2004 58 

EXIT 
POLL 

The exit poll site showed a trend that was 
very different from the hits and hosts graphs for 
other Ukrainian sites during this same time period. 
The exit poll site peaked early— in October, the 
month prior to the first round of elections. Although 
the number of hits and hosts was not particularly 
high compared with sites like Pravda.com.ua or 5tv. 
com.ua, the trend shown in Figure D is clear: some 
6,000 visitors (hosts) consulted the site during Oc- 
tober and November. Beginning in November, web 
surfers began consulting other sites for their exit poll 
information. 




58 Interfax Ukraine, September 2, 2004. "Vlada" is a Ukrainian word referring 
to "the power ", "the system of power" and "the ruling regime." It is slightly more 
descriptive in meaning than the words "authorities", "officials", "government". 
The entire Yushchenko quote carried by Interfax: "The vlada is trying to reduce 
the role of the exit poll, because it understands that it cannot win the elections 
in an honest way. An exit poll is a purely democratic procedure that can help 
guarantee the monitoring of honest and fair elections. Traditionally, exit polls 
provide timely and clear answers on the nature of the race and election results. 
The vlada is afraid that the exit poll results will get in the way of falsification." 
Courtesy of Kipiani, Vakhtan "Na vykho di z dilnytsi vas mozhut zupynyty..." 
Tviy Vybir newspaper (no. 4, October 2004). URL: http://www.kipiani.org/aktu- 
alii/index.cgi?583. 



Figure D: Exitpoll.org.ua Host and Hits 
(October 2004 to January 2005) 
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The exit poll site was most popular in the month 
leading to the first presidential exit poll, when exit 
poll hell broke loose and the country was gripped 
with exit poll mania. Other exit polls were an- 
nounced by the state-owned Ukrainian Institute of 
Social Research (UISR) headed by the Soviet-era 
sociologist Oleksandr Yaremenko; The Russia Club 
and the Russian FOM public opinion poll organiza- 
tion, headed by Gleb Pavlovsky and Oleksandr Oslon 
respectively; and by Viktor Yanukovych's own cam- 
paign. 

At the time, DIF Director Ilko Kucheriv asserted that 
"it's an exit poll party." Four different exit poll pro- 
grams were announced involving at least a dozen 
organizations with different methodologies. A DIF- 
run rolling poll in the last two months of the cam- 
paign added to the hype, and everyone scrambled to 
release exit poll results on the last day of a 15-day 
pre-election publication ban on poll results. 
The first-round exit polls were a fiasco: the conflict- 
ing results caused confusion and put sociology at 
risk of being discredited. The publication ban was 
violated, and the majority of exit poll results were 
allegedly "fixed" for the benefit of the Yanukovych 
campaign. 

The Internet became a tool for violating the publica- 
tion ban and "guiding" the results that were later an- 
nounced by other exit polls. During the first round, 
the world was not yet paying headline-worthy atten- 
tion Ukraine's elections. Ukraine popped up at the 
center of the West's news radar after mass protests 
against the falsification of election results began in 
the third week on November. The Internet was used 
as a powerful tool by the Yushchenko campaign to 
trumpet exit poll results to the world in multiple lan- 
guages after the polls had closed. 



This case study details the information war waged 
over exit polls, and ultimately sociological verification 
of election results. 

About DIF 

DIF Director Kucheriv was working with the press 
service of the Rukh political party at the time that 
Vyacheslav Chornovil, the late champion of Ukrainian 
independence and democracy, founded DIF in 1992. 
DIF was established as a non-profit, non-govern- 
mental organization. Kucheriv worked as a publisher 
and courier for Rukh, bypassing limited access to 
printing presses in Ukraine by publishing pro-democ- 
racy propaganda in the more liberal Baltic States. 

Based in Kyiv, DIF over the years established Kuch- 
eriv and resident academic Iryna Bekeshkina as a 
credible, media-friendly team that provided accurate 
information in a timely manner. Over the course of 
a decade, the organization earned a good reputation 
by collecting and regularly disseminating free, timely, 
accurate and understandable information to journal- 
ists, politicians and anyone else with an Internet 
connection. DIF's own description of its activities 
states that the organization researches public opin- 
ion according to international standards, analyzes 
social and political trends, holds seminars for jour- 
nalists and politicians, and conducts international 
exchange programs and surveys. 

The Ukrainian Exit Poll Experience 

Two months prior to Election Day, presidential can- 
didate Viktor Yanukovych was asked to comment on 
the idea of conducting exit polls. The UNIAN news 
agency reported the prime minister as saying: 

"These are new and contempo- 
rary technologies that are being 
tested In Ukraine for the first 
time. We do not know how to 
manipulate then. I would very 
much like for the pollt- technol- 
ogists to not manipulate public 
opinion, but rather to help the 
people make decisions." 

- Viktor Yanukovych, August 31, 
2004 59 



59 Kipiani, Vakhtan "Na vykho di z dilnytsi vas mozhut zupynyty..." "Tviy Vybir" 
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Table 9: Presidential Election - Official and Exit Poll Results (percent) 4 
(October - December, 1999) 





Round 1 


Round 2 


Candidate 


CEC 


Exit Poll 


Exit Poll + /- 


CEC 


Exit Poll 


Exit Poll 
+ /- 


Leonid Kuchma 


37.47 


39.4 


1.93 


57.7 


59.8 


2.1 


Petro Symonenko 


22.25 


21.2 


-1.05 


38.8 


35.3 


-3.5 


Against all 


2.2 


2.5 


0.3 


3.5 


4.9 


1.4 


All 11 Others 


35.99 


34.9 


-1.09 









1 Results from the Central Elections Commission (old URL: cvk.ukrpack.net) and DIF SOCIS. Exit Poll +/- = Exit Poll minus CEC. Source data: dif.org.ua. 



For the parliamentary elections in 1998, DIF orga- 
nized and managed the first exit poll in Ukraine's 
political history. By the time 2004 drew to a close, 
DIF had seven exit polls under its belt. 60 The polls 
encompassed both parliamentary and presidential 
elections, and served as an independent check on 
the official vote-counting process in the young multi- 
party democratic system. Most recently, the presi- 
dential election exit poll in November 2004 showed 
results that differed significantly from those reported 
by the country's Central Electoral Commission. The 
exit poll results were widely reported by domestic 
and international media and were a key element in 
mobilizing peaceful civic protests against the falsi- 
fication of election results. Tens of thousands of 
sheets bearing exit poll results were handed out to 
the throngs of people descending on the Maidan. 

In the March 1998 parliamentary elections, DIF 
worked with the SOCIS Company. Mykola Churylov's 
company provided the field work while DIF's project 
managers organized media coverage, most notably 
television coverage on the widely watched elec- 
tion night special on the Studio 1+1 channel. Ele- 
hie Skozhylas, then-vice president of international 
development at the Washington, D.C.-based QEV 
Analytics opinion research firm heard of the project 
and traveled to Ukraine at her own expense to lend 
a hand. She defined the methodology, analyzed the 
results, prepared press releases and drafted a corn- 
newspaper (no. 4, October 2004). URL: http://www.kipiani.org/aktualii/index. 
cgi?583. 

60 The Democratic Initiatives Foundation has experience in conducting seven 
nationwide exit polls in Ukraine: Parliament election day exit polls (1998 and 
2002) and exit polls coinciding with the preliminary and final rounds of the 1999 
Ukraine presidential vote and the 2004 presidential elections (3 exit polls). 



prehensive report. USAID, the Eurasia Fund, and 
the Canadian Embassy provided funding for this exit 
poll. Ten thousand voters at 400 voter districts were 
polled. The exit poll results closely resembled official 
results, except for the Socialist and village party "Za 
Pravdu" electoral bloc. Official CEC results nearly 
doubled the number of voters detected by the exit 
poll for Za Pravdu. Where exit poll results showed 
4.6 percent for the left-wing political union, the CEC 
scored Za Pravdu's popularity at the ballot box with 
8.6 percent. 

During the 1999 presidential elections, DIF em- 
barked on a more ambitious exit poll program for 
the two rounds of elections. Eleven candidates 
vied for the nation's top spot in 1999 in round one; 
in the second round, incumbent President Leonid 
Kuchma squared off against Communist leader Petro 
Symonenko in what some election analysts saw as a 
Ukrainian adaptation of the scripted "red scare" sce- 
nario skillfully employed by Russian President Boris 
Yeltsin during his second-term, second-round show- 
down with Communist leader Gennadiy Zyuganov. 
As in 2004, Ukrainians showed up twice to the polls: 
on the last Sunday of October, and two weeks later 
in November. DIF facilitated and reported the results 
of two Election Day exit polls with financing from the 
Charles Mott Foundation and the U.S. Embassy. This 
time, three companies conducted the field work: SO- 
CIS, Kyiv International Institute of Sociology (KIIS), 
and the Social Monitoring Center. A total of 700 em- 
ployees were involved in polling 12,000 voters in 300 
electoral districts. The 1999 exit poll results erred 
on the side of votes for Leonid Kuchma by more than 
2 percent in both rounds. Exit poll results differed 



significantly from official results in second round sup- 
port for Communist Party leader Symonenko: the exit 
poll results showed that the Communist was sup- 
ported by just over 35 percent; official returns gave 
Symonenko nearly 40 percent. The exit poll's results 
are compared with the official returns in Table 9. 

DIF also coordinated and managed the 2002 parlia- 
mentary election exit polls when the number of orga- 
nizations involved in the field work was expanded 
to three companies: Kyiv International Institute of 
Sociology (KIIS), SOCIS, and the Social Monitoring 
Center with its three exit poll record. International 
donors covered the majority of the costs. More than 
18,200 respondents were interviewed in 757 polling 
stations. Exit poll results closely resembled official 
returns: results for all 33 electoral blocs and political 
parties did not differ more than 2 percent in both the 
official and exit poll sets, to the delight of Mykhailo 
Riabets, then-chairman of the Central Elections Com- 
mission. 

The 2004 Elections 

For the first presidential elections in ten years with- 
out Leonid Kuchma as a formal participant, DIF 
found and drew money from a pool of 13 donors for 
the most comprehensive exit poll program to date. 61 

In the course of preparing the 2004 poll, DIF faced 
the task of choosing the best local public opinion poll 
organizations from a field of some 20 organizations 
that purported to have the capability to conduct na- 
tionwide exit polls. DIF worked with many of these 
organizations in the course of conducting monthly, 
annual and special surveys of political preferences 
and societal attitudes over more than a decade. For 
the 2004 presidential poll, DIF spearheaded the 
creation of a consortium of several polling organiza- 
tions. A large group was necessary because political 
tensions were high, as was the number of different 
groups preparing exit polls and parallel vote counts. 
The survey sample and methodology required a 

61 Eight diplomatic missions and four international foundations: Swiss Agency 
for Development and Cooperation (SDC), Royal Norwegian Embassy in 
Ukraine, Democracy Grants Program of the U.S. Embassy in Ukraine, Cana- 
dian International Development Agency, The Embassy of Canada in Ukraine, 
The Embassy of the Kingdom of the Netherlands in Ukraine, The Embassy of 
the United Kingdom of Great Britain and Northern Ireland in Ukraine, the Swed- 
ish International Development Cooperation Agency (Sida), The Royal Danish 
Embassy in Ukraine, the Charles Stewart Mott Foundation (USA), National 
Endowment for Democracy (USA), the International Renaissance Foundation 
and Eurasia Foundation. 



built-in system of checks and balances. The un- 
precedented large number of respondents was the 
primary factor that would ensure the integrity of the 
exit poll. 

The plans were ambitious: to conduct the larg- 
est exit poll in Ukraine's history, contacting 50,000 
voters as they departed voting stations on Election 
Day. That sample of 0.1 percent of the entire voting 
population suggested that the margin of error would 
not exceed 2 percent. The respondents were equally 
divided into four sets of 12,500 interviews (340 
in each of Ukraine's oblasts, Crimea and Kyiv city) 
between four organizations responsible for field work 
and data collection. Five organizations comprised 
the Exit Poll Consortium. The only newcomer to the 
group, which had previously worked together on the 
1999 presidential and 2002 parliamentary elections, 
was the Razumkov Center for Ukrainian Economic 
and Political Studies. Over the years, the Razumkov 
Center's public opinion poll results and sociological 
analyses were a mainstay of the pages of the influ- 
ential Dzerkalo Tyzhdnia (Weekly Mirror) newspaper. 

DIF issued a challenge to domestic and foreign pub- 
lic opinion poll and auditing companies to review the 
preparations for the exit poll: everything from how 
samples were determined to the way results would 
be conveyed from interviewers to centers for data 
processing and analysis. The Yuri Levada Center of 
Russia and PBS of Poland sent auditors to Kyiv to 
review the integrity of exit poll preparations prior to 
the first round of elections. In public, the consor- 
tium members signed a joint declaration announcing 
that all organizations would abide by national and 
international standards for public opinion research. 62 

Rolling Poll 

At the same time that Election Day preparations 
were underway, DIF and its long-time partner, SO- 
CIS, launched a rolling poll of political preferences, 
choice projections and issues perception. In the last 
two months leading up to first round of elections 

62 During the 2004 exit poll campaign, DIF developed a special program for 
the generation of a maximum level of trust in the exit poll results. This included 
a media campaign, binding the exit poll participants to a Code of Ethics based 
on the standards of the Sociological Association of Ukraine, World Association 
of Public Opinion Research (WAPOR) and the European Society for Opinion 
and Marketing Research (ESOMAR). In order to ensure the integrity of the 
program, DIF also enlisted the services of independent auditors comprised of 
respected public opinion polling organizations from Poland (PBS) and Russia 
(Yuri Levada Center). 
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Figure E: Frontrunners' ratings 

(Beginning of October, % of respondents who intend to vote) 





Round 1: October 31 




Round II: November 21 
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on October 31, DIF and SOCIS conducted the 60- 
day, 25-question poll and provided a track record of 
changes in voter preferences for the entire field of 
two dozen candidates. 

With a reliable record of pre-election public opin- 
ion, the poll's goal was to compare the trends that 
emerged in the last 60 days of the campaign with 
exit poll and official results. In late August, the roll- 
ing poll drew its initial national sample of 2,000 re- 
spondents. Every other day, 200 to 500 respondents 
were dropped from that base and an equal number 
of new respondents were added as an update to 
the running poll's record. The poll was conducted in 
the traditional manner, with interviewers conducting 
face-to-face interviews with respondents. 

During the last two weeks of the campaign, the 
law prohibited publication of poll numbers. While 
the ban was in effect, DIF and SOCIS continued to 
collect data for the rolling poll right up until the eve 
of the elections. Adhering to the law, those results 
were published after the election. 

The fear factor and "hidden" vote 

In late-August, a sample of nearly 2,000 Ukrainians 
was asked about their voting intentions in the likely 
event of a second-round showdown between two 
candidates: Viktors Yushchenko and Yanukovych. 

"Imagine that it is now the 
second round of elections, and 
the ballot includes two names: 

Yushchenko and Yanukovych . 

* KMIS (%) = "absolutely certain they will vote." 

UISR - Ukrainian Institute of Social Research, DIF - Democratic Initiatives Foundation. 
Source: "Swinging ratings" by Volodymyr Fesenko, Penta Political Research Center, Pravda 



You can vote for one of them, 
against both or not vote at 
all. What is your choice? If 
you cannot answer honestly then 
please do not . " 

More than 16 percent of respondents chose the "I 
cannot answer honestly" option when asked about 
their presidential preferences two months before 
Election Day. Viktor Yushchenko was supported by 
37 percent— six percent more than the 31 percent 
for Viktor Yanukovych. A tenth of respondents chose 
"against both"— an option on the electoral ballot in 
Ukraine. More than 6 percent said they would not 
vote at all in a two-Viktor showdown. The 16 per- 
cent of unavailable "honest answers" is high when 
expressed in terms of voters: accordingly, some 4 
million voters— approximately half the number of 
both Yushchenko and Yanukovych supporters— opted 
not to divulge their presidential choice. They said 
they simply could not give an honest answer. 

At the time, Yushchenko was the favorite at 37 
percent— his stable peak of popularity for the entire 
year. Yanukovych's 31 percent was mirrored in an- 
other question that asked respondents to give their 
opinion on who they think would win the elections. 
Despite Yushchenko's advantage at the virtual ballot, 
less than a quarter (23 percent) felt that Yushchenko 
would win if access to television and radio was con- 
centrated in the hands of the Yanukovych govern- 
ment. 63 

63 "Dumky i pohliady naselennya Ukrayiny: serpen - veresen 2004 roku," 
Hromadska Dumka N°2, DIF, p. 12. Poll conducted by Kyiv International 
Institute of Sociology and DIF, 25 August to 3 September 2004, 1 ,890 personal 
interviews of adult population in 110 locations (from villages to city of Kyiv), 
2.3% statistical margin of error, 
com. Ukrainian Sociology Service conducted the nationwide poll of 1 ,800 respon- 



The law regulating the presidential elections prohib- 
ited the publication of polling research during the 
last two weeks of the campaign. Thus, October 14 
and 15 were the last two days that public opinion 
poll numbers could be presented. Ukraine's leading 
polling firms released the last data that journalists 
and the general public would legally see before bal- 
lots were cast on Sunday, October 31. 

Most of the polls agreed: the race between frontrun- 
ners Viktor Yushchenko and Viktor Yanukovych was 
very close. In some cases, too close to call because 
both candidates fell within the polls' margins of error. 
However, the lack of absolute accuracy of the pre- 
election polls in the 2002 parliamentary experience 
suggested that Election Day could still provide some 
surprises. 

Prior to the 2002 elections, the majority of pre- 
election polls indicated that the Socialist party was 
supported by 3 percent to 4 percent and the Yulia 
Tymoshenko Bloc between 4.5 percent and 5.5 
percent of the population. However, after the ballots 
were tallied, the Socialist party scored just under 7 
percent, while Tymoshenko's bloc received slightly 
more than 7 percent of the vote. Combined, the 
Socialists and Tymoshenko received 4.5 percent 
more votes (over one million) than were reflected in 
the exit polls. In 1998 and 2002, parliamentary polls 
cut short the Socialists' numbers. The error was 
explained as due to the absence of sociological reach 
into Ukraine's villages. 

By 2004, Ukrainian sociologists and journalists began 
referring to this incongruity as "the phenomenon 
of the hidden voter," whereby a certain segment of 
respondents conceal their genuine preferences from 
opinion poll interviewers. In addition to the "unde- 
cided", the closet voters provided another electoral 
source that could be tapped by the candidates. 

Ukrainian Sociology Service, one of the leading firms 
in the country, developed two questions intended to 
bring the "hidden vote" out into the open. These 
questions asked respondents to indicate their friends' 
and acquaintances' voter preferences as opposed to 
their personal choice for candidate. The reason for 
this, according to Oleksandr Vyshniak, deputy direc- 
tor of the National Institute of Strategic Studies, is 
that Ukrainians "speak more openly about others 

dents from October 1 to 11, 2004. Its margin of error did not exceed 2.4%. 



than about themselves," and that is "why these rat- 
ings better depict the true situation before the elec- 
tions" than the traditional "Who will you vote for?" 
question. 

The first question asked respondents to name the 
candidate that is supported by friends and acquain- 
tances. In this category, Yushchenko enjoyed a 
ten-point lead over Yanukovych in early October. 
The second question was more complicated: "In 
your opinion, do your colleagues and acquaintances 
intend to support a candidate, but are afraid to 
speak about this support to strangers? If so, which 
candidate?" 

The "fear factor" hidden support for Yushchenko 
had grown from 3.8 percent in June to 6.8 percent 
in October (a 3 percent increase), while the number 
of secret Yanukovych supporters had grown by 0.5 
percent in the course of five months (from 1.6 to 
2.1 percent). 64 KIIS had also detected that voters in 
the east were "hiding" their support for Yushchenko 
while Yanukovych supporters in the west of the 
country concealed their support for the prime minis- 
ter. This detection of fear and vote-hiding patterns 
would provide the basis for introducing a "secret bal- 
lot" methodology to the exit poll for three of the five 
consortium members. 

Secret ballot method 

Because of the hidden and fear factors, two of the 
consortium members argued that only the anonymity 
provided to voters by the re-casting of secret ballots 
at the polling station would provide an accurate re- 
cord of actual voting preference. Sociologists of the 
Razumkov Center reported a very low 30 to 50 per- 
cent response rate in their polling in October— some- 
thing unheard-of during their 14-year polling experi- 
ence in Ukraine. They felt that using face-to-face 
interviews would hinder the quality of responses due 
to the fact that the public was scared or would be 
less willing to cooperate with an interviewer. At the 
time, the secret ballot approach seemed reasonable 
and did not result in any objections from the other 
consortium members. KIIS and Razumkov prepared 
urns for collecting exit poll results by secret ballot, 
while SOCIS and Social Monitoring would use the 
traditional oral interview with clipboard in hand to 
collect their dat a. The members agreed that if the 

64 Ukrainian Sociology Service conducted the nationwide poll of 1 ,800 re- 
spondents from October 1 to 11 , 2004. Its margin of error did not exceed 2.4% 
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results deviated by more than 2 percent from one 
another, then they would be presented separately. 
And they were presented separately. 

The harshest criticism of the secret ballot was to 
emerge within the consortium itself on the eve of 
the election. Social Monitoring's Olha Balakiryeva, 
in an October 29, 2004 interview with Den (Day) 
newspaper said, "I don't believe that our public is 
absolutely frightened when they see two young at- 
tractive girls or women, or a young man and woman, 
or two young handsome men (although rare), with 
accredited badges, and exit poll identification, and 
the signed Consortium declaration, approach them to 
ask a few questions." There were few other parties 
to express concern over the secret ballot method, 
save the powers that be and the mass media outlets 
belonging to them. Eventually, the "secret ballot" 
method combined with DIF's expert crisis control 
management, turned out to be a godsend. 

According to Maciej Kochanowicz of the Polish so- 
ciological company PBS, "we had a similar situation 
in Poland when holding the national referendum on 
entry to the EU— those against entry were in the 
minority and they felt somewhat isolated in their 
stance, so they weren't too cooperative with poll 
interviews... Secret balloting aided us in obtaining 
information from this segment of the population." 
Secret exit balloting had been used and proven reli- 
able throughout the world. 



Field of 26 candidates: Rolling Poll results 
(August to October 2004) 




August 26 to October 30, 2004 rolling poll results. 
Initial sample: 2,000. Between 200-500 responses were 
dropped and added every other day. Sample error: 
2.2percent. Field work: SOCIS. 



Source: dif.org.ua. 



Rolling Poll results 

The traditional interview method, a rolling poll, ran 
until the eve of the first round. Over the course of 
two months, the difference between the two Viktors 
had grown, with Yanukovych overtaking Yushchenko 
in a field of 26 candidates riding the wave of the 
poll that rolled in on October 8 and 9. Nevertheless, 
both candidates' numbers were within the 2 percent 
sample error when respondents' choices were lim- 
ited to the top two Viktors. Worthy of note is that 
the "undecided" option was the third most popular 
choice for 18 percent of respondents at the end of 
the poll. 

Analysts began trying to make sense of the con- 
firmed rise in Yanukovych's rating. The jump oc- 
curred at a time when Yushchenko was deprived of 
his most effective campaign instruments: grassroots- 
level rallies and face-to-face meetings. His poison- 
ing and consequent illness meant that the campaign 
could not exploit the leader's charm and charisma 
in the same way local rallies had been used to great 
success during the 2002 parliamentary campaign. 
Throughout the entire period of the rolling poll, 
Yushchenko's rating remained above 30 percent. 
After it broke the 30 percent mark, Yanukovych's 
popularity increased at the expense of both Yush- 
chenko's rating and the number of undecided voters. 
One conclusion seemed certain: Yanukovych's rating 
had grown. He came from being significantly behind 
in popular support earlier in the year to becoming a 
serious rival to Yushchenko. 

Some within the domestic analyst community attrib- 
uted the rise to the success of a political marketing 
campaign crafted by political operatives from Mos- 
cow who were not averse to making a few dollars 
on the election. According to Iryna Bekeshkina, 
DIF's resident scholar, the sharp rise was due to the 
government's eleventh-hour decision to supplement 
pensions and increase social payments to 44 percent 
of the population. 65 Speaking at a press conference 
at the UNIAN news agency on October 12, Vadym 
Karasyov, director of the Institute of Global Strate- 
gies, referred to Yanukovych's "new Russian doc- 
trine" as a source of the politician's rising popularity. 
Karasyov explained that doctrine was comprised of 
the double-pronged plan to make Russian an official 
language in Uk raine, and introducing dual citizenship 

65 Interview with Iryna Bekeshkina, Postup newspaper, Lviv, October 11, 
2004. 



for Russians and Ukrainians. The pro-Russia popu- 
lism that resulted was the source of the growth of 
that candidate's popularity. 66 

Speaking at the same press conference, Volodymyr 
Polokhalo, editor of Politychna Dumka said that the 
Russian Fond Obshestvennogo Mnennya (the so- 
ciological arm of Kremlin PR guru Gleb Pavlovsky's 
Fond Effektyvnoi Polityky) would announce that 
Yanukovych had a 2 percent to 4 percent lead over 
Yushchenko the day before the pre-election poll 
results publication ban went into effect. He said that 
the 2 percent to 4 percent edge would provide the 
guiding numbers "for forming the results of the first 
round of the elections". Three days earlier, Pavlov- 
sky was at a roundtable organized by the Institute of 
Mass Information (www.imi.org.ua) at Kyiv Mohyla 
Academy, where he spoke about his organization's 
exit poll plans. The gathering was one of high-pow- 
ered analysts and hired guns working as "political 
technologists" for different sides during the election. 
The smaller-in-life Pavlovsky was accompanied by 
the United Social Democratic Party's bearded mouth- 
piece Mykhailo Pohrebynsky. The topic of sociol- 
ogy was hot during the session chaired by veteran 
political sociologist Valery Khmelko, president of 
KIIS. 67 When the topic of exit polls came up, Pavlov- 
sky announced that the Russian FOM Fund of Public 
Opinion would conduct its own exit poll. Pavlovsky 
declined to specify the network of interviewers that 
would be used to conduct the actual field work nec- 
essary for the poll. 

DIF Director Ilko Kucheriv extended an offer of 
cooperation to FOM and Pavlovsky, but the offer was 
not accepted (Later, DIF's Kucheriv sent letters to 
the Russian Embassy in Kyiv inviting Russian par- 
ticipation in and funding for of the exit poll process. 
Those requests were unanswered). 



66 Karasyov said that Yanukovych's reliance on the "new Russian doctrine" 
would lead to the creation of a new pro-Russia political party on the basis of 
the Party of the Regions; this new party will gain votes at the expense of the 
Communist electorate. During the press conference, fellow political analyst 
Volodymyr Polokhalo said that the elections would be truly be "the dirtiest 
ever," a prediction made by outgoing president Leonid Kuchma. Karasyov 
supplemented Polokhalo's assessment with the sentiment that dirty elec- 
tions are better than no elections at all. Source: notes from October 12 press 
conference, UNIAN news agency. 

67 Valeriy Khmelko is the president of the Kyiv International Institute of SocioL 
ogy. Khmelko holds a doctorate in philosophy, and is a sociologist by trade. 
He completed his studies at Kyiv State University. Khmelko has written over 
100 academic works, including 4 monographs. His specialization includes 
political and electoral sociology and the problems of globalization. 



Concerning Yanukovych's rise in popularity, Khmelko 
said that in the last week of September and begin- 
ning of October the popularity ratings of the two 
leading candidates did, in fact, even out: Yushchenko 
lost his six-point lead in a matter of two weeks as 
Yanukovych gained four points while Yushchenko 
lost two. Yushchenko lost two because of his inac- 
tivity and speculation about his health; Yanukovych 
gained four on account of increased support among 
women over the age of 50 (attributable to the hike 
in pensions) and among undecided Russian-language 
speakers, Khmelko explained. He noted separately 
that Yanukovych had actually lost support among 
Ukrainian-language voters, despite the overall rise of 
his popularity. 

Khmelko said that the "greatest reserve" of unde- 
cided voters was the Russian-speaking electorate 
in central Ukraine, specifically west-central Ukraine: 
Khmelnytsk, Zhytomyr, Vinnytsia, Kirovohrad, Cher- 
kasy and Kyiv oblasts. "The successful candidate will 
be the one able to address the needs of the Russian- 
language electorate in these regions," the president 
of KIIS said. Pro-Yushchenko political pundit Polokh- 
alo suggested that Kherson, Odesa and Mykolayiv 
would be the battleground oblasts in the last two 
weeks of the election. 

FOM Exit Poll 

When Serhiy Kivalov was asked for an explanation 
for the official Central Elections Commission position 
on exit polls, the CEC head asserted: 

"In accordance with the law, on 
election day, the publication 
of poll results is prohibited 
before voting is over. Vot- 
ing is secret and any attempt 
to track the process is beyond 
the law. Only the CEC, on the 
basis of (voting return) proto- 
cols from the territorial elec- 
toral commission has the man- 
date to announce the results. 
I stress: only the CEC." 

The day before and on Election Day, FOM and the 
Russia Club violated the publication ban clearly 
outlined by Kivalov. The Russia Club was an NGO 
created prior to the elections to promote Russia 
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in Ukraine and vice-versa. It provided a direct tie 
between the Yanukovych campaign and the teams of 
political operatives from Moscow, including Gleb Pav- 
lovsky. He was seen side-by-side with Yanukovych 
at the head table during Russia Club media events. 
According to printed material distributed by FOM, the 
Russia Club was the client who ordered the exit poll 
from the Russian polling organization. 

Violation #1: Saturday, October 30 

The day prior to the elections, the Russia Club 
information center, housed in a corner of Ukrainian 
House (the former Lenin museum) on European 
Square presented the details of FOM's exit poll plan. 
On hand was FOM Director Aleksandr Oslon, who 
provided some of the sociological details and spoke 
about the organization's exit poll experience for 
Duma and presidential elections in the Russian Fed- 
eration. The person who violated the publication ban 
by providing fresh polling data on the day before the 
election was Elena Bashkirova, president of ROMIR, 
another Russian polling organization. Bashkirova 
was speaking from Moscow during a session that 
was being simultaneously fed to television stations 
and audiences in both Ukraine and Russia. Without 
wasting time, she announced the "latest poll results." 
The Russia Club had ensured that those latest num- 
bers were broadcast on television and the Internet. 

The message a day before elections was clear. 
Speaking by live video link from Moscow, Bashkirova 
told Kyiv that Yanukovych was ahead by 8 percent 
in second round ratings. She said that Yushchen- 
ko's previously high rating had fallen due to poor 
PR handling of the poisoning affair and because 
Yushchenko "seems sorry for himself". The ROMIR 
president said that their polling had detected a fall 
in support for Yushchenko and corresponding rise in 
Yanuovych's in 20 of the 27 regions in Ukraine. At 
this point, press conference moderator Kyryl Tanayev 
stopped ROMIR's president from continuing. He 
explained that she was violating the law in Ukraine 
and revealing public opinion poll data the day before 
elections! 68 



from 100 people at each polling station for a sample 
of 40,000. Oslon said that each interviewer has a 
letter from CEC head Kivalov explaining that the exit 
poll is in fact a "legal activity." Oslon said 150 FOM 
supervisors from Moscow "will collect and transmit 
information for processing in Moscow." He said that 
the poll data would be "renewed" four times during 
election day: at noon, 3 p.m., 6 p.m., and 8 p.m.. 
"Preliminary results will be released immediately fol- 
lowing the closing of voting stations at 8:01 p.m.," 
Oslon reported. 69 He said that a high refusal rate 
would not affect exit poll results because of the 
large sample size and that all interviewers for one of 
Ukraine's oblasts will be from Russia. Oslon recalled 
that in the Russian experience, exit polls had made 
mistakes in the past: for example, in the last Duma 
elections in Russia, exit poll results gave the Yabloko 
bloc more than 5 percent, while official results were 
less than 4 percent. Concerning the margin of er- 
ror, Oslon cited the exit polls FOM had conducted in 
Russia, where the differences between the exit poll 
and official results ranged from between 0.8 percent 
to 2.25 percent. Oslon would not name the organi- 
zations assisting FOM with the field work, but that 
information surfaced later. 

Violation #2: Sunday, Oct. 31 - Election Day 

FOM, or more precisely Gleb Pavlovsky, did not wait 
for the polls to close before he announced exit poll 
results. The poll was cut short, and by 3 p.m., the 
Internet was awash with news reports of exit poll re- 
sults a la Pavlovsky that showed Yanukovych winning 
by more than 3 percent. FOM explained that the high 
refusal rate prevented the completion of the poll, 
and a decision was taken to terminate the results. 
This "high refusal rate" reason contradicted Oslon's 
assurances a day prior that FOM was not concerned 
about people refusing to divulge their voting choices. 
Reports cited the following refusal rates as exam- 
ples: Chernivtsi— 84 percent, Rivne— 65 percent, and 
Kirovohrad— 76 percent. 70 



Details of FOM's exit poll plans 

At the same press conference, Oslon explained that 
FOM would use 1,000 interviewers at 400 locations 
across Ukraine. The goal was to secure responses 

68 "Rossiyske obshchestvennoe mnenie i issledovanue rinka." 



69 Exit poll za Pavlovskym: opytuvannya provedut na 38 dilnytsiakh u 
Donetsku i na 7 u Chernivtsiakh, Ukrayinska Pravda, October 30, 2004. 

70 "Dani exit poll riznyatsia: za odnymy danymy peremahaye Yushchenko, za 
inshymy - Yanukovych" Hromadske Radio, October 31 2004 21 :43, radio.org. 
ua. 



Table 10: Exit Poll Consortium Results 

Exit Poll Comparative Data (from October 31, 2004) 





Number of 
Respondents 


Refusal 
Rate 


Results 








Yushchenko 


Yanukovych 


Ukrainian Exit Poll (UISR, Yaremenko) 


13,522 


25% 


39 


43 


Exit Poll Consortium (secret ballot method) 


20,146 


22% 


45 


37 


Exit Poll Consortium (interview method) 


19,997 


28% 


42 


40 


FOM (for Russia Club) 


n/a 


40-70% 


39 


44 





As of 3 p.m. on Election Day, Yanukovych was ahead 
of Yushchenko by 3.3 percent: Yanukovych had 43.5 
percent and Yushchenko had 39.2 percent. Those 
results would be repeatedly cited by government- 
controlled-media, omitting that the poll had been 
prematurely terminated and that the data may be 
incorrect. For the remaining part of Election Day, 
the FOM poll data was reported as news from Mos- 
cow on Web sites, forums and e-mails in Russia 
and Ukraine, in violation of the particularly specific 
and exact publication ban still in force in Ukraine. 
That night, one of the other exit poll projects would 
"legally" declare preliminary results that mirrored 
the prematurely terminated FOM findings. One 
journalist's investigation in the Dzerkalo Tyzhdnia 
newspaper found that "on election day the organiz- 
ers [Russia Club and FOM] were forced to stop the 
exit poll due to the enormous number of respondent 
refusals (more than 40 percent). Yet, for some 
reason, the central Ukrainian media, controlled by 
Bankova Street, continued to cite the results." 71 

Election Night Exit Poll Reporting 

Besides the FOM poll, three other exit poll programs 
were in place. These Ukrainian exit polls abided by 
the publication ban and waited until after the polls 
were closed to announce preliminary results. Ukray- 
inska Pravda published the government's television 
instructions 15 minutes before the polls closed on 
Election Day. The document detailed separate "news 
treatments" for the country's different regions. Es- 
sentially, state-controlled television and the satellite 
oligarch-owned media were to create the general 
impression that voting in the west of the country 



was rife with violations, while in the east everything 
was "quiet and calm" and that any minor violations 
were insignificant. 

"Medvedchuk's temnik" as Ukrayinska Pravda called 
the television instructions, also developed differ- 
ent messages concerning exit poll results for the 
country's regions. For the purposes of reporting exit 
poll results, the country was divided into three areas: 
west, north-central and east-south. For seven of 
the western oblasts, the message was "Yushchenko 
is slightly ahead of Yanukovych in exit polls," but 
that massive election violations had occurred. For 
the eight northern and central oblasts, the instruc- 
tions stated that a slight Yanukovych lead should be 
reported. For Crimea and the ten oblasts in the east 
and south of the country, the government-controlled 
media was instructed to report that Yanukovych 
enjoyed a convincing lead over Yushchenko in every 
single voting station. 72 Two of the country's lead- 
ing televisions stations, Inter TV and Studio 1+1, 
had a different type of publication ban in place after 
the polls had closed. Both stations, with nationwide 
reach and popularity, ignored the results produced 
by the Exit Poll Consortium. Korespondent.net, a 
bilingual Internet news site part of the Kyiv Post 
information hub, caught both Inter and Studio 1+1 
in the act of actively ignoring and failing to report 
the coalition's exit poll results. Studio 1+1 carried 
results presented by Oleksandr Yaremenko, who said 
that as of 2 p.m., the Ukrainian Exit Poll gave Yanu- 
kovych a 4 percent victory. 

Future Defense Minister Anatoliy Hrytsenko was in 
Studio 1+1's studio for the live election night broad - 



71 "Exit poll: Khodinnya po mukakh" by Tetyana Sylina, Dzerkalo Tyzhdnia, 
No. 45 (520) November 6-12 2004. 



72 "Temnik Medvedchuka na vybory", Ukrayinska Pravda, October 31 , 2004, 
19:44. 
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SOCIS final 
data 


Social Monitoring 
final data 


Election night exit poll results made public by 
SOCIS and Social Monitoring 


Yushchenko 


43.22 


40.44 


38.28 


Yanukovych 


40.09 


40.07 


42.67 



cast, and happened to have the KIIS and Razum- 
kov results handy after host Vyacheslav Pikhovshek 
presented the Yaremenko results. At the same 
time, Inter was broadcasting a full-length film with 
an exit poll ticker running across the bottom of the 
screen. Inter informed viewers watching the movie 
that Yanukovych was ahead by 4 percent in exit poll 
results, according to both the Ukrainian Exit Poll and 
the Russia Club-commissioned FOM exit poll. Kore- 
spondent.net reported that Ukrainian Exit Poll had 
interviewed 13,522 people by 4 p.m. Yaremenko 



KIIS and Razumkov used limited television coverage, 
the Internet, faxes and cellular phone text messages 
to get their results out to the country's journal- 
ists and Blackberry devices around the globe. The 
results were also provided to the network of the New 
Choice 2004 coalition of NGOs and took full advan- 
tage of live web-casting technology provided in the 
UN IAN newsroom. 

The average refusal rate of 24 percent for the Exit 
Poll Consortium was provided as a single number 



Figure F: First Round Central Elections Commission and Exit Poll Consortium Results 





The Central Elections 
Commission (CEC) 


KIIS & The Razumkov Center 


SOCIS & Social 
Monitorinq 


Yushchenko 


39.90% 


44.5% 


42.5% 


Yanukovych 


39.26% 


38.2% 


40.4% 





was asked to comment on the different results by 
Novy Kanal channel some three hours after the polls 
had closed. Yaremenko said that "different methods 
gave different results" and that the differences are 
"a problem of sociology [that] we cannot explain." 73 
Speaking at Yanukovych headquarters an hour after 
the polls had closed, campaign chief Serhiy Tyhypko 
announced that the exit poll conducted directly by 
his client's team "failed due to a high level of politi- 
cization." Tyhypko said that many people were afraid 
to speak with interviewers from the Yanukovych 
team, and for that reason the Yanukovych cam- 
paign would only consider official election returns as 
valid. 74 

The FOM, SOCIS, Social Monitoring and UISR results 
were announced nationwide on election night shows. 
Faced with an almost complete media blackout, DIF, 

73 "'Inter' i 'Studiya 1 +1 ' zamovchuyut dani exit pollu za yakym lidyruye 
Yushchenko", Korespondent.net, October 31 , 2004, 22:43, and "Yaremenko 
pro rozbizhnosti danykh exit polliv" Reporter news program, Novy Kanal, 
October 31, 22:44. 

74 Hromadske Radio, 90 minutes after the polls had closed, "Exit poll provaly- 
vsia cherez velyku polityzatsiyu - Serhiy Tyhpko, October 31 , 2004 21 :26. 



for all four participating organizations. The results 
for the Exit Poll Consortium are final results that 
were presented a few days after round one and 
the weighting of all data. On election night, the 
Exit Poll Consortium (interview method) gave Ya- 
nukovych the lead. The final FOM numbers were 
provided by ProUa.com. FOM did not provide the 
media with an exact number of respondents and the 
refusal rate mentioned ranged between 40 percent 
and 70 percent. On election night, the largest-ever 
combined exit poll in Ukraine's history began falling 
apart. Confusion was caused by the fact that results 
differed beyond the agreed-upon 2 percent common 
error range. The results of the exit poll conducted 
by secret ballot method (KIIS and Razumkov) gave 
Yushchenko a convincing lead, while the personal in- 
terview method (SOCIS and Social Monitoring) gave 
Yanukovych the lead. 

SOCIS and Social Monitoring, the two consortium 
members that showed Yanukovych leading, an- 
nounced that Yanukovych was ahead to the nation 
across television airwaves right after the polls had 



closed. SOCIS' Mykola Churylov and Social Monitor- 
ing's Olga Balakireva were given prime time national 
TV slots, while KIIS and Razumkov were limited to 
announcing a Yushchenko lead on 5 Kanal, the Inter- 
net and by handing out printed copies at the UNIAN 
press agency to journalists who crowded the press 
conference room overlooking European Square. 

The Consortium Split 

The split in the consortium formally occurred on the 
Thursday following Sunday's elections. That day, 
a press conference was held at the UNIAN news 
agency. Details of election night shenanigans be- 
gan to emerge. First, SOCIS and Social Monitoring 
announced one set of results immediately after the 
polls had closed and provided a different set a few 
hours later. The different sets were significant be- 
cause one gave Yanukovych the lead, while the sec- 
ond, later set of results showed Yushchenko enjoying 
a slight lead. Second, it became apparent that on 
election night, consortium members were not taking 
each other's phone calls. KIIS' Paniotto complained 
that he could not reach either director of SOCIS or 
Social Monitoring by cell phone on election night. At 
the press conference, the final weighted data for all 
four consortium members was presented separately. 

Razumkov and KIIS weighted their final results ac- 
cording to voter turnout by oblast. With all results 
properly weighted, the entire Exit Poll Consortium 
showed a Yushchenko lead. The difference between 
Yushchenko and Yanukovych was greater in the 
secret ballot results, whereas Yushchenko's lead was 
within the margin of error for the exit poll results 
obtained by the personal interview method. KIIS Di- 
rector Volodymyr Paniotto explained that the secret 
ballot exit poll approach has been used in the past 
in exit polls conducted in Mexico, the United States 
and Russia. He also indicated that the exit poll had 
detected a certain "fear factor" among Yanukovych 
supporters in the west of the country— the regional 
breakdown of the exit poll results suggested that Ya- 
nukovych scored higher in the west and Yushchenko 
in the east. He pointed out that by 2 p.m. on elec- 
tion day, SOCIS had already completed 82 percent 
on its interviews at a time when the goal was to 
have conducted 70 percent at that stage in the day. 
Paniotto said that KIIS data was re-weighted with 
internal labor migration. The Razumkov Center com- 
plained that SOCIS had failed to provide the "coeffi- 



cient" that organization used to weigh its data. 75 

SOCIS' Churylov explained that his organization also 
failed to include labor migration factors in compiling 
its preliminary results. DIF's Kucheriv then ascer- 
tained that two of consortium members had submit- 
ted data to the consortium that was very different 
from the results they had in fact received from the 
field. He announced that the secret ballot exit poll 
will be the only method the Exit Poll Consortium 
would use for the second round of elections. Jour- 
nalists were then treated to the theatrics of Social 
Monitoring and SOCIS announcing their departure 
from the consortium. Balakireva created a particu- 
larly memorable scene, hysterically screaming, "I will 
not be part of this show," in a high-pitched release 
of estrogen as she stomped out of the press confer- 
ence. Churylov followed suit, but announced SO- 
CIS' exit from the consortium in a calmer and more 
dignified manner. Although he was leaving, Churylov 
conceded that Yushchenko bested Yanukovych by 
1.8 percent in the first round. 

After the press conference, a series of articles and 
reports appeared in the media questioning the prac- 
tices of the two consortium members who had at 
different times presented different sets of data. 
The three remaining consortium members an- 
nounced that for the second round, they would work 
as one team using a single method to produce a uni- 
fied set of results. 

CEC First-Round Results 

The Central Election Commission decided to refrain 
from announcing the results for as long as legally 
possible, resulting in an official pause of almost two 
weeks. The CEC totals did not exceed votes for 
more than 94 percent of the population, and this al- 
lowed the commission to refrain from naming the re- 
sults. The first-round problem areas, like Territorial 
Election Commission N? 100 in Kirovohrad, were left 
unresolved, preventing the CEC from announcing the 
results and declaring a second round. In this way, 
the administrative resource deprived the Yushchenko 
campaign of nearly two weeks of officially allowed 
time on the campaign trail. 

When the results were finally announced, CEC head 
Serhiy Kivalov's signature did not appear on the vote 

75 "Consortium members admit mistake", DIF press release, URL: http://www. 
exitpoll.org.ua/archive.php?sub=10&art_id=116. 
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Figure G: Comparison of voting data in the second round of the National Exit Poll 2004 
and the CEC by region (%) 77 



Region 


Yushchenko 


Yanukovych 


Yanukovych +/- 


Exit Poll 


CEC 


Exit Poll +/- 


Exit Poll 


CEC 


Exit Poll +/- 


Ukraine 


53.0 


46.6 


-6.4 


44.0 


49.5 


5.5 


+ 11.9 


Western 


90.1 


84.3 


-5.8 


8.7 


13.3 


4.6 


+ 10.4 


Western-Central 


79.4 


70.2 


-9.2 


18.2 


25.5 


7.3 


+ 16.5 


Eastern-Central 


56.7 


48.8 


-7.9 


38.1 


45.7 


7.6 


+ 15.5 


Southern 


29.1 


23.8 


-5.3 


67.0 


66.8 


-0.2 


+ 5.1 


Eastern 


12.3 


8.1 


-4.2 


85.1 


89.0 


4.1 


+ 8.3 



Source: www.dif.org.ua. 



count protocol; commission secretary Zavalevska 
signed the actual document. Those results gave 
Yushchenko a 0.55 percent edge over Yanukovych. 76 
The commission also found that 130,000 more bal- 
lots were cast than the government's election coordi- 
nation body had issued. 

Exit Poll Clients 

By mid-November, the dust had settled after the con- 
flicting and changing exit poll results were finalized. 
And details of who was working for what clients in 
Ukraine began to emerge. 

Veteran sociologist Oleksandr Vyshniak of the Na- 
tional Academy of Science said that the Pavlovsky 
Exit Poll conducted by FOM actually confirmed 
Yushchenko's victory in the first round of elections. 
His insights appeared in an article produced by the 
Kyiv-based Institute of Mass Information. 78 Vyshniak 
revealed the organization that worked for FOM in the 
field: the Ukrainian Marketing Group (UMG) provided 

76 CEC results: 39.87% for Yushchenko (11.1 million votes) and 39.32% for 
Yanukovych (10.9 million votes). 

77 The oblasts are broken down into regions as follows: Western - Volyn, 
Rivne, Lviv, Ivano-Frankivsk, Ternopil, Zakarpattya, Chernivtsi, West-Central 
- city of Kyiv, Khmelnytsk, Zhytomyr, Kyiv, Cherkasy, Kirovohrad, Vinnytsia, 
Southern - Zaporizhzhia, Kherson, Mykolayiv, Odesa, Crimean AR, East-Cen- 
tral - Chernihiv, Sumy, Poltava, Dnipropetrovsk. Source: www.dif.org.ua. 

78 "Exit poll in the shadows of 'shadowy' sociology" by Serhiy Taran, Viktora 
Siumar, Institute of Mass Information, Ukrayinska Pravda, November 18. 
Expert commentary to "Exit Poll u tini 'tinyovoyi' sotsiolohiyi." URL: http://main. 
pravda .com.ua/news/2004/1 1/18/1 3797.htm. 



the interviewers and results to the Russian public 
opinion foundation. "The results were 43.5 percent 
to 38 percent in Yushchenko's favor, and that is why 
Pavlovsky declared the termination of the exit poll," 
Vyshniak said that UMG refused to participate in a 
press conference where "crooked, obviously falsified" 
exit poll results were to be presented. At that point, 
Pavlovsky decided to declare the premature termi- 
nation of the FOM exit poll and announce results in 
violation of the publication ban. 

Vyshniak said that the UMG results were similar to 
results obtained by the two organizations using the 
secret ballot method in the Exit Poll Consortium. 
UMG had used the anonymous interview method. 
Vyshniak also said that the SOCIS, Social Monitoring 
and UISR exit polls were "bought and rigged before- 
hand to match planned results. [CEC head] Kivalov 
and the CEC did not carry out their plan, while cer- 
tain sociologists carried out their plan. War between 
sociologists is a war with falsifiers who already know 
what kind of result they need to paint for the sec- 
ond round." After enough time had passed and the 
available evidence was considered and analyzed, it 
appeared that veteran political scientist Volodymyr 
Polokhalo was right when he predicted the role the 
Russia Club exit poll results would play in providing 
the guiding numbers "for forming the results of the 
first round of the elections." As noted earlier in this 
case study, Polokhalo revealed Pavlovsky's plan three 
weeks before the first round: the editor of Politychna 



Dumka said that FOM will announce that Yanukovych 
has a 2 percent to 4 percent lead over Yushchenko. 

Pavlovsky was the first to announce exit poll results 
on election day (while the publication ban was in 
effect), and those results guided the other exit poll 
results that would be announced later. They results 
also guided official results, until the slimmest of 
Yushchenko victories was finally issued by the CEC 
some two weeks after the first round. 

November 21 Exit Poll (Second Round) 

Despite the split, the individual members of the Exit 
Poll Consortium managed to secure donors and con- 
tinue working in two separate groups. DIF, KIIS and 
Razumkov went ahead with plans to conduct the poll 
using the secret ballot method. SOCIS and Social 
Monitoring pursued the personal interview path. On 
election day, the networks of interviewers working for 
KIIS and Razumkov polled 28,363 respondents in 460 
polling stations across the country. The margin of 
error was determined to be around 2 percent, and 
a 79 percent response rate was recorded. The se- 
cret ballot results gave Yushchenko an 11 point lead 
over Yanukovych, with 54 percent to the premier's 43 
percent. The results differed significantly from those 
announced by the Central Election Commission two 
days later. 

The deviation between the CEC data and the results 
of the exit poll amounted to nearly 12 percent, or 
more than 3.5 million votes. Official returns gave 
Yanukovych 5.5 percent more than detected by the 
exit poll results and 6.4 percent less for Yushchenko. 

Round 2 Internet Distribution of Exit Poll 
Results: Friends of Our Ukraine 

But the Yushchenko campaign did not wait until 
the CEC announced official (later deemed falsified) 
results to cry foul. The Yushchenko campaign relied 
on the Internet broadcast exit poll results to an in- 
ternational audience in multiple languages. The exit 
poll results declaring Yushchenko the winner were 
distributed via the PRNewswire service that targets 
the in-boxes of thousands of editors around the 
globe. Disseminating information using the service 
was a surefire way to ensure that the story was 
picked up by the Internet's news alert services (e.g.: 
Google news alerts) and gradually to make its way 



onto the front pages of news sites and newspapers 
internationally. 

A Kyiv-based PR professional's name appeared on 
the press release announcing exit poll results that 
was time-stamped a little over an hour after the polls 
in Ukraine closed. That same press release was 
made available very quickly in multiple languages, 
including French, Spanish and German. 

Ukraine Exit Polls: Yushchenko 
Leads Presidential Race 

KYIV, Ukraine, November 21/ 
PRNewswire/ -- Democratic oppo- 
sition leader Viktor Yushchen- 
ko is poised to win Ukraine's 
presidential election against 
incumbent Prime Minister Vik- 
tor Yanukovych, nationwide exit 
polls released in Kyiv at 20:00 
show. 

According to an exit poll con- 
ducted by a consortium of three 
Kyiv- -based research firms 
Democratic Initiatives , Razum- 
kov Center and the Kyiv Inter- 
national Institute of Sociology 
- Yushchenko leads Yanukovych 
by an 11-point margin, the 
Pravda.com.ua and other online 
news si tes report . The exi t 
poll gives Yushchenko 54 of the 
vote compared to 43 for Yanu- 
kovych . 

Another exit poll conducted by 
the SOCIS and Social Monitor- 
ing firms show a narrower spread 
between the candidates -- Yush- 
chenko with 49.4 compared to 
45.9 for Yanukovych. 

Ukraine's Central Election Com- 
mission began officially count- 
ing votes from 33,000 polling 
stations in 225 territorial 
election commissions when poll- 
ing stations closed today at 
20:00. Today Ukrainians voted 
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In a run-off presidential elec- 
tion between opposition leader 
Viktor Yushchenko and Ukraine's 
Kremlin -backed Prime Minister 
Viktor Yanukovych . 

For additional Information on 
the presidential election In 
Ukraine visit the www.pravda. 
com . ua and www . razom . org . ua 
si tes . 

Source: Our Ukraine 

In total, the Kyiv-based "Friends of Our Ukraine" sent 
out more than 30 press releases in multiple languag- 
es beginning three days before the elections: 

Nov 18, 2004 

• 09:17 Our Ukraine Says Officials & State Work- 
ers Pressured to Vote for Ukrainian Prime Minis- 
ter 

Nov 19, 2004 

• 12:32 Our Ukraine Says Broad 
Ukrainian Coalition Backs Yushchenko for 
Presidency 

Nov 21, 2004 

• 14:11 Ukraine Exit Polls: Yushchenko Leads 
Presidential Race 

• 13:20 Ukraine's Opposition Holds Sunday 
Night Parallel Vote Count; Braces For Pos- 
sible Government Crackdown 

• 10:25 Ukraine on Alert for Election Fraud 
and Violence 

Nov 22, 2004 

• 13:12 Ukraine Supporters of Yushchenko 
Fill Streets 

Nov 23, 2004 

• 09:58 Ukrainian Protests Spreading 

• 19:17 Iouchtchenko va resoudre la crise 
ukrainienne 

• 15:01 Yushchenko Will Solve Ukraine's 
Crisis 

Nov 24, 2004 

• 06:33 2.8 Million Rigged Ballots in Ukrai- 
nian Election, Says CVU 

DIF did its part in ensuring the exit poll results were 



in the hands of journalists, on the Internet and 
television. As crowds began to assemble in Kyiv's 
city center to commence mass protests against 
the falsification of election results, DIF organized a 
campaign to distribute 500,000 leaflets containing 
exit poll results. The measure was intended both as 
a means of circumventing any possible bans imposed 
by hostile media outlets (particularly government- 
controlled television) and providing hands-on proof 
to the thousands converging on the Maidan that 
Yushchenko had, in fact, won. 

December 26 Exit Poll 

By the time the repeat second round of the presi- 
dential election took place in late December, the 
DIF-led consortium had the benefit of the experience 
provided by the two recent exit polls. The December 
26 exit poll was DIF's seventh in eight years. Stick- 
ing to the secret-ballot method, KIIS and Razumkov 
found that 56.3 percent said they voted for Victor 
Yushchenko, whereas 41.3 percent indicated that 
they supported Victor Yanukovych at the ballot box. 
Some 2.4 percent of respondents said they voted 
against both candidates. The exit poll results sug- 
gested that Yushchenko enjoyed a more significant 
lead when they were compared with the final results 
announced by the newly-installed Central Elections 
Commission. Still, the trend detected by the exit poll 
was clear: Yushchenko was supported by well over 
half of the population. 



Figure H: Dec. 26 exit poll and CEC Results 
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Conclusions 



In the midst of the exit poll mania that emerged 
after the first round of elections, veteran journal- 
ist and poll watcher Tetyana Sylina preferred to use 
the words "agony" and "suffering" to describe the 
plight of sociology in the wake of falsified election 
results. Writing in the influential weekly Dzerkalo 
Tyzhdnia, Sylina accused George Orwell of mak- 
ing a mistake "when he gave the title '1984' to his 
remarkable anti-Utopia. He should have titled the 



book , 2004'." "With every passing day, Ukraine is 
becoming a fantastically twisted Orwellian world, in 
which black is called white, and white is portrayed 
as black. Lies are presented as truths, and truths 
are smeared with disgusting dirt. The best ideas 
are reduced to absurdity and the most democratic 
procedures are transformed into a farce," Sylina 
wrote. 79 Iryna Bekeshkina, DIF's resident scholar 
throughout the exit poll wars, lamented the plight of 
sociology in one of the numerous articles she wrote 
throughout an election campaign that had lasted for 
half a year. "My dream," wrote Bekeshkina after the 
first round of elections "is to live in a society where 
exit polls are only elements of election night televi- 
sion shows and used for scientific research of voter 
preferences. Ukraine is at a crossroads, and I hope 
that, in the next election, that will be the case. And 
that the results of all of the exit polls will mirror one 
another and official returns. And sociologists will not 
be referred to using four-letter words." 

Lessons Learned 

DIF quickly discovered how "untouchable" they really 
weren't. Their open declaration of intent, disclosure 
of financing (many public opinion research com- 
panies keep this information confidential), inviting 
international auditors, periodic and transparent press 
conferences, disclosure of methodology and pro- 
cedures seemed at first a facade to the public and 
to inexperienced or naive political scientists when 

79 Exit Poll: Sylina, Tetyana. Khodinnya po mukakh, Dzerkalo Tyzhdnia, No. 
45 (520) November 6-1 2 2004. 



results were announced after the first round of elec- 
tions. DIF managed to quickly save face by distanc- 
ing itself from the two discredited organizations that, 
after diligent journalistic work, turned out to have 
close ties to the former regime. Social Monitoring 
was simply an NGO attached to the government-run 
and -owned Ukrainian Institute of Social Research, 
which was founded by the Family and Youth Ministry 
in 1991 and which was headed by the Soviet-era so- 
ciologist Dr. Yeramenko. Furthermore, SOCIS, it was 
revealed, received funding to conduct exit polls dur- 
ing the 1999 presidential elections and 2002 parlia- 
mentary elections from its close associate, the Social 
Protection Fund, whose leadership has close ties 
to the Kuchma administration and to Yanukovych's 
political team. Indeed, DIF proved penetrable, too, 
with political pressure infecting two of its four re- 
spectable members. 

Select Links: 

Democratic Initiatives Foundation 

www.dif.org.ua 

SOCIS 

www.socis.kiev.ua 
Social Monitoring 
www.smc.org.ua 

Kyiv International Institute of Sociology 

www.kiis.com.ua/en/ 

Razumkov Center 

www.uceps.org/eng/index/ 

FOM 

www.fom.ru 
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CASE STUDY ACTION UKRAINE REPORT: 



Troop movements and information warriors 

In the early days of the Orange Revolution, a se- 
ries of reports surfaced that elite Russian troops 
lurked on Ukrainian soil. At the same time, citi- 
zens opposed to the government of President Leo- 
nid Kuchma pitched tents in the city's center. They 
occupied or prevented access to the government 
buildings, including the Cabinet of Ministers and 
Presidential Administration buildings, as supporters 
of the administration sequestered inside government 
buildings and continue running the country. Ten- 
sions escalated as some administration supporters 
called for a crackdown on the protests. U.S. Sec- 
retary of State Colin Powell called Kuchma but the 
president was "too busy" to take the call. 

Rumors flourished. In conversations and on the 
Internet, word spread that Russian Special Forces 
(called "Spetznaz") had been positioned in the court- 
yard of the presidential complex on Kyiv's Bankova 
Street and at strategic locations around the capital, 
including airports in the region. The rumors gained 
credulity as they circulated via e-mail, Internet chat 
forums, by SMS and in hushed tones by expatriate 
journalists in local bars. 

Jane's Intelligence Digest ran a report entitled 
"Spetznaz deploy in Ukraine" on December 10, 2004. 
In it, respected and exclusive British intelligence 
analysts gave qualified confirmation to the reports of 
Russian military presence in Ukraine: 

Up to 500 members of Russian 
Spetsnaz forces from the Vityaz 
Special Forces division in Bry- 
ansk are currently deployed at 
a Ukrainian Interior Ministry 
(MVS) military base in Irpin, 
near Kiev. Two transports flew 
them into the Gostomel aero- 
drome near Irpin between 1 and 
3 am on 24 November, three days 



after the hotly disputed second 
round of the presidential elec- 
tion on 21 November. A third 
transport flew into the military 
aerodrome near Vasylkiv , Kiev 
on 24 November. 

The report asserted that these Spetznaz troops held 
two main objectives: "first, to evacuate Kuchma and 
his immediate family if the 'Orange Revolution' turns 
violent," and second to retrieve secret documents 
from the presidential headquarters." 80 The report 
by Jane's surfaced more than two weeks after the 
seminal political events following the November 21st 
election. Ukraynska Pravda reported that Yuliya Ty- 
moshenko first publicly asserted that Russian troops 
were in Kyiv during her fiery address to masses 
gathered outside the besieged Presidential Adminis- 
tration building on November 23. At the same rally, 
held amidst the protestors' siege of the presidential 
building on Bankova Street, Oleksandr Zinchenko 
warned Yushchenko supporters that guards in the 
courtyard of the Presidential Administration had 
orders to shoot should more than 25 citizens storm 
the building. 81 The Jane's report held that Rus- 
sian forces had to be brought in because "divided 
loyalties within Ukraine's security forces surfaced 
after the second round of the elections" and that the 
Kremlin was inextricably involved in the elections of 
a foreign country in terms of military support, financ- 
ing and interventions like Vladimir Putin's three visits 
to Ukraine through the campaign period. 

Action Ukraine Report 

Throughout the election campaign, English-language 
reports similar to the Jane's dispatch were distrib- 
uted via e-mail to a dedicated subscriber base of 
users with a confirmed interest in events and devel- 



80 SPETSNAZ DEPLOY IN UKRAINE, Jane's Intelligence Digest, UK, Friday, 
December 10, 2004 

81 "Tymoshenko dala Kuchmi chasu do ranku. Vona Znayshla Rosiys- 
key Spetznaz", www.Pravda.com.ua, 23.11.2004, URL:http://pravda.com. 
ua/news/2004/1 1 /23/1 4066.htm 



opments in Ukraine by the Action Ukraine Report. 
Six months before the election, the Action Ukraine 
Report (AUR) was issued to 4,000 recipients. By the 
time of President Viktor Yushchenko's inauguration, 
subscription had doubled to 8.000 e-mail recipients. 
The Report's impact was far broader than that, 
however: subscribers would copy and paste the text- 
only messages and resend selected items to other 
addresses, creating an exponential impact according 
to E. Morgan Williams, the publisher and editor of 
Action Ukraine Report.82 

"The interest during the Orange Revolution was 
astounding and the amount of material available 
was also astounding. I was putting out two issues 
a day.. ..really just as fast as I could get them out," 
Williams recalled in an interview. 83 

During an election campaign that formally began 
in July of 2004 and lasted until the repeat second- 
round elections in late December, Williams published 
167 editions of the Action Ukraine Report, which 
typically included ten to 12 Ukraine-related items 
from English-language North American and European 
media, as well as originals and translations of media 
reports from Ukraine. 

In addition to re-publishing, the Action Ukraine Re- 
port carried special reports, analysis, commentaries 
and in-house investigations. One of those investiga- 
tions centered on perhaps the most dramatic epi- 
sode of the presidential campaign: the poisoning of 
candidate Viktor Yushchenko. More specifically, the 
investigation turned into an information counter-ac- 




82 E-mail interview with E. Morgan Williams conducted by author, Sunday, 
September 25, 2005. 

83 Ibid 



tion campaign after Reuters reported that presiden- 
tial candidate Viktor Yushchenko was not poisoned. 
The source of the Reuters story was cited as the 
Rudolfinerhaus clinic in Vienna, Austria. 

Reuters no poison reporting 

The September 28 Reuters report referred to the poi- 
soning explanation for Yushchenko's sudden illness 
as "baseless." It was titled: "Ukraine candidate was 
not poisoned - hospital." The Reuters report refers 
to a statement allegedly issued by the hospital which 
included the phrase "the information disseminated 
about an alleged poisoning is absolutely unfounded 
in medical terms." 

That day, the hospital invited media to a press 
conference devoted to Yushchenko's status for the 
following day. No other news agency carried a 
report based on any alleged statement issued by the 
hospital. The press conference announcement was 
sent to "more than 40 media outlets," according to 
Rudolfinerhaus. 84 

Reuters consistently attributed its "scoop" to a press 
conference announcement that it interpreted to be 
a statement in itself. If the Rudolfinerhaus message 
was literally to be "tomorrow doctors will provide 
an update on patient Yushchenko," then Reuters' 
interpretation was a headline: "Yushchenko not 
poisoned". The information provided at the Septem- 
ber 29th press conference resulted in a significantly 
less-categorical headline. Both the Associated Press 
and Reuters reported that the cause of Yushchenko's 
illness was still unclear. 

"A lie gets halfway around the 
world before the truth has a 
chance to get its pants on." 

- Sir Winston Churchill (1874- 
1965) 

But that second report came a little late. The hos- 
pital later retracted the so-called statement sourced 
by Reuters, but that came late. When the retraction 
finally came on October 3, the damage had already 
been done: the "no poisoning" story had been picked 
up by The New York Times, Itar-Tass in Moscow, 
Ukrainian telev ision monster Inter TV, and the trio 

84 Telephone interview from Kyivwith BirgitAmmann in Vienna, October 8, 
2004. 
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of nationwide TV stations commonly considered to 
be part of the arsenal of media holdings belonging 
to President Kuchma's son-in-law, Viktor Pinchuk. 
Ukrainian media was widely reporting the Reuters 
story as news on September 29. 

In Ukraine, the evening news on Inter TV news 
channel reported on September 29 that "Doctors 
deny reports of opposition leader's poisoning." The 
anchorman introduced the story with the words: 
"Today's sensation comes from the doctors at Vien- 
na's Rudolfinerhaus hospital. They dismissed reports 
alleging that they had found that the Our Ukraine 
leader had been poisoned. The Reuters news 
agency said yesterday evening that the hospital was 
due to hold a special news conference on this issue." 
The Russian wire service Itar-Tass also carried the 
story on Sept. 29 but cited the Yushchenko-friendly 5 
Kanal as the source. "Yushchenko was not poisoned, 
Austrian doctors say" read the Russian language 
headline. The Itar-Tass report omitted 5 Kanal's ca- 
veat that "the report from Vienna caught Yushchen- 
ko's HQ by surprise." When a surprised Yushchenko 
finally arrived at the clinic two days after the Reuters 
report, the Pinchuk-friendly was reporting live from 
the scene in Vienna, Austria. The reporter told an 
information-hungry audience back home that "Vik- 
tor Yushchenko's condition is absolutely satisfactory" 
and "Yushchenko says he is feeling better". 85 

Action Ukraine Report: Disinformation 
Damage Control 

Williams was on top of the Reuters story the mo- 
ment it was issued. A day after the press confer- 
ence, Action Ukraine Report cited both AP's and 
Reuters' "poisoning unclear" reports. At first, Wil- 
liams pointed to Rudolfinerhaus as the source of the 
"confusing and contradictory" news reports. But 
he soon began to smell something fishy about the 
original Reuters report.86 He traced its dissemina- 
tion over the Internet to international and Ukrainian 
media. The Action Ukraine Report collected reports 
from BBC, Radio Free Europe/Radio Liberty, Voice of 
America, Inter TV, 5 Kanal, ITAR TASS, and The New 
York Times. The Times headline read "Poison Asser- 
tion Rejected". 

85 "Ukrainian presidential candidate Viktor Yushchenko arrives in Vienna for 
more medical tests", AUR 177, September 30, 2004; ICTV television, Kiev, 

in Ukrainian, September 30, 2004; BBC Monitoring Service, UK, in English, 
September 30, 2004. 

86 AUR No 177, September 30, 2004,. Footnote by E. Morgan Williams. 



The Action Ukraine Report investigation into the 
Reuters report identified the peculiarities about 
the time and way that report was issued. Williams 
found that the Reuters report was in the informa- 
tion feed "at 10 p.m., London time. This was long 
after the official administrative offices at the Vienna 
Rudolfinerhaus Hospital had closed." Williams also 
pointed out the glaring fact that "Reuters seemed 
to be the only news agency that had the story." 87 
The Williams' investigation asked, "Why would such 
a respected hospital change its statements on the 
Yushchenko poisoning?" He wrote that the changing 
statements game "did not make any sense at this 
period of time in the hospital's work on this case" 
and that "members of various Ukrainian Security 
Services were in Vienna interviewing persons about 
this situation." 

Williams also learned that "key people close to Viktor 
Yushchenko and the lead doctor were not aware in 
advance that any printed statement was to be issued 
by the hospital and that one of the doctors taking 
care of Yushchenko was not even made aware of 
the scheduled press conference." Yushchenko him- 
self was in Kyiv at the time and would only check 
back into the clinic on September 30 th . 88 "Reuters 
should now come clean and tell the world about the 
fake document and questionable sources," shouted 
Williams in caps-lock-on mode. "Who paid the public 
relations firm to design and carry out this reported 
fraud?" he asked. 

"Reuters owes to the Yushchenko family, to Ukraine 
and many others around the world a full accounting 
of the story and how this reportedly 'bogus' story 
happened to be written by one of Reuters' reporters 
and published by Reuters," Williams continued. He 
also drew a comparison between the Reuters report 
and Walter Duranty's reporting for the New York 
Times more than 70 years ago: 

"Once again a major news agency 
has reportedly published a sto- 
ry that has reportedly spread 
misinformation around the 
world. Reuters needs to come 

87 AUR No 180 "Reuters news story from Vienna regarding hospital and Viktor 
Yushchenko's possible poisoning immediately raised serious questions and 
suspicions about is truth" by E. Morgan Williams. 

88 According to Yushchenko Press Secretary Iryna Herashchenko on Sep- 
tember 29 on UkrayinskaPravda. "Likari napolyahayut na povtorni hospital- 
izatsiyi Yushchenka. Sam vin provodyt zustrichi." URL: http://pravda.com. 
ua/news/2004/9/29/1 2275.htm 



clean and tell exactly what 
happened here, apologize, and 
publish the truth about their 
original story. Ukraine had 
its New York Times reporter, 
Walter Duranty, who lied about 
the Soviet Union and about the 
millions of Ukrainians who were 
murdered by the Soviets during 
the genocidal famine of 1932- 
1933." - E. Morgan Williams, 
Action Ukraine Report #180. 

Hospital retracts statement 

At some point on September 28th, a press confer- 
ence invitation was magically transformed into the 
hospital's answer to the question "Was Yushchenko 
poisoned?" This transformation occurred somewhere 
along the lines of communication that intersect when 
an Austrian hospital hires a German PR firm to invite 
a Vienna-based Reuters reporter. By contrast, the 
Associated Press did not file its story until after hear- 
ing Yushchenko's physicians provide a qualified medi- 
cal opinion during the press conference convened 
for the expressed purpose of providing an update on 
Yushchenko's health. 

But that information came too late for someone 
urgently trying to break "the big story" and beat the 
other agencies by taking an informational punch at 
Yushchenko. The following day Reuters was provid- 
ed with a qualified medical opinion by Yushchenko's 
doctors. Dr. Michael Zimpfer asserted he had no in- 
put any hospital "statement" on Yushchenko's health. 
The press conference announcement also failed to 
include the observations of Dr. Mykola Korpan, who 
was, after all, the physician working directly with 
patient Yushchenko. After hearing their thoughts, 
Reuters carried a very different story headline: 
"Cause of Yushchenko's illness still unclear". But the 
day before the press conference, Reuters "scooped" 
everyone with the "no poisoning" story, and the 
damage was done. Dr. Zimpfer stated that he never 
saw, nor did he sign, the statement sent to Reuters. 
On October 3 rd , the hospital issued a statement of 
retraction: the "press release of September 28, 2004 
may be dismissed. ..and hereby corrected by this 
statement." That statement was signed by Dr. Mi- 
chael Zimpfer and acknowledged by Rudolfinerhaus 
Director Dr. Lothar Wicke. 



The next day, on October 4, the Reuters Vienna 
newsroom filed a story with the headline: "Hospital 
retracts statement on Ukraine candidate." 

Public Relations 

A spokesperson for Rudolfinerhaus explained that on 
September 28, a PR agency in Germany sent out "a 
short invitation to a press conference" that was to be 
held on September 29. "No one at the hospital read 
(the invitation), it was not officially signed by us," 
explained Birgit Ammann from the clinic's corporate 
communication department. 

The press conference invitation - prepared by a PR 
agency, not by doctors - was issued in Germany. 
Ammann said that the person responsible for the 
press conference invitation was Marcus Reugamer, 
who "works for a press agency in Germany." That 
"press agency" Ammann referred to is Euro RSCG 
ABC. Reugamer was listed on that company's web- 
site as based in Euro RSCG's Dusseldorf office. 

In Ukraine, pro-Yushchenko media investigations 
connected the press release to the Tri Media public 
relations house and alluded to a connection between 
the PR firm and Viktor Pinchuk. By mid-December, 
Tom Warner of the Financial Times had learned 
that a "team of public relations experts from Euro 
RSCG, part of the Paris-based Havas Group, also 
came to Vienna [and] arranged a press conference 
where Lothar Wicke, the Rudolfinerhaus's general 
manager, contradicted Mr. Yushchenko's poisoning 
allegations." One Yffic Nouvellon with ties both in 
Vienna and the Viktor Pinchuk family had "contacted 
international media, including the Financial Times, 
offering evidence that Mr. Yushchenko had not been 
poisoned." 89 

When the disinformation first broke, pro-Yushchenko 
Ukrainian politicians and media immediately pointed 
to the original Reuters report as part of an elaborate 

89 December 16 2004: "Mr. Nouvellon did not reveal his connection to Mr. 
Pinchuk, and when confronted about it insisted he did not know Mr. Pinchuk 
and that he had never been to Kiev. Michael Zimpfer, the Rudolfinerhaus's 
president, said he had cut the clinic's contact with Mr. Nouvellon's team after 
Mr. Yushchenko had informed him of EuroRSCG's ties to the Kuchma family. 
'It was a big mistake to involve a company that was clearly biased to one 
side,' Dr. Zimpfer said. Mr. Pinchuk said he and his media businesses, which 
carried reports casting doubt on the poisoning allegations, 'had only one goal, 
to find the truth. All our investigations at that time showed no trace of poison- 
ing.'" - "Yushchenko links poison to meal with secret police." by Tom Warner 
in Kiev and AP. Financial Times, December 16, 2004. http://www.s95451559. 
onlinehome.us/1 a/poison. htm 



"Associates 



PR campaign designed to discredit Yushchenko. The 
September 28 press release was declared a fake. But 
that came too late to staunch the stench of disinfor- 
mation, disorientation and uncertainty seeping across 
Ukraine. In response to e-mails from Yushchenko 
headquarters, Reuters Vienna bureau wrote the fol- 
lowing: 

"Thank you for your concern about our reporting. 
The information that is being spread in the Ukrai- 
nian media about the original press release having 
been fake is incorrect. The hospital itself issued the 
first press release and then later retracted it. Best 
regards, Louis Charbonneau, Reuters - Vienna." 
The e-mail included Reuter's October 4 story of the 
hospital's retraction. When asked for further details, 
Charbonneau suggested contacting the hospital's 
press service. Upon following that advice and con- 
tacting the hospital, corporate communicator Am- 
mann explained that the September 28 "statement" 
was supposed to be nothing more than a press 
conference announcement. 

Reflecting on the scandal months later, Charbonneau 
pointed to Dr. Lothar Wicke as the primary source 
of the confusion. In an e-mail exchange, the senior 
correspondent in Reuters' Vienna, Austria newsroom 
maintained that Reuters' reports were accurate. 
"I think it's pretty clear to everyone now that Dr. 
Wicke's first press release was wrong in that it pre- 
maturely ruled out a diagnosis of poisoning." Higher 
up the Reuters chain of command, Sean Maguire, 
based in Reuters' Europe UK offices, solidly backed 
all of Reuter's reporting on the issue. Maguire 
provided cover for re-affirming the misleading story 
when it became a political instrument and resulted 
in explosive exchanges at a time when the social en- 
vironment was already super-charged by a dirty and 
divisive campaign. 

Speaking from the parliamentary tribune four days 
after the hospital had retracted the "statement", the 
head of the Ukrainian ad hoc parliamentary commis- 
sion investigating Yushchenko's "sudden illness", MP 
Volodymyr Syvkovych, said that senior Reuters editor 
Sean McGuire confirmed that the hospital had indeed 
issued the September 28 press release, and that 
Reuters had verified its authenticity. Syvkovych's "no 
poison found" verdict was duplicated by Prosecutor 
General Genadiy Vasyliev when the PGO closed the 
criminal investigation into the alleged poisoning on 



October 22. Less than a week before the first round 
of elections, a spokesman for the PGO told journal- 
ists that the investigator had determined that Yush- 
chenko's illness was not the result of any criminal 
activity, but a "viral herpes infection". 

The results of an opinion poll on the poisoning were 
made public on October 8. According to the poll con- 
ducted by the Ukrainian National Public Opinion Ser- 
vice during the first five days of October, nearly half of 
respondents (46 percent) believed that someone tried 
to poison Yushchenko, while 10 percent believed that 
"the candidate or his own staff organized his poison- 
ing as a campaign PR exercise." 90 

As far as Reuters was concerned, their hands were 
clean. They pointed to Wicke as the source of 
confusion. Wicke would later resign from the clinic 
when dioxin poisoning 91 results were confirmed by 
three institutions in Europe in December. Prior to 
resigning, however, he traveled to Ukraine to do a 
talk show and news tour to explain his take on the 
Yushchenko poisoning affair. When he appeared on 
Ukrainian television, a lawyer was at his side. On 
October 10 th , Wicke was a guest on Russian news 
host Dmitriy Kiselev's primetime television news 
analysis show on the Ukrainian ICTV television chan- 
nel (ICTV was considered to be part of Pinchuk's 
media empire). Wicke explained his concerns about 
the damage the poisoning story had done to the 
reputation of his clinic. His real concerns seemed to 
be the clinic's image, new clients and the develop- 
ment of the clinic business in general. His concern 
for Yushchenko the patient seemed secondary. The 
BBC Monitoring Service translated the talk-show 
transcript, which was eventually sent down the Ac- 
tion Ukraine Report information pipeline: 

"Many prominent personalities receive treatment 
here. One of my chief doctors is Iranian. He has 
many patients from Russia who called him in terror, 
saying, 'What happened? We can no longer use your 
services if the hospital is involved in the Ukrainian 
election struggle.' So the reputation we were try- 

90 "Nearly half of Ukrainians believe Yushchenko really poisoned" Interfax- 
Ukraine Kyiv, October 8, 2004. 

URL: http://www.interfax.ru/e/B/0/28.html?id_issue=1 0709838 

91 2,3,7,8-Tetrachlorodibenzo-p-dioxine or 2,3,7,8-TCDD (short form) Source: 
Pravda.com.ua, December 17, 2004. Dioxin poisoning was confirmed by the 
Free University, Institute for Environmental Studies, CALUX, BioDetection 
Systems, Amsterdam, The Netherlands, RIKILT, BioDetection Systems bv 
(BDS), Amsterdam, The Netherlands, and Eurofins GfA, Muenster, Germany, 
according to Ukrayinska Pravda citing Dr. Mykola Korpan as the source. 



ing to improve— I wanted to open the Ukrainian and 
Russian market in addition to Arab countries— of 
course, it is a setback. If you can tell in your coun- 
try that it was an exception, and in future if they 
don't hamper us, we will keep working professionally 
and confidentially," Wicke told Kiselev. 92 

After resigning, Wicke sued the Rudolfinerhaus clinic 
for substantial damages. According to various media 
reports, Wicke claims to have received death threats 
after he signed and acknowledged the hospital's 
retraction of the September 28, 2004 statement. 
Nouvellon did not respond to an e-mail query at the 
time this case study was written. In subsequent 
reports, Ukrainian media would link another French- 
man, Jacques Seguela to Viktor Pinchuk, who had 
confirmed ties with the Austrian medical community. 
Pinchuk was last seen at the Presidential Secretariat 
on November 4, 2005, attending a meeting of an "in- 
ternational crisis management" group that included 
international financier George Soros. 

In perhaps its most cynical execution, the "no poi- 
soning" story was modified to "poisoned by fetal 
stem cell injections" in a series of republications of a 
bogus article that was magically made real by Rus- 
sian media. An Ukrayinska Pravda investigation, 
conducted shortly after the article first appeared in 
June 2005 (four months into the Yushchenko presi- 
dency) found that the article was credited to the 
non-existent author "Rudolf Distle" for a non-existent 
German publication "Die Journalistuntersuchung". 

The article was immediately reproduced on three 
ultra-Orthodox Russian websites with ties to pro- 
Russian politicians in Ukraine, including the former 
prosecutor general Vasyliev. When the article ap- 
peared in the Moskovsky Komsomolets and Komso- 
molskaya Pravda newspapers, the editors of both 
publications considered the article "fit to print", even 
though they were aware of the fact that the author 
and German publication did not exist in reality. It 
was promptly reproduced on the newspapers' Inter- 
net sites. The virtual origin of the article was not an 
obstacle to its republication; in fact both newspapers 
prefaced the article with notes that the origins of the 
article could not be traced. The Russian Communists 
republished the article in their Sovietskaya Rossiya 

92 Interview with Prof. Lothar Wicke, director of Vienna's Rudolfinerhaus 
Clinic, By Dmitriy Kiselev, ICTV television, Kiev, in Russian, October 10, 2004; 
BBC Monitoring Service, UK, in English, October 10, 2004. 



printed organ. 93 

Four days prior to the first anniversary "celebration" 
of the Orange Revolution, a fugitive SBU colonel told 
the Russian newspaper Izvestiya "the president was 
not poisoned by his opponents to prevent him from 
taking part in the presidential elections. He says the 
president simply drank alcohol by mistake after stem 
cell therapy." Mosnews.com ensured that an English 
language summary of the interview with Valentin 
Kryzhanovsky was posted on the web and circulated 
around the world. Kryzhanovsky fled Ukraine after 
claiming he was attacked by hit men. Conveniently, 
the attack occurred right after Kryzhanovsky held a 
press conference during which he accused SBU chief 
Ihor Drizhchany of corruption, blackmail and smug- 
gling. 94 

Action Ukraine Report: One year later 

Reflecting on the campaign to counter the effects of 
the disinformation campaign that resulted from the 
Reuter's press release, Action Ukraine Report editor 
and investigator Williams wrote that "the whole thing 
smelled and did not look right from the beginning. It 
was important to dig into this matter and see what 
was going on and how some major news sources 
were being used. ... I think we did manage to as- 
sist in the process of exposing what was going on." 

Though on-line activism by Williams and others 
managed to keep the Reuters report in check, it was 
not fast enough to prevent significant damage from 
being caused in Ukraine. The poisoned— not poi- 
soned controversy added to an environment already 
tense in the month prior to the first round of elec- 
tions. The efforts of on-line activists to set the story 
straight were late in coming. The ensuing media 
campaign to discredit Yushchenko was supplemented 
with rumors about alcohol poisoning, Botox, fetal 
stem cell injections, ricin and a diet that included 
sushi and mare's milk as possible causes of Yush- 
chenko's poisoning. Those putative explanations 
were also widely disseminated via the Internet— an 
instantaneous way to add spice to the rumors. 
Those rumors were published in newspapers, citing 
the almighty Internet as the source. Once Reuters 

93 "Rosiysky tabloidy na sluzhbi otruynykiv Yushchenka?", Viktor Chukovnya, 
UP, 6.06.2005 

94 "Exiled Russian Tycoon Planned Car-Bomb Attack During Ukraine's 
Orange Revolution — Ex-Security Officer" Moscow News, November 18, 2005 
URL: http://www.mosnews.com/news/2005/11/18/kryzhanovsky.shtml 
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refused to back down from the story, all that could 
be done was damage control— a precedent had been 
set: Yushchenko's poisoning could be questioned. 
And the task of convincing Reuters to budge on the 
story truly seemed tantamount to the task of con- 
vincing The New York Times to give back the Pulitzer 
Prize Walter Duranty won for the "grey lady" in the 
1930s. 

The Reuters affair was an example of how the Inter- 
net and communications provide tools for instanta- 
neous distribution of sensational news that is later 
determined to have very little to do with truth and 
reality. It exposed the drawbacks to the speed with 
which information can be distributed over the Inter- 
net, and the problems created when the need for 
speed in scooping a competitor drives a respected 
news agency to issue a report concerning a person's 
medical condition based on a press conference an- 
nouncement distributed by a PR firm. In an e-mail 
interview, Williams shared his thoughts on the more 
general issue of the role of the Internet in the 2004 
Ukraine presidential elections. From the Action 
Ukraine Report experience, Williams found that some 
of the 8,000 recipients of his English-language news 
summaries were forwarding the reports to people 
in Ukraine. This created a "ripple, networking and 
multiplier effect to far larger numbers." 

The Internet also provided a link for keeping people 
together and helped them to realize that "they were 
not alone in this fight. This allowed people to be 
more assertive, to start wearing orange ribbons, and 
to break free of their fear and hesitation. It helped 
then bring about the momentum which is so impor- 
tant to a movement of this kind," Williams explained. 
Williams said that the momentum resulted "in more 
people signing up to be election observers, sending 
funds to support the movement and all of the other 
ways people around the world found to get involved 
and support what was going on." The Action Ukraine 
Report allowed people to read and forward news, 
express views and become more engaged in the pro- 
cesses occurring in Ukraine. "It was also important 
as people knew this was one source of information 
that the authorities would not and could not stop," 
Williams observed. "Everything and everyone played 
their part and in the end the revolution became 
much larger and more powerful than the individual 
pieces....," he concluded. 



By October 2005, the Action Ukraine Report had 
some 11,000 subscribers and a very low drop-off 
rate. There were a growing number of Ukraine- 
related "news junkies" and Williams provided what 
they craved most. "The interest in Ukraine affairs is 
very high," Williams said, "in Washington and more 
and more readers are signing up from Australia and 
Europe." The Action Ukraine Report listed ten spon- 
sors that help oil the Williams machine, including the 
Bleyzer and U.S.— Ukraine foundations. 95 And thus 
the Action Ukraine Report would continue providing 
daily text summaries of the top news from and about 
Ukraine available in the English language. Action 
Ukraine Report is also a source of exclusive informa- 
tion and commentary. For example, as a follow-up 
to the Russian Spetznaz story popularized by Jane's, 
The Action Ukraine Report carried an exclusive com- 
mentary from subscriber James Hydzik. His piece, 
"How Russian Troops Helped the Orange Revolution," 
was in an Action Ukraine Report issue just before the 
repeat second round of elections on December 26, 
2004. 

"What is certain is that two Antonov An-26 aircraft 
and an Ilyushin 11-76 landed in Kyiv- area airports 
on November 23 and 24th. The Antonovs, one of 
which UNIAN reports as having the tail code RA- 
26410, carried 30 troops each. These aircraft were 
to be serviced by a detachment at Boryspil's military 
airport. The second-in-command at the airport, Lt. 
Colonel Lyashenko, refused to deal with the Russian 
craft and resigned instead. Though Security Bureau 
of Ukraine (SBU) Chief Ihor Smeshko denied the 
landings, he did confirm that Lyashenko had indeed 
resigned on the 24th." 

"The 11-76, which can carry 140 troops, is said to 
have landed at Hostomel airport in Irpin and the 
troops were stationed at Vasylkyiv. However, the 
Ilyushin is said to have been a Ukrainian aircraft and 
the troops disembarked wearing Ukrainian uniforms. 
Later reports claimed that the troops were 'back in 
Russian uniform' but left only an hour before inves- 
tigators arrived. At this point, only 60 Vityaz can be 
considered as having been in Ukraine, despite Jane's 

95 Twelve AUR sponsors listed in AUR #592, October 28, 2005: The Bleyzer 
Foundation (Kyiv); Ukrainian Federation of America (USA); Kiev Atlantic Group 
(Kyiv); Estron Corporation (llvichevsk, Ukraine); Ukrainian Legal Group (Kyiv 
and Washington); Bahriany Foundation, Inc. (Minneapolis); Volia Software 
(Kyiv); ODUM - Association of American Youth of Ukrainian Descent (Minne- 
sota); Ukrainian-American Coordinating Council (Washington); U.S. -Ukraine 
Foundation (Washington); Ukraine-U.S. Business Council (Washington); and 
WJ Grain (Kyiv). 



claim of v up to 500"'. 
Lessons learned 

The Action Ukraine Report worked in terms of lan- 
guage, content, timeliness and ease of use. The 
language was English, which opened an important 
channel of communication to a wider audience that 
understands English. The news items were carefully 
selected, with the editor filtering stories and keep- 
ing the focus on primary issues. The news was from 
both official and opposition sources, reproduced in 
its original and with full references. The full text- 
only versions made it easy for readers to copy and 
paste information they wanted to forward to others. 
In order to inform and interest the Western world 
about political events like elections that are occurring 
in non-Western countries, it is imperative to provide 
materials in a number of languages, starting with 
the most widely used language, English. In Ukraine, 
teams of translators and native-English speakers 
produce large volumes of English-language Ukraine- 
related news. Though it took the Action Ukraine Re- 
port years to build a subscriber base that numbered 
in the thousands, the rapid growth of interest in 
Ukraine doubled the Action Ukraine Report's devoted 
subscriber list in less than half a year. 

The Action Ukraine Report is produced and read by 
Internet-savvy, politically oriented and influential 
people. According to the Institute for Politics, De- 
mocracy & Internet, "forwarding political e-mail is 
the single greatest predictor of whether someone 
is an Influential, and it suggests a means by which 
their influence spreads." 96 The Action Ukraine 
Report provides ease of use in forwarding previously- 
forwarded messages. The Action Ukraine Report 
story also shows how one "on-line champion" for 
Ukrainian democracy can create buzz among other 
on-line champs, citizens and influential people. 97 

Despite the efforts to counteract the misinformation 
that resulted from the Reuters "not poisoned" report, 

96 p. 25 "Political Influential Online in the 2004 Presidential Campaign" The 
Graduate School of Public Management, The George Washington University, 
Washington DC, February 5, 2004 Institute for Politics, Democracy & Internet 
IPDI (p.25) 

97 p. 25 "Political Influential Online in the 2004 Presidential Campaign" The 
Graduate School of Public Management, The George Washington University, 
Washington DC, February 5, 2004 Institute for Politics, Democracy & Internet 
IPDI (p.25) 



that news managed to cause significant damage in 
Ukraine before it was brought in check. The lesson 
from the Reuters report saga is that the speed with 
which the Internet and electronic communications 
can be detrimental to a political cause if they are 
used to spread misinformation. Perhaps it was the 
desire to "scoop" the competition faster than anyone 
else that caused Reuters to jump the gun with one 
headline one day and then backpedal the other. The 
Internet, and particularly instruments like the Ac- 
tion Ukraine Report, were key to exposing the fraud 
and preventing further damage, but by the time 
retractions were made and statements re-issued, 
the Ukrainian public had taken in the "not poisoned" 
story popularized my state-controlled mass media. 
With the Reuters report experience, the limitations of 
a diverse on-line community's ability to stop a false 
story in its tracks were made apparent. There is 
very little a group can do, however well- or ill-inten- 
tioned they may be, to curb an informational wave 
with the imprimatur of a respected news agency 
like Reuters. This was an example of a case when 
the speed of the Internet can be deadly when used 
in information warfare. At the same time, although 
the Jane's report surfaced two weeks later after the 
fact Russian troops were running around Ukraine, 
one might suppose the speed of the Internet was an 
advantage to getting that information through to the 
right channels. 

Chronology of Reuters reporting on 
Yushchenko poisoning: September 6 - October 
8, 2004 

September 6 - Presidential candidate Viktor Yush- 
chenko suddenly falls ill. 

September 10 - Yushchenko flies to Vienna, admit- 
ted to Rudolfinerhaus Hospital. 

September 17 - Oleksandr Zinchenko tells news 
conference that Yushchenko's illness was "due to a 
serious viral infection and chemical substances which 
are not normally found in food products." 

September 17 - Reuters-Kyiv headline "Ukraine Op- 
position leader Yushchenko poisoned, fears foul play" 
by Yuri Kulikov and Natalya Zinets. Reuter's posts 
story on Web with picture of Victor Yanukovych. 

September 18 - Rudolfinerhaus releases Yush- 
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chenko, official diagnosis reads "Acute pancreatitis 
with second-degree interstitial hydropic changes and 
numerous concurrent diagnoses, namely second-de- 
gree reflux-esophagitis, acute left-sided proctocolitis, 
atypical polysegmentary viral skin disease, peripheral 
paresis, and left-sided otitis... the patient's poor gen- 
eral condition and alimentary status has likely been 
caused by a severe viral infection and by chemical 
agents that are not normally contained in food." 

September 18 - Yushchenko back in Kyiv addresses 
70,000 supporters at rally. 

September 21 - Yushchenko addresses parliament, 
ad-hoc commission investigating poisoning. 

September 28 - Germany-based Euro RSCG ABC 
PR agency sends out press conference invitation on 
behalf of Rudolfinerhaus in Vienna "to more than 40 
media." 

Late, September 28 - Reuters-Vienna headline: 
"Ukraine candidate was not poisoned - Hospital." Cir- 
culation of Reuters report to Ukrainian and interna- 
tional media begins. 

September 29 - New York Times headline: "Poison 
Assertion Rejected." ITAR-TASS, Inter TV first report 
Reuters' first report in Russia, on Ukraine TV. 



ence, Yushchenko's physicians speak. 

September 29 - Reuters headline: "Cause of Ukraine 
candidate's illness unclear"; Associated Press head- 
line: "Doctors: Cause of Ukrainian presidential candi- 
date Viktor Yushchenko's illness still unclear". 

September 30 - Yushchenko readmitted to Rudol- 
finerhaus. Ukrainian TV reports "Yushchenko is doing 
fine." Dr. Michael Zimpfer, president of Rudolfinerhaus 
issues statement "I did not sign or authorize (Septem- 
ber 28 press release)". Yushchenko campaign claims 
"Reuters used fake document" on 5 Kanal. 

October 3 - Rudolfinerhaus "corrects" previous state- 
ment, this time including Dr. Michael Zimpfer, claiming 
that poisoning cannot be confirmed nor ruled out. 

October 4 - Reuters headline "Hospital retracts 
statement on Ukraine candidate." 

October 7 - Rada poisoning investigation commis- 
sion head MP Volodymyr Syvkovych: "Senior Reuters 
editor confirmed that the hospital had indeed issued 
the September 28 press release, and that Reuters had 
verified its authenticity." 

October 8 - Reuters Kyiv reports that "Ukraine's 
Kuchma orders probe into poison charges." 



September 29 - Rudolfinerhaus holds press confer- 



CASE STUDY: THE "ZNAYU!" CIVIC INITIATIVE 



About the organization 

The "Znayu!" campaign emerged on the eve of 
the elections as a loose coalition of "several 
dozen Ukrainian civic organizations" that com- 
bined several goals and purposes. Generally speak- 
ing, the initiative's overall goal was "to ensure that 
voters express their preference at the ballot box and 
that their vote is reflected in the final voting results." 

"Znayu!" received a variety of funding, primarily from 
USAID via the U.S. Ukraine Foundation. Nine days 
prior to the first round of the elections, the Security 
Service of Ukraine conducted a four hour search 
of the organization's central Kyiv office. Accord- 
ing to a report carried on 5 Kanal on the day of the 
search, the security service seized video tapes and 
some documents from the office. The reason for the 
search was supposedly terrorism. According to Mor- 
gan Williams of the Action Ukraine Report, U.S. Con- 
gressman Samuel G. Coppersmith (D-AZ) was in the 
office when the raid began. Four more congress- 
men, all in Ukraine as part of an election monitoring 
organization, arrived shortly after the search began: 
Richard Balfe (UK), James Hubert Bilbray (D-NV), 
Marjorie Margolies-Mezvinsky (D-PA), and James 
Slattery (D-KS). Slattery was quoted on 5 Kanal as 
saying "I have observed elections in many countries, 
including Nicaragua under a Communist regime. 
But I have not seen anything like this 
there. I think it is frightening 
when offices are being occupied, 
people detained and searches 
carried out. Observers will 
report about this to the govern- 
ments of their countries." 

Dmytro Potiekhin, one of the 
founders and coordinator of 
"Znayu!" told the Kyiv Post in 
February, 2005, "The total budget| 
for the first and second rounds 
of the contest was $650,000 with 



an additional $350,000 for the Dec. 26 repeat run- 
off. In addition, the U.S.-based non-profit Freedom 
House chipped in $50,000. Most of the money was 
spent on publishing leaflets— about 10 million piec- 
es—maintaining a toll-free hotline, and placing voter 
education advertisements." ("Making revolution: 
Q&A with Dmytro Potiekhin" Kyiv Post, February 24, 
2005 issue (Vol. 12, issue 8)) 

Znayu.org.ua 

"Znayu," meaning "I know!" in both Ukrainian and 
Russian, had a web presence during the elections. 
The site www.znayu.org.ua first appeared on the 
web in October, 2004, though the plans for its ap- 
pearance were in the works for months prior, accord- 
ing to founder and coordinator Potiekhin. The site 
provided visitors with audio, video and print mate- 
rial for "getting out the vote", information on voting 
abroad, frequently asked questions, contact informa- 
tion for legal consultation and human rights watch- 
dogs, and flow-charts on voting and vote counting 
procedures (developed by "Strengthening Electoral 
Administration in Ukraine Project"). 

The website traffic numbers for "Znayu!" pale in 
comparison to the news and politics websites, but 
the real story in this case is how this initiative used 
the Internet in conjunction with other 
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Chart 7: Znayu.org.ua website visitations 
(October '04 to February '05) 
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computer and traditional technologies to realize its 
stated goals. 

At the heart of the initiative was a technology solu- 
tion that combined the Internet, Call Centers, Mobile 
Phones that all contributed to the compilation of an 
enormous database. This database proved to be the 
key to collecting, systematizing and presenting the 
scope and different types of violations of electoral 
law that occurred during the second round of vot- 
ing on November 21. If a similar mechanism has 
been in place during the first round, according to 
Potiekhin, then the world would have know much 
sooner about the nature and extent of electoral law 
violations. The system was improved for the second 
round, but it was not until the "third" (repeat sec- 
ond) round on December 26 that a complex system 
of collecting information, systematizing data and 
rapid response were in place. 

The "Znayu!" website provided a form for reporting 
"falsifiers" and Election Day violations. More than 
240 names of falsifiers were submitted via a simple 

four field 
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free elections violations "hotline" 



form that required the visitor to submit the following: 
Surname, name, Position and place of work and City/ 
Village. The form for reporting violations of electoral 
law was more complex, and required the person sub- 
mitting the form to possess knowledge of electoral 
law and procedures. Only 58 complete submissions 
were processed by the site. The form included the 
violation-reporter to provide the following: Surname 
of Violator, Name, Position and place of work, City/ 
village, Oblast, Territorial Election Commission Num- 
ber, Voting Station Number, Voting Station Address, 
Nature of Violation, Name of Violations Reporter and 
Contact Information for Violations Reporter. Internet 
technologies performed the vital role of linking the 
call center to the database. Through e-mail and web 
forms, all of the information collected via the hotline 
was inputted into the database. 

The Hotline 

The primary vehicle for collecting information on 
elections violations became the toll-free "hotline" 
that was serviced by three call centers managed by 
the Ukrainian telecommunication services provider 
Utel. When an individual called the 24-hour hotline, 
she or he were presented with a pre-recorded mes- 
sage that requested the caller make a selection or 
stay on the line to speak with a live operator. De- 
pending on the timing within the three month span 
between the first and "third" (repeat of second) 
round of elections, the caller was presented with the 
following options: 

Election Campaign and Election Day 

The caller is: 

• being forced to vote for one of the candi- 
dates 

• does not believe their ballot is truly secret 
plans on voting somewhere 
other than your voting sta- 

I tion or at home 
will be in a foreign country 
on election day 
noted a mistake in the vot- 
ers' list or did not find your 
name in the voters' list 
being denied the right to 
vote because of an error in 
the voters list, absence of 
registration or other reason 
would like to find out what 



Number of Phone Calls Processed by Hotline and Time Spent processing calls per day 
(November, 2004) 
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kind of documentation is required to bring 
to the voting station 

• witnessed violations on Election Day 

• would like to report results from a specific 
voting station 

• would like to participate in the tracking 
down (hunting) of falsifiers 

• would like to help other voters defend their 
right to vote 

5 Kanal (independent TV channel, whose staff 
declared hunger strike) 

The caller: 

• would like to voice your support for 5 Kanal 
by leaving a message 

• would like to report that 5 Kanal has been 
taken off the air 

Voter Education 

The caller: 

• would like to hear about the 5 criteria for 
choosing a president 

Televised Presidential Candidate Debates 

The caller: 

• would like to pose a specific question to a 
candidate during the television debates 

• feels Yushchenko won the TV debates 

• feels Yanukovych won the TV debates 

• feels that "friendship" won in the TV de- 



bates 

• would like to share her/his impressions 
from the TV debates by leaving a message 

Support during Orange Revolution 

The caller: 

• has arrived in Kyiv and has nowhere to 
stay 

• is able to provide accommodation in Kyiv 

• would like to help the tent city in Kyiv of 
other city in Ukraine 

• has witnessed an extraordinary situation or 
fighting 

After making the appropriate choice, the caller would 
then speak with a call center operator who had been 
previously trained and who had a script of questions 
and answers. If the call center operator was unable 
to resolve the caller's problem or provide all of the 
required information, then the call was transferred to 
the "Znayu!" office. There, an additional 12 volun- 
teers were on staff to field the more problematic 
questions and to address specific issues not included 
in the call center operator scripts. In addition, a 
volunteer lawyer was on site to provide specific legal 
consultation. 

In the three months of October, November and 
December 2004, the hotline processed some 49,539 
telephone calls, with call center operators spending 
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4,567,819 seconds or just under 1,269 hours on the 
phone with callers. 

The number of callers typically peaked on Election 
Day, as well as on the days immediately prior and 
after. According to Potiekhin, the legal team that 
represented presidential candidate Viktor Yushchen- 
ko in the Supreme Court case on election falsifica- 
tion during Round 2 (Nov. 21), used the information 
compiled by "Znayu!" and the Committee of Voters 
of Ukraine (an elections watchdog that has in the 
past worked closely with the US National Democratic 
Institute for International Affairs and other, primarily 
Western donors) as proof and evidence that electoral 
fraud had occurred on a massive, widespread scale. 

Pryama Diya - Direct Action On-line System 

Based on the experience of the first two rounds, 
the "Znayu!" initiative combined forces with other 
websites and groups and announced the "Pryama 
Diya" or "Direct Action" on-line system for the third 
(repeat second) round of voting on December 26. 
The "Znayu!" hotline was supplemented with other 
hotlines and web-form reporting solutions provided 
by Pora (Kuchmizm.info), Chysta Ukrayina (Chysto. 
com) and Maidan.org.ua. The Direct Action On-line 
System provided for practically every eventuality 
from the moment a violation is witnessed and re- 
ported to the moment of the problem's resolution. 
Resolution entailed: a) the immediate dispatching of 
a group of observers and/or journalists to the site of 
the violation, and b) the submission of appropriate 
documents (claims, declarations) to the courts or to 
state prosecutors. 

"Znayu!" enlisted the skills of Ukrainian program- 
mers, including an IT Manager from Microsoft (a 
son of Ukrainian diplomat who currently works in 
the United States) to improve the heart of the entire 
system: the database. Access was made available 
only to users with restricted access via authentica- 
tion. Special measures were put in place in order 
to ensure the database could not be found by any 
search engines. Hot line operators were allowed to 
have "write" access to the database through a user 
friendly interface, but they were not allowed to view 
or edit saved records. Hot line operators completed 
the web-form during or shortly after taking the call. 
Some 90 regional coordinators had both read and 
write access to the records and were be able to 



generate reports. Coordinators were responsible for 
evaluating and processing the records and dispatch- 
ing mobile groups as necessary. Coordinators were 
with provided lists of volunteers and observers that 
were also stored in the database. The Coordinators 
had the ability to send directly from text messages 
directly from the database containing records of 
fraud to cell phones of members in mobile groups. 
Meanwhile, lawyers monitored incoming reports of 
falsification and classified in legal terms within the 
database. Based on the legal classifications of the 
records, lawyers filed complaints with the courts and 
initiated litigation. 

Lessons learned 

"Znayu!" Coordinator Potiekhin is convinced that if a 
system like Pryama Diya had been in place earlier in 
the elections, the levels of falsifications and viola- 
tions would have been much lower: "The system 
played a different role for Round 3, the logic of the 
process was different. It was only in Round 3 that 
everyone understood what this system can do. By 
Round 3, practically everyone was plugged in: the 
Committee of Voters of Ukraine (an elections watch- 
dog group— ed.), the ENEMO observation mission, 
volunteer lawyers from Ernst & Young, Maidan.org. 
ua, Pora, Chysta Ukrayina and Nasha Ukrayina. At 



Basic Organizational Structure the Pryama 
Diya On-line System 




Mobile Rapid Media 
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a minimum several thousand people worked with the 
system. The key was that the system was decentral- 
ized. There was no one single coordinator respon- 
sible for information management. There was one 
coordinator responsible for the technical side and 
who gave out the passwords and the type of ac- 
cess—depending on the type of group— if it was a 
mobile group, or lawyers or a coordinator of observ- 
ers. Everyone else had access and could see in real 
time what is going into the system. And whether to 
react or not was a decision taken not by the coordi- 
nator but by each separate manager. Otherwise it 
would have been an administrative nightmare." 

The Pryama Diya Online System may have been de- 
veloped a little too late in the 2004 Ukraine presiden- 
tial elections game to have played a decisive roles in 
those election. Yet its component parts separately 



played vital roles earlier on in the earlier rounds 
of the elections and their aftermath. By Round 3, 
Viktor Yushchenko's victory seemed to be a fait ac- 
compli. However, not every democratic contest in 
Ukraine (or in countries with similar electoral sys- 
tems) will last three rounds. In terms of the conven- 
tions governing parliamentary and general elections 
in Ukraine, there are no provisions for additional 
rounds. For that reason, a system like Pryama Diya, 
with three phases of development (during the three 
rounds of the 2004 elections) and one round of ac- 
tual implementation on December 26, could become 
the standard communications model for Ukrainian 
NGOs, observers and journalists, thus providing a 
weighty information dissemination and rapid reac- 
tion resource that will be able to identify and react to 
any attempts to subvert the democratic process by 
authorities in the future. 
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CEC "TRANSIT SERVER" UPDATE 



Tn addition to informing and coordinating, In- 
ternet technologies were used in a very direct 
way to influence the results of the 2004 Ukraine 
presidential elections. Falsification of returns oc- 
curred at some stage as data was transferred from 
more than 33,000 polling stations to 226 territorial 
elections commissions to the central commission in 
Kyiv. Nearly two weeks after Boxing Day, Ambassa- 
dor John Tefft, Deputy Assistant Secretary for Euro- 
pean and Eurasian Affairs, testified before the House 
International Relations Committee. The U.S. State 
Dept. made the testimony available on its website 
with the added title "Ukraine's Elections: Next Steps." 

In his testimony, the ambassador provides six ex- 
amples of "the most egregious, widely observed and 
reported examples of election-day fraud on Novem- 
ber 21." The fifth example the ambassador provided 
was "computer data allegedly altered to favor Yanu- 
kovych." 

"There were credible reports showing that Yanu- 
kovych supporters gained illegal access to the Cen- 
tral Election Commission's computer system and 
illegally altered vote tabulation data being transmit- 
ted by TECs to the CEC," Tefft told the legislative 
committee. 

During his rallies after the first round of the presi- 
dential elections, candidate Viktor Yushchenko 
repeatedly referred to the existence of a "transit 
server" as one of the methods the vlada used to 
falsify first round election results. The finer points 
of servers, software and data modification aside, 
the point Yushchenko wanted to make was clear: 
the official election results were tampered with by 
technology. The mere fact that a supposedly secure 
governmental system could be "hacked" immediately 
raised questions about the security of transport, 
nuclear power, water supply and industrial technol- 
ogy systems. A Lviv journalist asked Professor Vladi- 
mir Golubev of the Computer Crime Research Center 
about the incident as an example of potential "cyber 



terrorism". 

Golubev told the journalist that, apart from the intru- 
sion of the CEC server, "There are no other known 
facts of cyber terrorism in Ukraine." By placing the 
digital dirty election deeds in the "cyber-terrorism" 
category, Golubev raised the question of national se- 
curity. "This form of terrorism is the most dangerous 
because of high vulnerability of computer systems 
controlling crucial elements of Critical Infrastructure," 
Golubev said. Cyber crime and cyber terror pose "a 
serious threat for social and economic well-being, 
comparable with nuclear, bacteriological, chemi- 
cal weapons" he warned. The "scientific task is to 
research this potential threat and develop effective 
tools for fighting" these threats. 98 Golubev is warning 
about very real threats to national security. 

As the Supreme Court drama was unfolding in De- 
cember, some of the details of what exactly trans- 
pired when one set of ones and zeroes arrived at a 
specific computer and another set emerged as the 
official elections returns. Those details emerged 
when it was the CEC's turn to take the finally take 
stand on the fourth day of the five-day trial. The 
proceedings were broadcast live on television and 
watched closely by Yushchenko supporters who were 
in their twelfth day of protesting what they con- 
sidered to be a fraudulent victory for Viktor Yanu- 
kovych. The Supreme Court would essentially agree 
with that claim and overturned the Central Election 
Commission's decision to designate Viktor Yanu- 
kovych as the winner of the presidential election. 

The Team Yushchenko case 

Yushchenko's legal arguments challenged the results 
of the election in eight of the country's 27 regions. 



98 Peculiarities Of The National Cyber Crime In Ukraine Date: January 19, 
2005, Source: Computer Crime Research Center, By: Vladimir Golubev, 
Director of Computer Crime Research Center, professor at the University of 
Humanities ZIGMU talks to editor of EXPRESS newspaper in Lviv, Ukraine, 
URL http://www.crime-research.org/interviews/909/ 



The results in Donetsk, Luhansk, Zaporizhia, Kharkiv, 
Dnipropetrovsk and Mykolaiv oblasts, the Au- 
tonomous Republic of Crimea and Sevastopol were 
placed under question. According to the CEC results, 
Yanukovych had defeated Yushchenko in all eight 
regions. Yushchenko 's expensive-looking lawyers 
submitted evidence that the main method of falsifi- 
cation was the manipulation of voter lists, whereby 
names were added under the pretense of correcting 
the lists while old names and "dead souls" remained. 

The Supreme Court did not admit into evidence re- 
cordings of telephone conversations alleged to have 
taken place between the head of the CEC, Serhiy 
Kivalov, and members of the Yanukovych campaign 
team about falsifying the results of the November 21 
poll. The incredibly high voter turnout in 400 polling 
stations in the eastern regions of the country was 
also placed under scrutiny as Yushchenko's lawyers 
produced documented proof of obviously inflated 
numbers of voters; in one polling station 127% 
of eligible voters cast ballots on Election Day. In 
Yanukovych's native Donetsk oblast, over a quarter 
million more Ukrainians supposedly voted on No- 
vember 21 than did in the first round of presidential 
elections three weeks earlier. 

The trial was over in five days time, with the twenty- 
one red robed bench delivering a verdict that sat- 
isfied four of the five claims submitted on behalf 
of presidential candidate Yushchenko. It took the 
Supreme Court judges seven hours of delibera- 
tion and on Friday, December 3, the entire country 
watched as the ruling was read out word for word by 
chief judge Anatoly Yarema. That decision called for 
a repeat of the second round of elections that would 
pave the way to the compromises reached in the 
following parliament, including the appointment of a 
new central elections commission. 

CEC testimony 

On December 1, members of the CEC began to take 
the stand. Three members of the 15-person CEC 
refused to sign the official results, and two additional 
members later recalled their signatures. CEC mem- 
ber Andriy Magera, testified that he refused to sign 
the protocol because he was not provided with sup- 
porting data that showed the results were valid. He 
said that numbers were filled in to the official returns 
before the CEC received all of the results. 



The following day, CEC member Ruslan Kniazevych, 
who also refused to sign off on the official results, 
testified that the access codes to the CEC's computer 
systems were seized the day before the vote by 
"unknown forces." Halyna Mandrusova, director of 
the ProCom firm that was responsible for the com- 
puter systems confirmed the fact that data coming 
into the CEC was manipulated "from the outside." 
Kniazevych had worked in the CEC for seven years. 
He noted that voter turnout data for Donetsk and 
Luhansk arrived in the CEC databanks nearly 12 
hours after polling stations closed. In all past elec- 
tions, exact voter turnout numbers had been pro- 
vided within an hour and a half after polling stations 
were closed, Kniazevych told the court and a nation 
glued to the television screens. 

According to Kniazevych's testimony, "more than 
a million ballots were stuffed" after polls closed at 
8 p.m. on Election Day. He used a double nega- 
tive when he explained that the other CEC mem- 
bers "could not have not known" that falsifications 
had occurred. The day after the trial was over the 
Security Service of Ukraine (SBU) announced that 
a criminal investigation into the illegal use of ac- 
cess codes to the CEC's computer systems had been 
initiated. From that point forward, authorities would 
repeatedly use the "confidentiality of investigation" 
cover to avoid providing details of the crime to the 
public through the media. 

Early Warnings 

The first public accusations of someone "hacking" 
into the CEC server came from the Yanukovych cam- 
paign in early November, within the first week of the 
first round. The CEC was in the process of stalling 
the announcement of official results for as long as 
legally possible (ten days, according to law). The 
Yanukovych camp was keeping a multi-MP round- 
the-clock vigil at the premises of the CEC offices: 
several floors in the Kyiv oblast administration build- 
ing on Lesia Ukrayinka Boulevard atop one of the 
city's many hills. 

According to relentless pro-Yanukovych campaign 
attack dog Nestor Shufrych, Yushchenko, together 
with campaign managers Oleksandr Zinchenko and 
Petro Poroshenko entered the CEC building at 1 AM 
on November 4 that year. MP Shufrych said that 
Yushchenko, with computer hackers in tow, tried to 
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gain access to the CEC server that was presumably 
located in technical department of the CEC's infor- 
mation management division." With the vigor of an 
"energizer bunny," Shufrych announced the attempt 
to seize the CEC's server to an information-hungry 
Ukrainian public (97.67 percent of votes counted) 
over airwaves provided by the Inter television chan- 
nel, widely considered to be a media asset brought 
to the Yanukovych campaign table by Shufrych's na- 
tive SDPU(o) party. 

Later that day, CEC head Serhiy Kivalov would show 
up back to work and throw Shufrych's red herring 
into some cold water. He announced that everything 
is fine, that he welcomes the added security pro- 
vided by people who are not averse to spending the 
night at the CEC offices. 

Another key Yanukovych player, MP Stepan Havrysh, 
who was the coordinator of the pro-Kuchma and 
pro-Yanukovych majority in the Rada, announced 
the Nasha Ukrayina hack attack in parliament. CEC 
press secretary Zoya Kazanzhy corrected Havrysh 's 
claim of the attempted attack on "the informational- 
analytical system 'Vybory' and physical capture of 
the CEC server." 

"There were no such attempts. The CEC server is in 
a separate location and it is under guard," Kazanzhy 
told a Korespondent.net correspondent. 100 Perhaps 
inadvertently, the Yanukovych camp's "CEC attack" 
accusation resulted in the CEC's disclosure of con- 
firmation that problems with the technical side of 
the vote count had been encountered. At a brief- 
ing for the press, Kivalov said that the CEC's server 
was in fact functional at the time. He added that he 
had signed an order of dismissal of the head of the 
technical department of the CEC's information man- 
agement division for "bot(?) ensuring timely process- 
ing of materials." Kivalov confirmed that the CEC 
is considering termination of the contract with the 
company that won the tender to "provide computer 
services" to the CEC. 101 



99 Viddil tekhnichnoho zabezpechennya upravlinnia informatsiyi TsVK. 
Source: pravda.com.ua 

100 "TsVK sprostuvala zayavu Havrysha pro khakersku ataku na yiyi server" 
4.11.2004 
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101 "Yushchenkivtsi ne blokuvaly TsVK. Kivalov zvilnyv holovnoho computer- 
shchyka" Ukrayinska Pravda, November 4 2004 



One year later 

At the end of March, SBU chief Oleksandr Turchynov 
announced that the identities of those involved in 
"creating the CEC transit server" had been estab- 
lished. That month prosecutors also announced 
that they were ready to lay criminal charges for 
second round election falsifications to at least two 
members of the former CEC. Speaking on 5 Kanal, 
deputy prosecutor General Viktor Shokin said that 
the pre-trial investigation had completed collecting 
all evidence of their wrongdoing. Shokin declined 
to specify names but did say "all CEC members 
have been questioned in this case more than once. 
And will be questioned again. I do not want to run 
ahead of myself, but I think that, in connection with 
the fact that Serhiy Vasylovych (Kivalov) was the 
head of the CEC, he will be held responsible for his 
actions." 

Prior to being dismissed from the Prosecutor Gen- 
eral post nearly a year after the elections, Sviatoslav 
Piskun told journalists that the investigation into the 
CEC server had resulted in the identification of one 
individual who actually carried out the digital ma- 
nipulation of election results. According to Ukrainian 
criminal law, responsibility for a crime can be extend- 
ed beyond the individual who actually committed the 
felony. In Ukrainian, this person is the vykonavets, 
the "executor." Higher up the organizational and 
management chain are the people who: a) organized 
the crime, and b) ordered the unlawful act. If the 
crime of hacking the CEC server was ordered the 
same way one informs a waiter of his or her choices 
from a restaurant menu, then the official criminal in- 
vestigation had only turned up the cook. The waiter 
and the persons (or persons) who ate the meal and 
paid the bill had not been identified. 

To extend the analogy to the high profile case of the 
murder of journalist Heorhi Gongadze, the alleged 
cooks and one organizer have been identified: the 
cooks are awaiting trial, while the person identified 
as the organizer— Interior Ministry General Olek- 
siy Pukach— was last rumored to be in Israel. By 
November 2005, the criminal prosecution of the 
Gongadze murder had not moved past the middle 
link in the cook-waiter-customer chain. Somewhere 
along the general falsification chain (not just the 
servers) there is crucial link with room for CEC head 
Serhiy Kivalov— the person who announced the 



results, i.e. his job was to inform the public about 
the results of their political choice. Kivalov was 
clever and presumably shirked away from formal 
responsibility as often as possible. For example, his 
signature does not appear on the official results from 
the first round of election. The results that were 
announced as late as legally possible were signed by 
the commission's secretary. In comparison, former 
CEC head Mykhailo Riabets' signatures appear on 
practically every document. Speaking on the NTN 
television channel in mid-September 14 Piskun said 
that the person who "controlled the activity of the 
CEC transit server has been formally charged and 
the case is closed and it will be handed over to the 
courts this month." 

A month later, Piskun was singing a slightly different 
tune. When asked about the status of the transit 
server investigation during his meeting with the Pora 
political party in mid-October (just prior to being 
sacked). He expressed the opinion that the citizens 
of Ukraine would not be properly served if the only 
person brought to justice was "the one who merely 
pressed the buttons." Piskun announced that he had 
sent a request to the SBU to "establish who ordered 
the intrusion into the functioning of the Central Elec- 
tions Commission's server," and had specified a one 
month deadline. By the end of the month Piskun was 
out of the prosecutor general's office. 

After Piskun was dismissed, the Rada voted to 
support the president's nomination for the post of 
prosecutor general. Oleksandr Medvedko's was sup- 
ported by more than a three-quarter constitutional 
majority in parliament. Medvedko previously worked 
as one of ten deputy general prosecutors in the PGO 
and was well-regarded by his predecessor Piskun 
and practically everyone save the Socialists and 
the Tymoshenko bloc in parliament. While formally 
presenting Medvedko to the workers of the PGO in 



November, president Yushchenko named the CEC 
server case as one of the top four "priority" cases. 
In the first week of November, premier Yekhanurov 
and the cabinet of ministers authorized the CEC to 
procure "services for modifying and developing the 
information-analytical system" for the 2006 general 
election as part of the general "Vybory" system. Ac- 
cordingly, the CEC should hold a tender and negoti- 
ate with a limited number of service providers. In 
holding the tender, the CEC was not required to seek 
the Economy Ministry's approval for the services to 
be procured. 102 

Lessons learned 

One lesson was fairly quickly learned and implement- 
ed. In mid-August, new CEC head Yaroslav Davy- 
dovych announced that the Organization for Security 
and Cooperation in Europe will grant USD $2.24 
million towards the purchase of new communication 
systems for the countrywide network of central, ter- 
ritorial and polling station election commissions. The 
CEC handled the issue of voter lists using the new 
technology in a timely manner: by the beginning of 
November, four months ahead of March 2004 gener- 
al elections, the lists of more than 36 millions names, 
addresses and identification numbers were made 
available for public scrutiny. One lesson that appears 
to have escaped Ukrainian politicians in this case, is 
the necessity to keep promises. Politicians promised 
that election falsifiers will be brought to justice. One 
year after, many "executors" of electoral violations 
were convicted, but the big fish are swimming freely 
about the Ukrainian ocean. When signing a memo- 
randum with the president nearly a year after the 
elections, Viktor Yanukovych essentially admitted 
that the results were falsified when he demanded 
that Yushchenko include individuals convicted of 
elections related crime in the category of criminals 
eligible for presidential pardons. 



102 "Yekahnurov oholosyv tender na tranzytney server" Ukrayinska Pravda, 
07.11.2005 
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CASE STUDY SUMMARIES 



1. The Maidan.org.ua study considers how 
one of the "grandfather" sites of the Ukrai- 
nian Internet was used by an active on-lie 
political citizenry to inform, coordinate and 
disseminate information. In particular, the 
importance of placing the site outside of the 
authorities' control by physically hosting the 
site outside of the country is noted. The 
Online Political Citizens poll that was 
conducted within the framework of the study 
found that the Maidan site is the premier 
forum for democracy activists across the na- 
tion. 

2. The 5 Kanal case study considers the way 
a start-up television channel used the In- 
ternet to overcome limitations in broadcast 
reach to inform and archive video materials 
from the campaign. The channel provided 
reports and video which were censored by 
state controlled media. The channel also led 
the charge by the journalistic community to 
secure one of the primary victories of the 
election campaign and ensuing Orange Revo- 
lution: freedoms of speech and the press. 
The study also chronicles the way website 
blockage was used by the government and 
hackers in an effort to prevent access to this 
alternative source of information. 

3. The study of the various websites operated 
by the different wings of the Pora civic cam- 
paign details the way the Internet was used 
to disseminate information, distribute print- 
ready campaign materials and coordinate 
activities of pro-democracy activists. Exten- 
sive background information on the history 
of mass protest movements is provided as 
are examinations of some of the more sordid 
episodes of the campaign, including hacker 
attacks and e-mail viruses. The study in- 
cludes a select collection of web and print art 
used in the campaign. 



4. The Exitpoll.org.ua case study is an ex- 
ploration of the way sociology was used and 
abused in the election campaign. The study 
traces two incidents when the Internet and 
electronic media were used to circumvent 
publication bans on sociological data. It also 
details how the global reach of the Internet 
was used to provide information to an inter- 
national audience with exit poll results at a 
time when official returns were falsified in 
favor of the pro-governmental presidential 
candidate. 

5. The Action Ukraine Report case study 
examines the role played by a daily English 
language e-mail collection of articles, news 
reports and analysis pertaining to the 2004 
presidential elections in Ukraine. Produced 
in Kyiv and in Washington, the report pro- 
vided non-Ukrainian and non-Russian readers 
with an overview of the major events of the 
campaign as well as the different positions 
on issues from Kyiv, Moscow, Washington 
and Ottawa etc. The case study focuses 

on two of the more sensational events of 
the campaign: the poisoning of presidential 
candidate Viktor Yushchenko and reports of 
the presence of Russian troops in Kyiv in the 
early days of the revolution. In the poison- 
ing affair, the Action Ukraine Report went 
beyond merely informing— the report's editors 
became involved in the "information battle" 
that was fought on the wires, websites and 
electronic media across the globe. At issue 
was the truth of the matter: Was Yushchenko 
deliberately poisoned? 

6. The Znayu.org.ua study focused on the way 
the Internet was used in conjunction with 
other informational technologies, including 
cellular communications, faxes and call cen- 
ters to build a system of election violations 
reporting and coordination of observation 



efforts. The study details the reporting and 
feedback system that was eventually devel- 
oped for the repeat second round of the cam- 
paign. Had a similar system been in place for 
the first round of the elections, the extent of 
falsifications would have become apparent far 
earlier in the elections. 



The Central Elections Commission 
Server update is a report based on open 
information sources that traces the seem- 



ingly fantastic story of how the Internet 
was supposedly used in a very direct way 
to impact the election results by falsifying 
official returns. At the time the report was 
submitted, the criminal investigation into the 
matter had identified the lowest level opera- 
tives in the affair; those who carried out the 
manipulation had been identified, but those 
who authorized, organized and ordered the 
electronic falsification has not been named. 
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CONCLUSIONS 



The way the Internet was used by political forc- 
es in the 2004 Ukraine presidential elections 
resulted in an explosion of communication, 
coordination and creativity that allowed Ukrainian 
democracy activists to win the battle for free and fair 
elections. The Internet and media allowed Ukraine 
to capture the world's attention for a few weeks in 
December of 2004. Locally, the power of the Inter- 
net was used to overcome government media bans, 
state censorship and disinformation campaigns. 

The way the Internet was used was truly revolution- 
ary in the lead up to and during the events the world 
came to call the Orange Revolution. The revolution 
that occurred in people's perception of how "peace- 
ful people power" can successfully be used to affect 
political change was accompanied by the insurgent 
use of the Internet to circumvent strict governmental 
controls imposed by a polity that was verging on the 
authoritarian. 

The seven case studies present the Internet and 
related technologies as powerful tools in the hands 
of all of the forces doing battle in an all-out informa- 
tional war. Essentially, the speeds of Internet and 
media technologies were used both to disseminate 
lies as well as provide access to truth. Thus, at 
times, the speed of the Internet was a blessing in 
disguise. In other words news websites, e-mails and 
the general chaotic nature of the Internet proved to 
be double-edged swords in informational combat. 
The Ukraine experience showed how the speed of 
the Internet can be used to figuratively injure, maim 
and kill candidates' characters. The World Wide Web 
was not yet in existence when Winston Churchill 
noted that "A lie gets halfway around the world be- 
fore the truth has a chance to get its pants on." The 
Internet can ensure the instantaneous worldwide 



delivery of any given lie. 

The 2004 Ukraine experience also showed the dan- 
gers that arise when dictators use technology for 
their own end. In Ukraine, communication technolo- 
gies were part of the government's playbook for both 
defense and offense. Technology was used to block 
access to websites and servers. Technology was also 
used much more proactively, to essentially create the 
virtual reality of a Viktor Yanukovych victory that had 
its origins in massively falsified election returns. The 
way the Central Elections' Commission servers were 
manipulated raises a whole range of security issues. 
The story of the "transit server" in the communica- 
tions network of the nation's top vote-counting insti- 
tution is one that raises concern about the security 
of any electronic voting and vote-counting systems. 
When the government resorted to blocking certain 
websites and access to servers, this illustrated an- 
other one of the abuses of technology. The Ukrai- 
nian experience showed the importance of keeping a 
.ua domain registration out of governmental hands, 
as is the case in China, for example. 

In the end, the Internet helped liberate more truth 
than spread half-lies and falsehood. Computer 
technologies were used to identify the massive 
falsification of election results that occurred in the 
second round of the elections. A year after the Or- 
ange Revolution, Ukrainians of all stripes and colors 
began benefiting from the opportunities of com- 
plete freedom of speech and a free media. This has 
contributed to a political environment that has been 
variously described as "hyper democracy" and "ultra 
competitive." And Ukraine's voters turn out at rates 
that would make even some established Western 
democracies envious. 



UKRAINE-SPECIFIC RECOMMENDATIONS 



1. After the Orange Revolution, the new govern- 
ment began considering ways to gain control of the 
administration of the country's .ua domain. The 
government also struggled with the legal definition 
of the Internet and Internet-only publications. This 
has resulted in continued fears about the prospect 
of the government assuming too much control over 
an "information space" that just broke free from 
censorship. This new found freedom also provides 
the opportunity to spread disinformation and false- 
hoods, and it is unclear who can be held legally 
responsible when libel and media laws are violated 
on websites. It is imperative that Ukraine's Internet 
never becomes like that in modern authoritarian so- 
cieties where governments limit access to and filter 
information on behalf of the governed. A balance 
between freedom and fairness will only be struck by 
the non-governmental administration of the .ua do- 
main. The non-governmental administration of the 
.ua domain should continue to be performed by a 
wide group of individuals representing business, me- 
dia and human rights watchdog groups. An ongoing 
dialogue and regular consultations with government 
should be on the .ua administrators' agenda. 

2. The Irex 2004 Media Sustainability Index report 
referenced in this study also addressed the issue of 
media freedoms in Ukraine, and one of the draw- 
backs of the total freedom and anonymity provided 
by the Internet: "Although the Orange Revolution of 
November and December raised hopes for sustained 
development of independent media in Ukraine, most 
of the year was characterized by heavy-handed con- 
trol of media outlets and lackluster journalism." One 
of the Irex panel experts further noted that "Journal- 
ism departments produce people with no education 
because they tend to be poorly equipped." 

The problem with "lackluster" journalism begins 
at the country's universities. This problem can be 
partially addressed by providing computer equipment 
and high-speed Internet access. But a better use 
of the Internet would be to produce and distribute 



on-line university campus newspapers. A mainstay 
at university journalism departments in the West, 
students in Ukraine are not provided the chance to 
actually practice journalism by the education system. 
The Internet allows for the inexpensive and timely 
production of periodicals that can be printed locally 
or nationally. 

General recommendations 

1. The methodology developed by the Institute 
of Politics, Democracy and the Internet provides a 
framework for analysis that was duplicated in this 
study. It is a simple two-poll system: one traditional, 
the other on-line. It is easily portable to other coun- 
tries with a politically active Internet community and 
an independent sociological infrastructure. This can 
contribute to the building of a record of the experi- 
ence of On-Line Political Citizens (OPCs) throughout 
the world. Using the same list of standard questions 
an international rating system can be developed, 
similar to the way Freedom House rates freedom in 
all of the world's countries. Alternatively, an "Inter- 
net activity" as a "freedom component" based on the 
two poll system can be incorporated into the existing 
Freedom House rating system. The polls could be 
expanded to include questions on the plurality of in- 
formation sources and public opinion on governmen- 
tal regulation of the Internet in the respective coun- 
tries. Ultimately, the methodology can be adapted 
to annually measure the "health" of each nation's 
democracy as reflected in the way each nation's 
Internet community enjoys the opportunities for civic 
empowerment that are provided by technology. 

2. One of the best practices identified in the study 
that is worth duplication in other countries is the fa- 
cilitation of the creation of an Election Day violation 
reporting website based on every country's unique 
electoral legislation. In most elections, there is only 
one Election Day, thus any web reporting mecha- 
nisms need to be in place, tested, fully-functional, 
and ready "to go live" long before E-Day. Every 
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country's elections laws are different, and include 
specific differences, e.g.: procedures for reporting 
electoral law violations. Working with expert knowl- 
edge of the election law, the logic of a web reporting 
system would be developed. When it is tried, tested 
and ready to go, input data would be provided by 
a network of observers throughout the country. 
The system's output could be a "litigation-friendly" 
document that can be filed within the specified time 
allowed for filing electoral violation claims to the 
courts or appropriate elections body. The site could 
also provide standard forms voters may need for 
correcting voter lists, requesting mobile voting, etc., 
depending on the specific circumstances in each 
country. 

3. The Orange Revolution also released a cultural 
and artistic potential that had been pent up for 
many years. The Internet helped make the humor 
and satire of computer games, flash and politi- 
cal cartoons available to an international audience. 
The Internet-boosted "infotainment" included 
a series of ten short films— compilations of movie 
clips from the Soviet film classics that were easily 
recognizable and identifiable by everyone who grew 
up watching those films. The creative use of the 
Internet was driven by younger Ukrainians, many of 
whom were first time voters. They rapidly developed 
and deployed Internet based infotainment on their 
own initiative. This type of spontaneous creativ- 
ity among youth was encouraged and the initiative 
rewarded. The healthy spoof tradition continues in 
Ukraine to this day. 

The downside of Internet-driven humor and satire 
was recently demonstrated by the developments that 
began with a series of cartoons depicting Islam's 
Muhammad. The Internet contributed to their rapid 
dissemination around the world. Violence ensued 
across the globe. The source of the small splash 



was a newspaper in Denmark with a circulation of 
40,000, but the Internet helped transform the issue 
into a wave of violence that is still sweeping the 
Muslim world. 

What is good for Denmark is not necessarily good for 
Bahrain. Humor exists in every culture and all soci- 
etal systems are powerless before that one funda- 
mental freedom: the sacred right to laugh. The key 
lies in finding the approach, symbols and words that 
will tickle as many funny bones as possible at the 
local level, while avoiding offensive spoofs of a given 
society's "sacred cows." 

A recent example of very clever creativity on the 
part of an activist operating within an authoritarian 
system was provided by Chinese bad news blogger 
Li Xinde. In a February 2006 Reuters dispatch, Li 
Xinde justifies his Internet activism using language 
and symbols from Chinese history. He told journalist 
Chris Buckley that he uses Mao Tse Tung's "sparrow 
tactics" to bypass state censors. He used the anal- 
ogy of the Yellow River to describe the uncontrol- 
lable nature (in terms of complete or total control) 
of the 110 million strong Chinese segment of the 
Internet: "You can guide its course, but you can't 
block it and you can't turn it back," was the analogy 
Li used during the interview. Xinde also borrowed a 
slogan from communist chairman Mao - "the revolu- 
tion relies on the gun and the pen"— to suggest that 
the gun remains under party control while "the pen 
has loosened." 103 The information freedom activist's 
clever appeal to the Mao icon will arguably resonate 
better and further in Chinese society than references 
to other nations' historical leaders. The subtlety of 
the commentary invoking Mao's spirit makes it very 
different from a direct attack on the symbols and 
leaders of the ruling party that might be expected in 
Western-style politics. 



103 "Internet muck-raker challenges China's censors", by Chris Buckley, 
Reuters 
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